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THE  WHITE  HOUSE 

WASH  l  Si  G  ton 

July  14,  1972 


Mr.  Eugene  J.  Suto 
President 

The  National  Classification  Management  Society  Inc. 

Dear  Mr.  Suto: 

I  should  like  to  take  this  occasion  to  thar.k  you  for  extending  to 
Ambassador  John  Eisenhower  and  myself  the  invitation  to  attend 
the  Eighth  National  Seminar  of  the  National  Classification  Man¬ 
agement  Society.  Unfortunately,  neither  of  us  will  be  able  to 
attend  the  Seminar  but  I  would  like  you  to  convey  to  the  partici¬ 
pants  our  interest  in  the  work  of  the  Society  and  extend  to  them 
the  following  greetings. 

No  doubt  you  are  aware  that  the  government  has  embarked  this 
year  on  a  new  and  progressive  classification  system.  On  March 
8,  1972  President  Nixon  signed  Executive  Order  11652  which  set 
in  motion  the  first  major  overhaul  of  the  classification  system  in 
nearly  20  years.  This  reform  was  the  result  of  a  study  which  be¬ 
gan  in  January  1971  under  the  chairmanship  of  the  Assistant 
Attorney  General  William  Rehnquist.  It  involved  personnel  at 
all  levels  in  each  of  the  departments  dealing  with  national  secur¬ 
ity  information.  When  Mr.  Rehnquist  was  nominated  to  the 
Supreme  Court  I  took  over  the  chairmanship  of  the  working  group 
and  after  the  promulgation  of  the  new  Executive  Order  and  an 
National  Security  Council  directive  thereunder  the  new  rules  went 
into  effect  on  June  l,  1972. 

The  new  Order  is  a  concrete  and  straight  forward  attemp1  to 
create  a  more  rationale  and  credible  basis  for  classifying  ma¬ 
terial  relating  to  the  national  security.  Three  basic  objectives 
underlie  the  new  system. 

-  The  first  is  to  reduce  the  amount  of  material  that 
is  classified. 

-  The  second  is  to  provide  for  speedier  declassifica¬ 
tion. 

-  The  third  is  to  provide  a  monitoring  mechanism  to 
insure  the  above  objectives  arc  carried  out. 


The  problem  which  is  faced  is  most  clearly  dramatised  by  the 
fact  that  it  is  estimated  that  there  are  in  government  archives 
over  760,000,  000  pages  of  classified  documents  from  the  period 
1942  to  1962.  The  sheer  magnitude  of  the  problem  is  over¬ 
whelming.  In  the  words  of  the  President  in  his  statement  on  the 
signing  of  the  new  Executive  Order  on  March  8th 

"The  many  abuses  of  the  security  system  can  no 
longer  be  tolerated.  Fundamental  to  cur  way  of 
life  is  the  belief  that  when  information  which  pro¬ 
perly  belongs  to  the  public  is  systematically  with¬ 
held  by  those  in  power  the  people  soon  become 
ignorant  of  their  own  affairs,  distrustful  of  those 
that  manage  them  and  eventually  incapable  of  de¬ 
termining  their  own  destinies." 

In  an  endeavor  to  support  this  fundamental  belief  in  concrete  terms 
the  new  Order  specifically  provides  as  follows: 

-  Tighter  rules  have  been  instituted  to  determine 
what  is  qualified  for  classification, 

-  The  number  of  departments  originating  classi¬ 
fied  information  outside  the  Executive  Office  of 
the  President  have  been  reduced  from  24  to  12. 

-  The  number  of  individuals  in  these  departments 
has  been  reduced  by  over  50%. 

-  The  individual  classifier  must  be  identified  on 
the  material  which  he  classifies. 

-  A  General  Declassification  Schedule  ranging  from 
6  to  10  years  has  been  established  for  automatic 
declassification  of  all  documents  except  those  which 
fall  into  four  specifically  defined  categories. 

-  Sanctions  have  been  authorized  to  prevent  over  classi¬ 
fication  and  abuse  of  the  system. 

-  An  Interagency  Classification  Review  Committee  has 
been  established  consisting  of  the  General  Counsels 
of  the  major  departments  involved  with  national  se¬ 
curity  information  and  under  the  Chairmanship  of 
Ambassador  John  S.  D.  Eisenhower.  The  Committee 
will  oversee,  monitor,  hear  complaints  and  generally 
act  as  a  watchdog  to  insure  the  implementation  of  the 
new  Executive  Order  -  not  only  in  letter,  but  in  spirit. 


Needless  to  say  the  Implementation  over- sight  and  education  re¬ 
quired  to  make  the  new  system  work  is  a  major  undertaking. 
This  to  my  mind,  is  the  area  in  which  your  Society  can  be  moat 
helpful  and  we  would  be  most  appreciative  of  any  steps  you  can 
take  in  this  direction. 

Finally,  I  would  like  to  close  by  saying  that  we  are  under  no 
illusions  about  the  difficulty  of  getting  control  of  the  whole  pro¬ 
blem  of  excessive  classification.  However,  we  do  believe  that 
we  have  set  the  framework  and  policy  course  for  a  flexible  and 
progressive  system  that  is  evidence  of  and  in  keeping  with  the 
President's  pledge  to  have  an  open  administration. 

Sincerely, 


Executive  Director, 
Interagency  Classification 
Review  Committee 
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‘iTATVS  Of  LEGISLATION  AFFECTING 
CLASSIFICATION  MANAGEMENT 
BY 

WILLIAM  C.  FLORENCE  (NCMS) 


Thank  you,  Mr.  Chairman.  GHEKTINGS 
EVERYONE. 

It  Is  truly  an  honor  to  be  invited  to  talk 
with  the  National  Classification  Management 
Society  about  security  classification  matters. 

I  expect  to  spend  only  a  short  time  with 
these  comments.  My  hope  is  that  there  will 
be  ample  time  for  questions  afterward. 

Discussion  of  legislation  affecting 
classification  management  is  the  best  possible 
way  to  open  the  Eighth  Annual  Seminar. 
Publication  by  the  New  York  Times,  the 
Washington  Post  and  other  papers  in  June 
1971  or  the  Vietnam  Study,  known  as  the 
Pentagon  Papers,  showed  clearly  how 
damaging  the  President's  secui  ity  classifica¬ 
tion  practices  had  become  in  the  life  of  this 
nation. 

Those  practices  were  revealed  as  con¬ 
stituting  a  denial  of  truth  <o  the  American 
people  about  Executive  branch  operations 
which  the  people  had  a  rig  it  and  a  require¬ 
ment  to  know,  according  to  the  Constitution. 
They  also  showed  that  the  more  secretive  the 
Executive  branch  became,  the  more  repres¬ 
sive  it  became  in  relation  to  Congress  and  the 
people. 

Members  of  Congress,  as  a  group  dem¬ 
onstrated  a  feeling  of  urgent  need  for  cor¬ 
rective  legislation.  Many  of  them  participat¬ 
ed  in  and  supported  litigation  initiated  to 
compel  the  Executive  branch  to  cease  attempt¬ 
ing  to  substitute  Executive  preference  and 
administrative  choices  for  established  law. 

Members  of  Congress  suddenly  realized 
that  they  had  been  victimized,  on  a  continuing 
basis,  by  allowing  the  fanta'stic  hoax  of 
security  classification  WTBBp*easential 

knowledge  from  them.  Congress  had  been 
denied  access  to  information  central  to 
exercising  its  constitutional  legislative  and 
surveillance  functions. 


The  reaction  in  Congress  was  expressed 
variously  by  different  members.  Many 
Senators  and  Representatives  introduced 
resolutions  and  bills  designed  to  assure  that 
Congress  would  have  information  from  the 
Executive  branch  as  necessary  to  exercise 
its  judgment  regarding  the  course  of  action 
this  nation  should  follow  in  world  affairs  and 
domestic  endeavor. 

There  are  five  House  Resolutions  and 
four  House  bills  regarding  the  subject  of 
security  classification.  They  were  sponsor¬ 
ed  by  about  50  Representatives.  There  are 
at  least  two  Senate  resolutions  and  two 
Senate  bills  on  the  same  subject.  A  third 
bill  is  being  considered  for  introduction. 

Most  of  the  legislation  was  a  quick- 
reaction  proposal  to  (1)  Investigate  Executive 
branch  security  classification  practices,  OR 

(2)  Make  studies  of  laws  and  regulations,  OR 

(3)  Establish  a  commission  to  monitor  the 
Executive  branch  classification  system. 

For  example,  on  the  Senate  side  Is 
Senator  Muskie's  draft  "Truth  in  Government 
Act",  S-2965.  His  bill  would  establish  a 
seven-member  Dieclosure  Board  to  promul¬ 
gate  a  new  classification  system  and  monitor 
its  operation. 

Senator  Javits'  resolution  of  May  5,  1972 
possibly  could  be  acted  upon  during  this 
session  of  Congress.  It  would  establish  a 
Senate  Committee  to  study  existing  law  and 
Executive  secrecy,  and  recommend  whether 
classification  markings  should  be  viewed  as 
having  any  validity. 

A  third  Senate  action  of  particular 
Interest  to  this  Society  is  the  proposal  to  up¬ 
date  the  Federal  Criminal  Code,  including 
the  Espionage  sections.  Senator  McClellan's 
Subcommittee  of  the  Judiciary  on  Criminal 
Laws  and  Procedures  has  been  holding  hear¬ 
ings  on  the  Brown  Commission's  recommenda¬ 
tions  for  Reform  of  the  Federal  Criminal 
Laws. 

A  bill  incorporating  the  Subcommittee 
Version  of  the  Commission's  recommenda¬ 
tions  was  prepared  more  than  two  months 
ago,  but  was  held  for  further  review. 
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ft  had  been  recommended  that  to  mis¬ 
handle  "National  Security  Information"  be 
made  a  crime.  The  information  would  in¬ 
clude  about  everything  that  could  be  classi¬ 
fied  under  Executive  Order  11652. 

As  one  witness  who  testified  before  the 
McClellan  subcomittee,  I  urged  that  no 
penalty  be  established  for  mishandling  in¬ 
formation  unless  there  is  intent  to  injure 
the  United  States. 

Two  House  bills  merit  discussion.  The 
first,  H. R.  9853,  known  as  the  Hebert  Dill, 
would  provide  for  a  12-member  "Commission 
on  the  Classification  and  Protection  of 
Information".  The  commission  would  review 
classification  rules,  observe  classification 
practices,  .and  make  reports  and  submit 
recommendations  to  the  President  and 
Congress. 

The  Hebert  bill  was  discussed  during 
hearings  held  In  March  1972  by  the  Nedzl 
subcommittee  of  the  House  Armed  Services 
Committee.  Representatives  of  NCMS 
commented  on  the  bill,  somewhat  unfavorably, 
when  they  testified  before  the  Nedzi 
Committee. 

The  other  House  bill,  II.  U.  15172,  was 
Introduced  May  24,  1972  by  Representative 
Moorhead,  chairman  of  the  House  Sub¬ 
committee  on  Foreign  Operations  and 
Government  Information.  The  bill  is  known 
as  the  "Freedom  of  Information  Act  Amend¬ 
ments  of  1972".  It  would: 

(1)  Establish  in  law  the  authority  of 
Executive  branch  to  classify 
"National  .Defense  information" 
as  Top  Secret,  Secret,  or 
Confidential. 

(2)  With  certain  exceptions,  1  bn  it  to 
only  one  year  the  assignment  of  an 
item  of  information  to  a  given 
classification. 

(3)  Establish  a  nine-member  Com¬ 
mission  to  prescribe  standards 
and  procedures  for  handling 
classified  information,  and  to  de¬ 
classify  Information  that  an 
agency  is  holding  needlessly. 


(4)  Provide  for  people  to  appeal  to 

the  United  States  Court  of  Appeals 
for  the  District  of  Columbia  if  the 
commission  Itself  refuses  to  de¬ 
classify  an  item  of  information 
held  in  secrecy  by  the  Executive 
branch. 

It  is  my  opinion  that  the  majority  of 
Congress  is  not  in  favor  of  establishing  any 
separate  commission  to  operate  in  the  area  of 
classification  and  government  secrecy. 

I  also  developed  a  Bill  for  Introduction 
in  the  Senate.  It  would  be  known  as  the 
"National  Defense  Data  Classification  Act". 

My  objective  would  be  to  legalize  a 
classification  system  that  would  be  operated 
by  the  President,  not  a  commission.  The 
Act  would: 

(1)  Limit  the  legal  classification  of 
information  to  a  single  category. 
Restrictions  on  the  routing  of 
especially  sensitive  information 
could  be  prescribed  administrative¬ 
ly. 

(2)  Establish  "Would  damage  the 
National  Defense"  as  the  basis  for 
classification,  not  "could  damage". 
(That  is  the  only  criterion,  if  anv, 
that  could  be  consonant  with  the 
First  Amendment. ) 

(3)  Set  two  years  as  the  normal  limita¬ 
tion  on  classification  for  an  item  of 
information.  (The  head  of  an 
agency  could  extend  the  period  of 
classification  to  eight  years,  or  in 
the  case  of  cryptologic  information 
and  certain  intelligence  items,  lie 
could  permit  a  classification  to 
remain  for  12  years. 

Senator  Gravel  Is  actively  interested  in 
filing  a  bill  along  the  lines  of  the  one  1 
suggested.  However,  he  intends  to  obtain 
support  from  other  senators  at  the  outset  to 
an  agreed  version  of  the  bill.  There  Is  no 
[mint  In  Introducing  a  bill  and  then  starting  a 
search  for  someone  to  disagree  with  it  as 
submitted. 
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As  for  the  future,  iet  me  explore  with 
you  what  would  be  more  certain  to  affect 
olaaalfioation  management  than  any  other 
action  pending  at  this  time. 

I  am  referring  to  the  Executive  branch 
prosecution  of  Dr,  Elisberg  and  Mr.  Russo 
In  Los  Angeles,  If  you  do  not  know  what  the 
trial  is  about,  here  are  some  facts: 

(1)  Elisberg  and  Russo  were  indicted 
30  December  1971  for  violating 
184.S.C.370  in  conspiring  to 
defraud  the  United  States  by  inter¬ 
fering  with  and  defeating  its  lawful 
governmental  function  of  controlling 
the  dissemination  of  classified 
Government  Studies,  not  documents, 
during  a  period  ending  in  September 
1970.  That  was  over  eight  months 
before  the  Vietnam  Study  was 
published.  Dr.  Elisberg  was  an 
employee  of  the  RAND  Corporation 
at  the  time. 

(2)  No  one  ever  heard  before  that 
section  371  of  the  Criminal  Code 
could  apply  to  something  called 
classified. 

(3)  Also,  Elisberg  was  charged  with 
violating  13  U.S. C.  793(e),  an 
espionage  statute,  by  having  un¬ 
authorized  possession  during  1909 
and  part  of  1970  of  certain  volumes 
of  the  Vietnam  Study,  and  by  dis- 

'  losing  the  documents  to  a  person 
not  entitled  to  receive  them. 

The  thira  basic  charge  was  that  during 
the  1969-1970  period,  the  theft  statute,  18 
U.S. C.  641,  was  violated  by  converting 
certain  volumes  of  the  Vietnam  Study  to  pri¬ 
vate  use. 

Let  us  pass  over  the  distorted  theft 
charge  and  consider  the  case  the  Executive 
branch  has  made  under  the  two  statutes. 

Of  special  interest  are  the  following  facts: 

(11  Elisberg  is  not  charged  with  doing 
or  Intending  to  do  anything  injurious 
or  prejudicial  to  the  national 
defense,  or  with  having  reason  to 


believe  that  the  Vietnam  Study 
could  injure  the  United  Sates  or 
be  of  advantage  to  a  foreign  nation. 

(2)  Elisberg  is  not  charged  with  giving 
the  Vietnam  Study  to  the  New  York 
Times  or  any  other  paper!  fie  Is 
not  charged  with  any  public  dis¬ 
closure  of  the  Study,  either  direct¬ 
ly  or  indirectly. 

(3)  Elisberg  Is  charged  with  dis¬ 
closure  oTjgortlons  of  the  Vietnam 
Study  to  three  individuals  in  viola¬ 
tion  of  specified  contractual 
Security  procedures  applicable  to 
RAND.  Also,  he  Is  charged  with 
having  retained  a  copy  of  the 
Vietnam  Study  in  violation  of  the 
same  contractual  procedures,  even 
though  the  record  is  clear  that  he 
had  signed  for  the  copy  as  an 
"authorized  person". 

(4)  The  Executive  branch  has  alleged 
that  Security  procedures  applicable 
to  RAND  also  applied  to  Elisberg, 
and  that  the  alleged  violation  of 
certain  of  these  procedures  by 
Elisberg  and  Russo  constituted  a 
violation  of  law. 

If  the  Executive  branch  can  get 
Dr.  Elisberg  and  Mr.  Russo  punished  for 
criminal  violation  of  administrative  pro¬ 
cedures  Included  In  a  contract  with  a  com¬ 
mercial  firm,  with  no  charge  of  bad  intent, 
bad  conduct,  ofliegligence,  we  shall  have 
become  a  Police  state  of  the  worst  sort. 

The  First  Amendment  guarantee  of  free 
speech  will  no  longer  exist. 

I  cannot  believe  that  the  jury  in  the 
Ellsberg-Russo  case  will  agree  that  any  law 
was  violated.  Rut  If  they  are  convicted,  I 
predict  that  Congress  will  definitely  act  to 
demolish  the  Executive  branch  classification 
system  as  we  know  it  today. 

Thank  you,  very  much. 
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EFFECTIVE  DECLASSIFICATION  AT  THE  NATIONAL 
ARCHIVES 

EDWIN  A.  THOMPSON 

NATIONAL  ARCHIVES  AND  RECORDS  SERVICE _ _ 


I  want  to  thank  Mr.  Eugene  Suto,  your  president, 
and  Mr.  Ceorge  W.  McRoberts,  seminar  chairman, 
tor  Inviting  me  to  appear  here  today.  I  believe 
this  is  the  first  time  a  representative  of  the 
National  Archives  has  addressed  you.  I  am  sure 
that  my  appearance  here  at  this  particular 
seminar  reflects  the  newly  recognized  role  of  the 
Archivist  of  the  United  States — my  boss— in  the 
business  of  classified  records  management. 

Executive  Order  11652  mentions  the  Archivist  of 
the  United  States  in  three  sections  while  its 
antecedents.  Executive  Order  10290  of  1951  and 
Executive  Order  10501  of  1953  with  their  half- 
dozen  amending  Executive  orders  did  not  once 
mention  the  Archivist.  As  many  of  you  know, 
this  did  not  mean  that  the  Archivist  and  his 
staff  and  the  National  Archives  and  Records 
Service  as  an  institution  has  not  been  deeply 
involved  in  the  management  of  classified  records 
for  many  years. 

Thirty-eight  years  ago  when  the  National  Archives 
was  created,  the  classification  of  documents  was 
still  in  its  infancy.  We  were  busy  taking  in 
from  the  agencies  the  records  of  the  American 
Revolution,  surviving  records  of  the  early  busi¬ 
ness  of  the  Federal  Government,  large  blocks  of 
Civil  War  records  and  some  more  recent  ones. 
Classified  documents  were  no  problem  largely 
because  few  made  their  way  into  our  custody. 
Sensitive  records  most  frequently  remained 
closely  locked  up  in  the  offices  of  origin  until 
World  War  II. 

Archivists  were  also  developing  in  those  days  the 
techniques  (and  fostering  the  proper  attitudes  In 
the  agencies)  for  making  the  nation's  records 
available  to  the  public  in  general  and  to  histor¬ 
ical  researchers  in  particular.  The  National 
Archives,  we  argued,  was  created  not  only  to 
receive,  preserve,  and  provide  reference  service 
to  the  Federal  Government  on  its  own  records  of 
permanent  value,  but  also  to  make  those  records 
accessible  to  all  citizens. 

World  War  II  changed  the  character  of  some  of  the 
records  transferred  to  the  National  Archives,  the 
size  of  our  holdings,  and  the  uses  made  of  our 
collections.  As  the  emergency  developed  the  old 
line  offices  of  government  disgorged  more  and 
more  of  their  recent  records  to  make  room  for 
the  enormous  increase  in  new  records.  Because 
these  recent  records  were  sometimes  marked 


"Confidential"  or  "Secret,"  we  were  given  our 
first  lessons  in  handling  classified  records. 

Official  researchers  appeared  In  our  search 
rooms  In  growing  numbers  to  analyze  historical 
antecedents  to  the  "new"  problems  facing 
Mr.  Roosevelt's  government.  After  all,  some  of 
these  same  problems  had  been  faced  by  Mr.  Wilson's 
government  just  a  generation  earlier.  But  access 
for  official  researchers  to  records  marked 
"Confidential"  or  "Secret"  was  not  a  problem 
because  they  came  with  authorization  for  unre¬ 
stricted  access.  After  the  war  the  National 
Archives  was  approached  for  the  first  time  by 
considerable  numbers  of  unofficial  researchers 
seeking  permission  to  examine  classified  material. 
They  were  encouraged  to  believe  that  vast  quanti¬ 
ties  of  recently  classified  material  would  be 
made  quickly  available.  An  example  of  the 
liberal  attitudes  can  be  found  in  the  statement 
by  Chief  of  Staff  of  the  Army  Dwight  D.  Eisenhower 
on  November  27,  1947: 

the  historical  record  of  the  army's  operations 
as  well  as  the  manner  in  which  these  were 
accomplished  are  public  property,  and  except 
where  the  security  of  the  Nation  may  be  jeop¬ 
ardized,  the  request  of  the  citizens  to  the 
full  story  Is  unquestioned....  The  American 
public  therefore  should  find  no  unnecessary 
obstacle  to  its  access  to  the  written  record. 

But  the  hard  facts  were  that  the  volume  of 
classified  records  was  immense  and  the  manpower 
which  could  be  diverted  to  declassification  re¬ 
view  was  severly  limited.  Further,  in  some  parts 
of  the  government  Itself,  some  subjects — partic¬ 
ularly  those  affecting  foreign  policy — were 
recognized  as  increasingly  sensitive.  As  we 
plunged  deeper  into  the  cold  War  and  then  into 
a  hotter  Korean  War,  awaren  ss  of  these  sensitiv¬ 
ities  grew.  Subversion,  the  loyalty  questions 
of  the  late  1940's  and  early  1950's,  questions 
of  trustworthiness,  and  finally  questions  of  the 
requestor's  real  "need  to  know,"  also  conspired 
to  change  the  initial  post-war  liberal  attitude. 

A  more  security  conscious  position  prevailed  and 
became  embodied  in  regulations  and  finally  in 
President  Truman's  Executive  Order  10290  of  1951 
and  President  Eisenhower's  Executive  Order  10501 
of  1953.  Even  Executive  Order  10816  of  1959, 
which  permitted  outside  access  under  certain 
conditions  represented  only  a  slight  relaxation 
from  the  strictness  of  the  original  order. 

President  Kennedy's  Executive  Order  10964  of 
1961  amended  10501  to  require  that  each  agenev 
develop  a  schedule  for  automatic  downgrading 
and  ultimate  declassification  of  some  material 
created  after  enactment.  While  such  schedules 
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could  have  been  applied  retroactively,  no  serious 
plan  was  considered  to  apply  the  schedules  to  all 
the  classified  records  in  the  National  Archives 
nor  those  in  records  centers. 

To  the  Natlonul  Archives  the  requirement!  of 
these  orders  meant  that  large  quantities  of 
classified  records  acquired  from  war-time  emer¬ 
gency  agencies  and  similar  records  originated  by 
the  military  and  other  Departments  were  effec¬ 
tively  closed  except  to  the  more  persistent  non- 
official  scholars  who  convinced  the  responsible 
agencies  that  their  access  was  In  the  best 
interest  of  the  government  and  that  they  were 
trustworthy .  The  strict  clearance  requirements 
and  procedures  Imposed  meant:  that  any  free¬ 
wheeling  and  wide-ranging  research  by  outside 
scholars  was  severly  curtailed  If  not  cut  off 
altogether.  These  same  Executive  orders  fittnlv 
establish  the  principle  that  the  originator  of 
classified  records  was  also  the  primary  arbiter 
for  purposes  of  declassification.  These  two 
principles  governed  the  National  Archives' 
management  of  the  classified  records  which  were 
transferred  to  Its  custody. 

In  effect.,  we  were  made  the  middle-man  between 
Liie  scholar  seeking  access  anil  the  agenev  safe- 
gunnllng  defense  Information.  In  tills  role  we 
covimoniv  directed  the  researcher  to  the  appro¬ 
priate  oil  tee  where  he  could  obtain  Information 
and  forms  co  submit  for  clearance.  I  he  pra'*-1- 
itirther  evolved  whereby  Archives  specialists, 
working  with  the  agency's  representatives,  detet- 
mined  first  If  the  researcher ’ s  topic  was  so 
comprehensive  or  complex  that  lie  needed  to  .  «■  e 
many  different  classified  files.  In  nirli  ■  iws 
he  was  required  t  obtain  seeuritv  ric.ir  iiu 
1  rom  all  ri  i.  '  in.  agencies.  Once  such  i  le  iram  os 
wore  granted,  archivists  were  authorized  to  make 
certain  information  available  to  him.  National 
Archives  personnel  locate!  t  tie  ini  'rm.it  i  on, 
screened  the  flies  to  he  sure  tti.it  the  rese.ir.  if 
saw  only  that  which  he  vos  .intliort.s.d  to  exam  hi.  ; 
monitored  his  use  of  the  tiles  I  n  spee  i  il  Sei  nr  i  t  ■: 
reseat  eh  rooms;  and  filially  secured  ills  reseat-  b 
notes  and  f  orvu . -s.l  them  to  the  appropriate  ig.-n  v 
officials  for  review  and  eventual  r-  leise  !"  tie- 
re scan  her . 

Another  type  of  researcher  wanting  v.-r-  specific 
or  limited  Information,  could  be  treated  differ¬ 
ently.  Archivists  would  attempt  to  locate  the 
single  document  or  tew  documents  v-n f  ‘ 1  r-  i  np  r  in- 
information  lie  desired,  declassify  t  hen  I*  the 
agency's  regulations  permitted;  or  forward  them 
to  the  appropriate  officials  for  Jo  1  ass  i  f  1 1  a  t  i  -  hi 
icvlew  ami  release. 


In  either  approach  tin  National  Archives  role 
in  the  der  lassl  f  leaf  (on  process  lias  largely  been 
that  of  agent  for  the  original  classifying 
office.  Implementing  directives  and  regulations 
of  the  Departments  set  the  requirements  and  we 
were  obliged  to  make  them  work.  Notable  examples 
of  Executive  order  Implementing  Instructions 
were  Department  of  Defense  Directives  5200. 9 
(KOI 0501)  and  5200.10  (K010964).  Under  these 
Directives  wo  were  authorized  to  declassify 
information  unless  It  tit  Into  any  one  of  the 
several  broadly-stated  exemption  categories. 

But  our  experience  has  been  that  many  researchers 
seek  Information  precisely  In  those  areas  replete 
with  exempted  categories  of  information  and  that 
•eitoin.it  1c  declassification  of  Group  U  material 
sc  1  dun  met  tlie  requirement  of  the  scholar. 
Consequent  i  v  we  are  obliged  to  advise  manv 
researchers  to  seek  security  clearances. 

We  rei-ogii  i  that  Executive  Order  11A52  does  not 
entire!,  eliminate  the  need  lor  rontlnuing  some 
programs  for  r«  searchers  to  obt  ain  seeuritv 
1  ••  i run.  a »  in  those  rises  where  access  to  large 
pi.  mt  i  t  I  •  ■>.  ot  classified  material  or  information 
hurie-l  d.eplv  in  manv  tiles  is  Involved.  We 
:liiiil  it  i  -  likely,  however,  that  researchers 
will  iv.  II  themselves  of  the  mandatory  review 
pro'.'  i  s  i  oip.  in  xv.tion  5  (()  and  (!)<  in  those 
,  i  c.  obcic  lb,  archivist  can  readily  Identify 
the  lit!  or-,  i '  ton  roquostot!  and  It  can  he  re"  owed 
-•it  !i  i  i  >  a  .on. ib  i  amount  of  effort.  W  nolle' 
tii.it  b  ot  •  !  I  ’1111:  litis  provtsl..-  wer  researchers 
will  need  to  obtain  ,o  in  it  /  clearances.  Hut 
•■•hot  In  r  tb.  to  will  hi  a  real  chinge  in  tills 
ior.tr.!  ill  Mi.;  upon  tb.  ooopor.it  ion  inn 

hciios!  I'lMit  ot  c  1  is  ;  i  t  i  cat  ion  rt,  manors  sub 
.is  v  o 1 1 1  ■ .  *  i  vs  .  but  older  classlii-sl  material  In 
..'it  .  ii  .to. Iv- — ieti  ilnlv  on  that  wliicli  predates 
I'i'.i — w,  >  ,  |  I,  .-I  t  '•  it  n  special  dis  I  ass  i  i  i  ca¬ 
ll. mi  st  it  '  will  If  sulil.  ion'  to  nioft  tnv  m.mila- 
!  c  t  '.  if'.;.-',  ii  piiio-'ont  is  it  irises. 

In  ..[■'••"  it  ■■• ,  b*V  ,  ’ltd  no  otlborilv  ol  its  own 
.  !  I  in  r  to  .  I  as  .  i  !  .•  dm  i  inn ‘tit  •  or  doe  I  i  ss  i  I  v  t  hem  . 
it  :  1  :..i  .  Inn  n  .oniim.l  to  t  tie  application  o! 

flic  yirl.-l  ■- .  •  o  ■  1 1  itii'io,  on  iasslfltni  ilooumonts 
p  i  o  v  ’  if!  1  ■  t:i..  fiovt-rii-om  agencies  which  origi¬ 
nat'd  t  bom .  V.  tin’s, ■  regulations  have  progres- 
siv  1  •  alt.  I'  d,  ■  i is  ilivists  have  been  ibiv  to 
-la  l  o  ivillal'li'  I"  the  historian  an  add  1 1  Iona  1 
iiumhet  o!  I’lev  i  -ii  il  v  .  1  ass  f  f  itsi  documents.  Hut 
iin is i  i  lassitlen  dm  urneiii  s  in  tlie  National 

* ,  1. 1  ■  -  i  r . .  ■■  if...  I,,  i  i  i  f  'i  r .  o  ic  Ii  f  he  Vm.’.iii  ! 

World  'll  retain  !  lie  i  t  iigln.il  ,  1  ass  I  f  loaf  ton  . 

rbo  i  .  it  -  I  i o t  i !  v  i *  I  I  :  ..it  i *  , !  and  un>  I  i*  ■  1 1  If  d 
doo  Mitten,  s  d. it  Inc  I  i  ■  cm  1  ul'  War  II  ate  now 
ojllfi.l'  -  t  r  ansi  i-rri'.l  to  tin  National  Vri  hives. 
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They  art;  located  either  in  the  National  Archives 
Building;  in  the  Archives  Division  it  tiie  Washing¬ 
ton  National  Records  Center,  Suitland,  Maryland; 
in  the  Franklin  D.  Roosevelt  library,  Hyde  Park, 
New  York;  in  the  Harry  S.  Truman  Library,  Inde¬ 
pendence,  Missouri;  and  in  the  Dwight  D.  Elsen¬ 
hower  Library,  Abilene,  Kansas.  Their  total 
volume  is  approximately  260,000  cubic  feet. 

Cf  these,  a  considerable  numbet  are  still  classi¬ 
fied.  We  estimate  that  they  total  about  49,000 
cubic  I civ  of  paper  records  and  some  18,500  rolls 
of  micro  timed  records.  These  represent  approxi¬ 
mately  160,000,000  pages  of  classified  material. 
Table  I  axso  sho  s  the  estimated  quantity  of 
permanently  valuable  recorc  "emalning  under  the 
control  of  the  originating  Department  whether  in 
record  centers  or  in  other  agency  holding  areas. 
Notice,  too,  that  as  we  move  towards  the  present, 
the  number  of  permanently  valuable  classified 
records  slowly  increases,  while  the  number  re¬ 
tained  by  the  agencies  increases  dramatically. 

You  who  are  classified  records  managers  in  such 
agencies  have  your  work  cut  out  for  you  In  this 
area. 

About  eighteen  months  ago,  we  began  to  compile 
statistics  on  the  size  of  the  declassification 
problem  facing  the  National  Archives  and  began 
analyzing  the  scope  of  the  problem.  We  concluded 
again  (as  had  our  predecessors)  that  the  pre¬ 
vailing  procedures  would  require  alow  and  conse¬ 
quently  very  expensive  declassification  review. 
This  was  because  the  procedures  were  designed  to 
effect  the  declassification  of  individual 
documents  only  after  the  most  careful  individual 
scrutiny. 

Among  other  things,  those  procedures  required 
that  classification  stamp  marL.s  on  nearly  every 
page  be  methodically  cancelled.  They  also 
required  that  a  declassification  authority  stamp 
be  placed  on  documents  indicating  the;  authority 
for  the  action,  the  date  of  the  cancellation,  and 
the  name  or  Initials  of  the  person  taking  the 
action. 

Furthermore,  if  we  wore  obliged  to  use  existing 
agency  regulations  and  criteria,  declassifica¬ 
tion  review  would  require  detailed  page-by-page 
examination  of  nearly  every  document.  It  would 
also  involve  almost  constant  referral  of  docu¬ 
ments  to  the  agencies  since  the  criteria  were 
often  broadly  stated  or  ambiguous. 

Sixteen  months  ago  we  prepared  some  preliminary 
estimates  of  the  cost  of  declassifying  the  160 
million  pages  of  records  predating  l‘)46,  Under 
existing  regulations  we  concluded  that  It  would 


require  1,136  man-years  at  a  cost  of  just  under 
$11  million.  We  saw  too,  that  unless  the  im¬ 
peding  procedural  requirements  were  changed; 
unless  we  could  remove  some  of  the  Inhibiting 
and  restrictive  criteria  and/or  obtain  more 
specific  guidelines  from  all  agencies  whose 
classified  records  were  among  our  holdings; 
and  unless  we  could  secure  a  significant  change 
in  the  overall  approach  to  classification  and 
declassification;  expenditures  on  t  similar 
scale  would  continue  Indefinitely.  Even  as  we 
prepared  these  preliminary  statistics,  we 
learned  that  changes  were  under  serious  con¬ 
sideration  by  the  Rehnquist  Committee  studying 
revisions  of  E010501.  We  were  encouraged  to 
think  that  simplified  marking  and  labeling 
procedures  would  be  permitted;  that  better 
guidelines  would  be  developed  which  would 
permit  us  to  survey  certain  records  and  "bulk 
declassify"  numerous  files  o,  low  sensitivity; 
and  finally,  that  meaningful  agency  assistance 
would  be  made  available  to  eliminate  the  need 
for  constant  referral  of  problem  documents  and 
questions  to  many  agencies.  Such  changes  in 
procedures  and  requirements  we  estimated,  would 
reduce  the  cost  to  about  $6,350,000  for  a  five 
year  program  to  declassify  the  records  pre¬ 
dating  1946,  The  National  Archives  and  Records 
Service  of  the  General  Services  Administration 
submitted  an  appropriation  request  in  line  with 
these  estimates  last  fall  and  again  this  spring. 

Executive  Order  11652  was  signed  by  President 
Nixon  on  March  8.  Section  5  (E'  (2)  provides: 

All  information  and  material  classified  be i ore 
the  effective  de*-0  of  this  order  and  more  than 
thirty  years  old  9hall  be  systematically 
reviewed  for  declassification  by  the  Archivist 
of  the  United  States  by  the  end  of  the  thir¬ 
teenth  full  calendar  year  following  the  year 
in  which  it  was  originated.  In  his  review, 
the  Archivist  will  separate  and  keep  protected 
only  such  information  on  'material  as  is  speci¬ 
fically  identified  by  the  head  of  the  Depart¬ 
ment  in  accordance  with  (E)  (1)  above.  In 
such  case,  the  head  of  the  Department  shall 
also  specify  the  period  of  continued  classifi¬ 
cation. 

Instead  of  a  five-year  program  we  faced  a  re¬ 
quirement  to  accomplish  the  same  amount  of  work 
in  about  three-and-a-hal f !  (See  Table  II)  Our 
Fiscal  Year  1973  proposal  was  before  Congress 
and  could  not  be  readily  changed.  As  we 
struggled  with  the  budgetary  problem  we  also 
studied  the  order  Itself,  reexamined  our 
statistics  in  the  light  of  more  recent  experi¬ 
ence  and  became  convinced  that  we  could  indeed 


accomplish  the  task  assignee!  us  under  the  new 
order.  Rut  It  would  require  the  fullest  coop¬ 
eration  of  all  the  agencies  concerned  -  coopera¬ 
tion  such  as  we  have  received  from  The  Adjutant 
General  of  the  Army  and  the  Assistant  Chief  of 
Staff  (of  the  Army)  for  Intelligence,  the  Direc¬ 
tor  of  Naval  History,  ONI,  and  the  Office  of  the 
Joint  Chiefs  of  Staff,  the  Department  of  Defense 
Historian,  the  Historical  Office  of  the  Depart¬ 
ment  of  State  and  others. 

Detailed  declassification  reviews  conducted  by 
Army  reservists  on  Army  Intelligence  biles, 
broad  surveys  conducted  bv  special  consultants 
to  the  Adjutant  General,  and  file  sampling  work 
performed  on  JOS  records  provided  us  with  new 
statistical  estimates  of  the  man-hours  required 
to  perform  various  tasks. 

Table  !L  indicates  the  estimated  numbec  »i 
records  wc  are  required  to  review  systemati¬ 
cally  each  year.  Ry  December  'll,  197r>  we  should 
h.i”0  reviewed  all  160  million  pages  Indicated 


To  ensure  that  all  affected  agencies  understood 
what  the  National  Archives  declassification 
program  would  entail,  we  Invited  represent. it  ives 
of  nineteen  agencies  to  a  meeting  at  the 
National  Archives  on  April  28.  The  Archivist 
ot  the  Ctiited  States,  Dr.  lames  B.  Rhoads, 
opened  the  meeting  with  these  words: 

t ooporat i on . . . is  the  name  of  the  game .  . . I  he 
new  l.xecut  Ive  Order ...  places  upon  us  both  a 
heavy  respuits ib i  1  it y .  in  addition,  the  time¬ 
table  fot  the  performance  ol  these  tasks  m, 
documents  which  are  already  '10- years  old,  oni 
the  widespread  public  concern  for  opening 
such  documents,  lend  a  particular  iirgen,--.  to 

out  task.  The  National  Archives  . . Is  th- 

cooperation  of  a  1 1  of  the  agencies  whose 
classified  records  are  In  our  stJc.ks  to  can  : 
out  the  l’r".s  ident '  s  mandate.  I  believe  tn  it 
yoiu  agency  will  find  our  review  program  in- 
v  u  1  u  a  l>  1  e  -  -  pe  r  ha  p  s  even  essential  —  in  carrying 
out  Liu  difficult  task  which  the  Order  pl.i. 
upon  Vint . 

ihe  Deputy  Archivist,  Hr,  lac.es  K.  o'-, Till, 
followed  with  a  briefing  on  the  s  ope  .old  nature 
of  the  problems  lacing  us  using  the  three  tables 
showtt  here. 

I  concluded  the  presentation  with  a  u  I  >n  nss  i  mi 
on  the  procedures  we  will  employ,  provided  each 
agency  represent.it  ive  with  information  on  tl.m-.i- 
I  led  records  of  t  lie  l  r  agency's  origin  which  are 
in  the  National  Archives,  and  poiolrU  our  a;  .  i  i 
tire  types  ol  assistant  c  we  must  have  iron;  .oh 


Lhe  tvpes  of  assistance  we  must  have  from  aach 
agency  to  attain  out  goal  and  meet  the  obliga¬ 
tion  banosed  on  us  all  by  the  Executive  order. 

I' Uriel  informal  presentation  using  Table  Three! 

We  have  been  discussing  exclusively  the  most 
significant  section  of  the  new  Executive  order 
so  far  as  tin*  National  Archives  declassification 
project  is  concerned.  It  may  be  helpful  to  make 
a  lew-  remat  ks  .about  the  other  two  sections  in 
which  Lire  Archivist  of  the  United  States  is 
merit  lolled . 

Sect'  m  t  (E)  provides  that  the  Archivist,  as 
tiro  custodian  ol  a  large  quantity  of  officially 
trails!,  if  red  and  accessioned  classified  records, 
has  the  authority  to  downgrade  and  declassify 
such  material  in  accordance  with  the  order, 

N'.S.G.  directives,  and  pertinent  regulations 
of  the  Departments.  In  the  past  much  time  and 
much  paper  was  expended  in  obtaining  authoriza¬ 
tion  I  rot-  individual  agencies  to  declassify 
part  l cir  1  ir  records  of  those  agencies.  Now, 
equipped  with  the  declassification  guidelines 
which  will  be  provided  to  us  by  the  agencies 
and  the  National  Security  Council,  along  with 
those  already  spelled  out  tn  the  Executive  order 
itself,  we  can  take  the  action  of  dec  1  assif  ica- 
i ion  on  our  own. 

Section  11  directs  the  Archivist  of  the  United 
States  to  review  and  declassify  information  and 
notorial  in  Lire  Archives  or  Presidential 
l.linailes  which  lias  been  classified  by  the 
President,  b i s  White  House  staff,  or  anv  special 
committee  or  commission  appointed  by  him. 
Restraints  on  that  authority  include  any  pro¬ 
visions  in  a  donor's  deed  ot  gift  whicli  governs 
It's  personal  papers,  a  requirement  to  consult 
with  the  Departments  having  a  primary  subject- 
nitiei  interest,  and  the  provisions  of  Section 
A  ol  lire  older.  Sect  toll  11  is  of  major  importance 
to  ns  i  it  finally  clarifies  the  declassification 
nut  hot  Uv  tor  millions  ol  pages  of  highly 
impm  i  ant  ol.issll  ied  records  in  our  custody. 

i'ir  double  mi  -.ion- -serving  both  the  rest  of  the 
Government  .un!  tire  puhl  te —  makes  us  particularly 
sensitive  to  the  problem  of  restrictions  on 
■  u  v. ■■■.  io  records.  We  are  well  aware  of  and 
share  the  conviction  throughout  the  Government 

that  i  . . .  confidentiality  is  essential 

i  or  tin  ii. it  tonal  security  and  for  the  proper 
oper.it  ion  ol  government.  We  are  also  well  aware 
f  the  insistence  nn  the  part  of  historians  and 
oilier  researchers  that  they  receive  access  to 
record*;,  for  wc  are  most  niton  the  first  to 
receive  tliei  i  i  .-quest  s  and  their  complaints. 
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From  our  point  of  view,  Executive  Order  11632  is 
a  decided  improvement  over  the  earlier  Executive 
orders.  It  shifts  the  burden  of  proof  from  the 
reseercher,  who  wants  to  see  documents,  to  the 
agenciee,  who  must  justify  their  continued 
cleesification.  We  see  it  as  an  attempt  to 
strike  a  new  and  better  balance  between  the 
Government’ a  need  for  confidentiality  and  the 
people’s  right  to  know — a  balance  in  favor  of 
greater  access. 


ON  COMMUNICATING 
S.  J.  LUKAS IK 

DIRECTOR.  ADVANCED  RESEARCH  l'ROJLCTS  ACKNCY _ 

Before  I  get  to  the  subject  of  communications,  I 
will  take  the  long  way  round  and  look  at  some  of 
the  fundamental  aspects  of  classification.  First 
of  all,  in  the  classification  literature,  one 
always  tiears  of  information.  I  would  like  to  use 
a  somewhat  shorter  word  that  focuses  one's  atten¬ 
tion  where  it  should  be;  the  word  is  "fact."  1 
think  that  one  should  concentrate  on  facts  rather 
than  on  the  more  inclusive  category  of  "informa¬ 
tion"  because  in  what  follows  I  will  talk  about 
classification  and  control  at  a  more  detailed 
Level  than  we  conventionally  consider,  and  facts 
are  the  basic  units  of  information. 

I  think  that  it  is  useful  to  measure  the  value  ol' 
a  fact  by  its  utility  to  society.  For  example, 
the  laws  of  electromagnetism  are  facts  and  they 
are  useful  in  generating  power  and  for  communi¬ 
cating  over  long  distance.  But  the  laws  them¬ 
selves  have  no  value  except  Insofar  as  they  are 
applied  for  some  purpose.  Following  that  thought, 
one  can  ask,  what  is  the  relationship  between  the 
value  of  a  fact  and  the  degree  of  its  dissemina¬ 
tion?  For  general  scientific  facts,  it  is  fairly 
clear  that  their  value  increases  monotonically 
with  dissemination.  There  is,  of  course,  a  point 
of  diminishing  returns.  You  eventually  run  out 
of  people  who  can  understand  and/or  utilize  the 
fact;  it  is  not  necessary  that  all  two  billion 
people  on  the  earth  today  know  all  about  Maxwell's 
equations,  but  certainly  "enough"  people  should 
know  about  them. 

Facts  about  specific  technologies  like  the  charac¬ 
teristics  of  an  engine,  the  details  of  a  radar, 
etc.,  also  have  a  monotonic  relationship  between 
value  and  dissemination.  It  is  clear,  for  example, 
that  everybody  in  the  United  States  ought  to  know 
about  performance  and  safety  characteristics  of 
automobiles. 

On  the  other  hand,  there  is  a  class  of  tacts  for 
which  dissemination  beyond  a  certain  point  de¬ 
creases  value.  Take  the  case  of  a  military  oper¬ 
ation.  If  only  the  commander  knows  about  it,  the 
troops  can't  even  move  out;  a  certain  number  of 
other  people  have  to  know  about  it.  But,  obviously, 
if  everyone  knows  about  it,  then  the  element  of 
surprise  is  lost  and  the  utility  of  the  whole 
operation  is  in  question.  For  some  kinds  of  I  act 
then,  beyond  a  certain  point,  the  greater  the 
dissemination,  the  less  the  value. 

We  can  infer  that  one  should  determine  dissemina¬ 
tion  strategy  in  accordance  with  the  expected 
utility.  In  general,  an  unknown  fact  has  no 


utility  and  a  fact  that  only  one  person  knows 
has  limited  utility.  As  dissemination  in¬ 
creases  so  does  the  utilization.  It  is  gen¬ 
erally  recognized  that  dissemination  Is  a 
good  tiling. 

Our  problem  today  is  reallv  in  the  arsa  of  the 
dissemination  of  facts  rather  than  in  the  parti¬ 
cular  impediments  to  dissemination  that  are 
imposed  by  the  classification  system.  Thus  I 
would  like  to  talk  first  about  how  facts  are 
disseminated  and  then  see  how  the  classification 
interacts  wi  „,i  the  problem. 

Facts  are  Usually  disseminated  either  in  written 
or  spoken  form,  and  these  ways  tend  to  be  mutu¬ 
ally  exclusive;  each  lias  unique  advantages  and 
unique  liabilities.  For  example,  docunents  are 
particularly  good  for  wide  dissemination.  Many 
people  can  receive  them.  The  accuracy  of 
dissemination  is  very  high,  toe.  You  can  say 
precisely  what  you  mean  and  to  whatever  depth 
is  needed.  The  recipient,  in  turn,  can  take  as 
much  time  as  needed  to  study  the  document.  Also, 
a  high  degree  of  physical  control  is  possible. 

in  terms  of  these  four  characteristics,  verbal 
communication  is  very  poor.  You  really  can't 
converse  with  too  many  people,  they  may  misunder¬ 
stand,  you  don’t  remember  what  you  say,  the  con¬ 
versation  goes  by  and  you  can't  study  it  in 
depth,  and  you  can't  control  who  talks  to  whom, 
really . 

On  the  other  hand,  documents  also  have  some  major 
disadvantages.  For  example,  there  is  no  immedi¬ 
ate  interaction  between  the  source  and  the  recip¬ 
ient  of  the  information,  no  way  of  clarifying 
ambiguities  or  exploring  areas  In  more  depth. 

The  effort,  the  tine,  and  the  cost  involved  in 
preparing  documents  are  very  high.  Further, 
documents  leave  a  potentially  embarrassing 
record  and  thus  may,  in  fact,  Inhibit  communi¬ 
cation.  But  talk  is  cheap,  verbal  communication 
leaves  no  record,  allows  interaction.  Is  easy, 
and  so  on. 

Now  what  I  would  like  to  do  is  discuss  a  third 
possibility,  a  third  approach  to  comnunicat ion. 
This  approach  uses  the  technique  of  recording 
information,  data,  facts.  In  computer  memories. 

The  method  has  many  attractive  features  and  I 
would  like  to  discuss  some  of  them.  The  use  of 
computers  can  radically  change  the  way  we  communi¬ 
cate.  It  will  also  raise  a  number  of  problems  in 
the  management  of  classified  information,  but  I 
think  that  ,  In  the  long  run,  computer  techniques 
will  make  It  possible  to  achieve  the  two  almost 
inconsistent  goals  of  increasing  the  security  ol 
information  while  at  the  same  time  enhancing  its 
dissemination. 
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On  May  17,  as  part  of  tin;  announcement  of  Ambas¬ 
sador  Elsenhower's  appointment  as  Chairman  of 
the  Interagency  Classification  Review  Committee, 
President  Nixon's  statement  contains  the  very 
interesting  passage:  "Under  a  directive  issued 
by  the  National  Security  Council,  each  department 
originating  classified  information,  lias  been 
asked  to  set  up  a  computerized  data  index  system 
for  classified  material  and  to  compile  a  name 
list  of  all  persons  wltii  authority  to  classify 
documents.  This  application  of  computer  tech¬ 
nology  across  the  hoard  should  lead  to  a  much 
more  manageable  classification  system  and  greatly 
enhance  the  flow  of  information  to  the  public." 

The  particular  applications  of  computer  technol¬ 
ogy  that  are  cited  here  are  really  purely  account¬ 
ing  in  nature,  but  1  think  if  one  looks  toward 
the  broad  application  of  computer  technology, 
taking  as  a  start  the  increase  of  dissemination 
of  information  to  the  public,  then  some  really 
revolutionary  possibilities  appear.  Some  of 
these  are  things  that  ARP A  is  working  on  now  so 
that  I  have  some  definite  information.  Others 
represent  unsolved  problems  tliat  l  will  discuss. 

The  present  classification  system  is  oriented 
either  to  controlling  paper  or  to  controlling 
physical  access.  When  we  put  classified  infor¬ 
mation  into  a  computer  now,  we  control  access  to 
the  computer.  Input  to  the  computer  and  output 
from  the  computer  are  in  written  form  and  are 
marked  and  controlled  as  conventional  documents. 

Of  course  I  include  punch  cards,  reels  of  magnetic 
tape,  discs,  and  that  sort  of  thing. 

Suppose  we  look  at  the  way  we  run  our  present 
offices,  yours  and  mine.  There  Is  a  very  wide 
gap  between  our  current  practices  and  the  theoret¬ 
ical  capabilities  of  computers.  How  do  we  work 
today?  We  write  or  dictate,  but  out  words  are 
nearly  always  typed,  typed  on  a  keyboard  virtually 
Identical  with  the  keyboard  conventionally  used 
to  enter  material  into  computers.  Often  we  edit 
our  words,  retype  them  through  several  drafts, 
reproduce  and  distribute  them  to  various  locations. 
The  recipient  sometimes  reads  them  and  sometimes 
files  tiiem,  hut  usually  someone  eventually  re¬ 
trieves  our  words  for  study.  Finally,  we  engage 
in  a  very  elaborate  exercise  called  "records 
management"  in  order  to  purge  outdated  material 
from  our  files.  Now  I  assert  that  this  whole 
process  is  characterized  by  enormous  cost  and 
enormous  inefficiency. 

Imagine,  instead,  that  we  have  a  computer  system. 

It  is  not  the  kind  of  computer  system  that  you 
may  he  thinking  of,  the  one  that  does  the  payroll 
or  that  engineers  use  for  design  calculations. 


Let  me  describe  what  X  have  in  mind  and  some  of 
its  capabilities.  So  that  you  don't  think  I  am 
too  "blue-sky,"  let  me  point  out  that  many  of 
the  capabilities  that  I  am  going  to  discuss  are 
available  today;  the  rest  will  be  available 
within  the  next  five  years.  So  this  is  ,a  very 
real  tiling  that  I  am  talking  about. 

First  of  all,  I  will  note  that  in  this  system 
the  cost  per  executed  instruction  is  trivial; 
that  is  always  possible  by  economies  of  scale. 

The  system  has  remote  entry  terminals,  perhaps 
located  hundreds  of  miles  from  the  computer. 

Since  I  am  not  restricting  the  system  to  collo¬ 
cation  of  computer  and  entry  terminals,  1  am 
eliminating  the  possibility  of  simple  fences 
and  wall.,  to  provide  physical  security. 

Most  importantly,  the  Input  and  output  to  this 
system  are  flexible  and  convenient.  Perhaps 
you  have  seen  that  before,  but  1  am  not  referring 
to  keyboards,  but  to  the  ability  of  the  computer 
to  recognize  cursive  script;  l  am  talking  about 
free  form  English  language,  perhaps  of  a  re¬ 
stricted  vocabulary  and  syntax,  but  generally 
the  simple  declarative  sentences  that  we  use  in 
everyday  speech;  i  am  talking  about  graphic 
displays  and,  if  desired,  a  hard  copy  capability. 
All  this  requires  cheap  rapid-access  mass 
memories,  but  f'..  it's  not  all  that  complicated. 
ARPA  has  Just  bought  a  trillion  bit  memory,  and 
there  is  no  reason  why  one  cannot  build  1C15  |, it 
memories.  (lO1^  is  an  interesting  number. 
1,000,000,000,000,000!  Tills  is  equivalent  to 
the  total  amount  of  information  assimilated  in 
an  entire  lifetime  by  the  total  population  of 
the  United  States  -  assuming  that  no  person  knows 
anything  tliat  anyone  else  knows!)  Finally,  we 
can  envision  that  many  computers  will  be  Inter¬ 
connected  bo  that  inforr  ition  that  is  in  one  can 
be  accessed  by  anyone  connected  to  any  of  the 
other  computers.  Tims  we  do  not  have  to  ship 
riles  around  the  world;  neither  do  we  have  to 
master  the  details  of  other  people's  computer 
systems , 

Now  what  does  tills  do?  How  does  fills  change  the 
operation  of  an  office?  If  all  the  typing  that 
is  presently  done  by  secretaries  is  put  into 
computers  at  the  beginning,  the  editing  and 
formatting  can  he  done  by  means  of  a  few  further 
Instructions  to  the  computer  given  by  the  author 
or  his  "secretary."  The  intended  recipients  of 
the  "documents,"  are  simply  notilied  of  their 
existence  since  the  document  is  already  in  the 
computer  and,  hence,  is  already  "filed."  It  is 
filed  in  one  copy  and  everyone  can  get  to  it. 

The  recipients  can  access  this  material  at  their 
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leisure;  they  will  presumably  have  some  sort  of 
s  computerized  scheduling  algoritlun  on  the  basis 
of  their  interest  and  current  needs.  Thus,  on 
the  basis  of  some  estimate  of  importance  the 
material  will  be  presented  to  recipients  and  it 
will  thus  eventually  be  read  and  appropriate 
action  will  be  taken.  Quite  possibly  the  action 
will  consist  of  entering  a  response  into  the 
system  to  be  handled  similarly. 

If  the  document  is  not  read,  it  will  remain  in 
the  system  to  be  discovered  by  someone  in  response 
to  a  computerized  information  retrieval  request. 

The  material  can  be  scanned,  if  its  syntax  is  not 
too  complicated,  and  used  automatically  to  update 
users'  flies.  Thus,  one  can  benefit  from  the  in¬ 
formation  in  the  document  without  actually  having 
to  read  it! 

Now  let  ua  return  to  the  subject  of  classification. 
What  does  this  computerized  mode  of  operation  do 
to  a  classification  system?  First  of  ail,  note 
that  much  of  the  information  1  have  been  discus¬ 
sing,  the  kind  of  things  we  handle  in  our  offices 
all  the  time,  is  classified  information.  One  of 
the  things  that  one  would  have  to  do  to  attach  to 
each  fact  in  the  computer  all  the  Instructions 
that  are  necessary  for  its  proper  handling.  The 
item  can  have  Its  classification,  classifier,  any 
special  dissemination  instructions,  all  the  need- 
to-know  criteria,  declassification  schedule,  etc., 
attached  to  it  and  carried  along  with  it  in  all 
subsequent  processing.  All  those  details  can  be 
handled,  essentially  from  cradle  to  grave,  by  the 
computer,  from  the  origination  of  the  information 
until  the  Information  is  either  eliminated,  or 
dumped  on  a  magnetic  tape  and  stored  in  a  ware¬ 
house.  The  point  is  that  however  dull  and  tedious 
Is  the  bookkeeping,  however  Involved  the  questions 
asked,  however  mixed  the  bag  of  requests  or  access 
authorizations  and  information  classifications, 
requests  can  be  filled  without  the  need  of  human 
Intervention.  Classification  management  will  be 
reduced  to  what  it  should  be:  to  policy  deter¬ 
mination,  and  all  of  the  external  mechanics  of 
the  process  will  be  virtually  eliminated. 

Note  that  only  In  those  rare  cases  where  hard  copy 
is  requested  will  our  present  classification 
management  procedures  come  into  play.  But  on  the 
other  hand,  why  should  one  ask  Cor  hard  copy? 

Then  you  have  to  file  it,  you  have  to  keep  track 
of  It,  you  have  to  destroy  It  when  no  longer 
needed,  and  so  on.  Instead,  you  can  simply  leave 
it  and  all  the  flies  you  create  in  the  machine. 

The  Important  point,  then,  is  that  most  classified 
information  will  never  see  the  light  of  day  as  a 
hard  copy  document.  You  may  object  that  beyond 
some  level  In  the  organization  you  must  have  a 


hard  copy  report,  but  nothing  necessarily  re¬ 
quires  this  when  you  come  right  down  to  it. 

You  have  to  read  the  stuff  but  you  do  not  hove 
to  have  a  hard  copy  report. 

What  capabilities  does  such  a  system  offer  for 
classification  management?  I  think  there  are 
two  really  important  capabilities.  First,  you 
keep  track  of  the  right  unit  in  this  business. 

The  unit  is  the  fact,  the  basic  item  of  infor¬ 
mation,  and  not  the  document.  Currently,  we 
wrap  up  everything  In  a  thick  document  and  con¬ 
trol  the  document,  but  the  information  in  the 
document  may  have  a  complicated  set  of  classi¬ 
fication  characteristics.  If  you  focus  attention 
on  the  classified  fact  you  eliminate  the  problems 
related  to  the  accumulation  of  a  mixed  set  of 
facts  into  a  single  document.  For  example,  only 
classified  facts  will  be  denied  to  uncleared 
requestors  or  to  cleared  requestors  who  lack  a 
valid  need-to-know.  They  can  get  everything 
else  within  large  classes  of  access  and  only 
specific  things  will  be  denied. 

Computerized  systems  can  easily  control  Lite  time 
character  of  classified  information.  While  the 
present  idea  of  attaching  a  date  to  all  documents 
and  saying  that  it  becomes  unclassified  on  this 
date  is  all  very  well,  there  is  still  a  fair 
amount  of  bookkeeping  involved  in  the  process. 

In  our  present  filing  system  the  document  is 
often  put  in  with  a  lot  of  other  documents  of 
different  classifications,  different  declassi¬ 
fication  dates,  different  levels  of  security, 
etc.,  and  problems  arise.  For  example,  while 
one  may  be  willing  to  declassify  a  set  of 
reports  that  are  in  a  big  file  or  in  a  warehouse 
somewhere,  mixed  In  with  a  lot  of  other  things, 
one  may  not  be  able  to  get  to  them  easily. 

The  second  important  capability  is  that  now  you 
can  trace  the  access  to  information  by  individuals 
with  a  degree  of  detail,  up-to-dateness,  and  low 
cost,  that  is  impossible  now.  One  can  actually 
record  who  has  received  or  requested  information, 
what  unusual  characteristics  are  involved  in  that 
search,  etc.  Thfs  capability  Is  a  powerful 
counterintelligence  tool. 

What  are  the  problems?  While  this  all  sounds 
very  attractive,  there  are  some  problems  too, 
or  we  would  have  it  now.  First  of  all,  the  idea 
of  Interconnecting  computers  is  fairly  recent 
and  one  that  is  just  gaining  acceptance  as  the 
result  of  some  work  that  ARPA  is  doing.  It  is, 
however,  realized  today. 

There  is  a  very  major  problem,  however.  In  fact, 
it  is  the  problem  which,  if  not  solved,  completely 
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invalidate*  the  concept  I  have  jus.t  outlined. 

I  expect  It  to  be  solved ,  of  course.  Because 
of  the  interconnection  of  widely  separated  com¬ 
puters,  the  various  classification  levels  of  the 
Information  that  will  be  stored  in  them,  and  the 
wide  range  of  access  authorisations  that  will  be 
exercised  via  remote  terminals,  it  is  not  now 
possible  to  control  access  to  the  information. 
There  is  no  equivalent  of  the  security  officer 
keeping  track  of  who  goes  through  the  door  and 
what  his  clearances  are.  That  will  have  to  be 
designed  into  the  computer  system;  it  is  partly 
a  matter  of  hardware  and  partly  a  matter  of 
software.  One  will  have  to  prevent  unauthorized 
users  from  gaining  access  to  information  that 
they,  according  to  their  clearances,  need-to- 
know,  and  so  forth,  should  not  have. 

Of  course,  we  have  this  problem  now  in  a  crude 
way  in  time-shared  systems.  Everyone  has  a  pass¬ 
word  which  is  supposed  to  ensure  privacy.  But 
the  same  considerations  that  drive  us  as  national 
security  people  also  drive  the  whole  industrial 
and  commercial  world.  It  is  Just  as  important 
that  Corporation  A's  marketing  plans  be  not  known 
to  Corporation  B,  as  it  is  that  the  Soviet's  do 
not  know  the  full  capabilities  of  our  weapon 
systems.  There  have  been  a  number  of  experiments 
concerning  "breaking  into"  time-shared  systems. 

In  fact,  you  don't  even  have  to  think  about 
experiments;  Just  consider  the  way  high  school 
and  college  students  working  in  their  school 
computer  centers  delight  in  determining  what  the 
passwords  are;  it  has  been  done  over  and  over 
again.  It  is  possible  largely  because  the  people 
who  design  computer  systems  really  do  not  know  as 
yet  how  to  insure  privacy.  That  problem  is  the 
subject  of  another  AREA  research  program. 

Nevertheless,  I  believe  that  it  will  be  compar¬ 
atively  easy  to  make  a  system  fairly  secure; 
what  is  really  hard  from  the  standpoint  of  the 
security  officer,  is  not  merely  to  guarantee 
that  the  system  is  secure  when  it  is  operating 
properly  but  to  account  for  its  eccentricities. 

We  know  enough  about  computers  to  know  that  there 
are  disappointingly  frequent  instances  when  they 
do  not  operate  correctly.  The  security  officer 
quite  properly  insists  that,  for  all  failure 
modes  of  the  system,  classified  information  shall 
not  end  up  in  the  wrong  place.  That  is  a  much 
harder  Job.  It  Is  hard  enough  to  design  an 
operating  system  lor  a  computer  that  works;  it 
is  very  much  harder  tc  design  one  all  of  whose 
failure  modes  can  be  predicted  and  understood. 

This  is  a  problem  that  needs  to  be  solved.  The 
solution  is  probably  a  combination  of  some 
specific  hardware  design  that  will  prevent 
certain  things  from  happening  and  a  more  organized 
approach  to  the  design  of  software.  At  any  rate. 


that  is  a  current  problem.  It  is  being  worked 
on  and  I  am  very  confident  that  it  will  be 
solved.  And  onco  it  is  solved,  it  will  provide 
the  key  to  applying  the  concepts  that  I  out¬ 
lined  for  the  generation,  control,  and  dissem¬ 
ination  of  classified  material. 

There  Is  one  other  area  that  I  will  mention, 
although  not  in  great  detail.  It  is  useful 
when  thinking  about  the  Implications  of  all 
this  to  take  it  one  step  further.  I  have  dis¬ 
cussed  this  third  option  of  putting  all  the 
information  into  a  computer  at  the  earliest 
stage  possible  and  how  the  computer  can  assume 
the  role  currently  played  by  documents.  One 
might  ask,  what  is  the  Impact  on  verbal  communi¬ 
cation  ?  I  will  only  point  out  that  there  is  a 
much  further-out  technical  possibility,  one 
that  is  also  part  of  the  ART&  research  program, 

I  am  very  sure  that  one  will  be  able  to  program 
a  computer  to  recognize  speech  sounds,  digitize 
them,  encode  them,  have  the  computer  record 
them,  put  them  back  together  again  as  words  and 
understand  them,  do  a  syntactical  analysis,  and 
thus  understand  free  speech.  I  think  that  in 
the  long  run  we  will  be  able  to  apply  the  same 
type  of  computerized  approach  to  verbal  communi¬ 
cations  as  we  will  to  written  coimunlcatlon. 

It  obviously  would  have  a  lot  of  advantages. 

The  system  would  produce  a  record  of  a  conversa¬ 
tion  that  could  be  useful  for  study  and  analysis, 
and,  incidently,  for  determining  the  classifica¬ 
tion  of  the  conversation,  for  notifying  the  person 
after  the  conversation  is  over  what  classified 
information  has  been  transferred,  and  so  on. 

There  are,  however,  some  very  serious  problems 
dealing  with  surveillance  because  of  the  possi¬ 
bility  of  misuse;  that  is  something  that  will 
have  to  be  straightened  out  before  speech- 
operated  systems  of  this  sort  are  used. 

But,  at  any  rate,  the  same  general  principles 
can  be  applied  to  the  computerized  management 
of  written  and  spoken  information  transfer.  In 
that  way  one  could  possibly  combine  the  advantages 
of  verbal  and  written  communication.  When  you 
have  done  that  you  have  gotten  all  the  informa¬ 
tion  transfer  advantages  of  documents  as  well  as 
of  speech.  Thus  we  will  eventually  get  to  the 
point  where  we  can  comnunicate  significantly 
better  than  we  do  now.  Along  the  way,  of  course, 
there  is  no  reason,  in  principle,  why  one  couldn't 
simultaneously  take  care  of  all  of  the  problems 
of  translation  so  that  speakers  need  not  even  use 
the  same  languages.  J.  passed  over  that  because 
it  is  conceptually  unimportant.  I  also  passed 
over  the  whole  question  of  encryption  but  obvi¬ 
ously  at  some  point  classified  digital  data  has 
to  be  encrypted  If  it  is  to  be  transmitted  over 
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op«n  lines.  But,  again,  that  is  something  we 
understand  and  which  poses  no  conceptual  problem. 

This  is  perhaps  a  good  point  to  stop.  1  think 
that  these  are  things  chat  we  must  really  con¬ 
sider  because  they  are  going  to  change  the  way 
we  manage  classified  information.  These  will  be 
the  technological  ground  rules.  These  will  be 
conditions  of  communication  in  the  future.  It  is 
Incumbent  upon  the  security  management  establish¬ 
ment  to  rise  to  the  occasion. 


21 
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(Comptroller) 
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Intelligence 
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MR.  DANIEL  F.  RANKIN,  Panelist 
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Classification  Man.'gement 
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MR.  GEORGE  MACCLAIN,  Panelist 
Director,  Information  Security  Division 
Office  of  Assistant  Secretary  of  Defense 
(Comptroller) 

PRESENTATION  BY  MR.  GARtETT 

The  Executive  Order  un  er  which  we  are  now  opera¬ 
ting  is  Executive  Oih  r  11652  issued  on  March  S, 
1972,  entitled  "Classification  and  Declassifica¬ 
tion  of  National  Security  Information  and 
Material."  Supplementing  that  is  a  National 
Security  Council  Directive  issued  on  May  17 
entitled  "Directive  Governing  the  Classification, 
Downgrading,  Declassification  and  Safeguarding  of 
National  Security  Information."  From  these  two 
there  was  developed  and  issued  on  June  1,  1972  a 
provisional  DoD  Directive  5200.1  which  estab¬ 
lishes  the  basic  responsibilities  and  authorities 
for  the  administration  of  the  Information  Security 
Program  In  the  Department  of  Defense.  The  Assis¬ 
tant  Secretary  of  Defense  (Comptroller), 

Mr.  Robert  C.  Moot,  has  been  designated  as  the 
senior  official  responsible  for  effective  com¬ 
pliance  with  the  Executive  Order  and  the  NSC 
Directive.  To  implement  the  E.O.  and  NSC  Direc¬ 
tive,  Secretary  Moot  approved  on  July  15,  1972 
the  DoD  Information  Security  Program  Regulation, 
DoD  5200. 1-R,  which  provides  full  details  on  the 
operation  of  the  Program. 

The  philosophy  behind  the  new  program  is  exempli¬ 
fied  in  the  beginning  of  the  Executive  Order — to 
make  available  to  the  cltisens  of  the  United 
States  as  much  information  as  possible  consistent 
with  the  Interests  of  national  security  so  that 
they  can  be  readily  informed  concerning  the 
operations  of  the  Department  of  Defense  and  of 


the  Government.  The  President  has  pointed  out, 
however,  that  there  is  a  quantity  of  information 
which  requires  protection  in  the  interests  of 
national  security.  The  DoD  Information  Security 
Program  is  established  to  assist  in  meeting 
these  requirements. 

Classification  Policies 

With  the  signing  of  Executive  Order  11652,  the 
President  issued  a  statement  in  which  he  set  the 
tone  for  the  new  Program.  The  theme  of  the  new 
program  is  to  classify  less,  declassify  sooner 
and  protect  better  that  which  truly  needs  pro¬ 
tection. 

The  baeic  policy  of  E.O.  11652,  is  to  classify 
only  to  protect  the  Interests  of  national 
defense  and  the  foreign  relations  of  the  United 
States,  which  are  combined  and  termed  "National 
Security."  An  Important  new  policy  is  stated: 
Whenever  there  is  a  doubt  as  to  the  proper  level 
of  classification  or  whether  classification  is 
necessary  at  all,  the  less  restrictive  action 
is  to  be  taken.  There  is  a  companion  policy 
that  is  always  good:  "When  in  doubt--find  out." 
Get  from  all  sources  the  best  possible  advice 
and  assistance  and  then  make  a  sound,  reasoned 
judgment,  using  the  less  restrictive  action 
when  you  still  have  a  question. 

There  ere  a  number  of  "don’ts"  found  in  E.O. 
11652:  Do  not  overclassify  or  underclassify. 

Do  not  classify  to  conceal  error  or  administra¬ 
tive  inefficiency.  Do  not  classify  to  prevent 
personal  or  official  embarrassment.  And,  do 
not  classify  to  restrain  competition,  because 
of  personal  prestige  or  interservice  rivalry, 
or  to  stifle  independent  initiative.  These 
"do’s"  a..d  "don’ts"  are  very  important  witli  the 
emphasis  on  classifying  less,  declassifying 
sooner  and  protecting  better  that  which  is  kept 
classified. 

When  determining  whether  information  is  to  he 
classified,  it  is  absolutely  essential  that  we 
consider  not  only  the  reasons  for  classification 
but  whether  there  are  some  good  solid  reasons 
for  not  classifying.  For  example.  If  you  know 
that  dissemination  of  particular  Information  is 
going  to  ba  very  widespread,  there  would  be  a 
question  as  to  whether  a  document  should  be 
classified  Top  Secret.  You  would  consider 
what  would  happen  to  it — is  it  possible  to  pro¬ 
tect  it.  There  are  many  circumstances,  partic¬ 
ularly  in  the  development  of  weapon  systems, 
where  information  can  be  used  to  good  advantage 
in  the  private  sector.  It  is  important  to  con¬ 
sider  whether  or  not  the  values  to  be  obtained 
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from  open  use  exceed  the  values  which  might  be 
obtained  by  the  DoD  by  continued  classification. 
We  also  have  to  consider  the  effect  on  mission, 
or  cm  operations  resulting  from  classification, 
and  to  consider  all  of  the  factors  together. 

Classification  Authorities 

The  authority  to  classify  has  been  considerably 
reduced.  Under  E.O.  11652  there  are  only  4 
officials  in  the  Department  of  Defense  who  can 
designate  others  to  exercise  Top  Secret  classi¬ 
fication  authority.  They  are  the  four  Secre¬ 
taries,  the  Secretary  of  Defense  and  the  Service 
Secretaries,  They  can  designate  certain  of  their 
senior  principal  deputies  and  assistants  and  the 
heads  of  major  elements  of  the  Department  of 
Defense  and  certain  of  the  senior  principal 
deputies  and  assistants  to  the  heads  of  those 
major  elements.  On  May  31  after  canvassing 
all  of  the  DoD  components  Secretary  Rush  issued 
a  list  of  592  officials  in  the  Department  of 
Defense  who  have  Top  Secret  classification 
authority.  A  few  have  been  added  to  meet 
specific  operational  requirements. 

For  Secret  classification  authority  all  those  who 
have  Top  Secret  classification  authority  can 
classify  at  the  Secret  level  and  at  the  Confi¬ 
dential  level.  Certain  of  them,  the  designated 
senior  principal  deputies  and  assistants  to  the 
Secretaries,  can  also  designate  certain  of  their 
subordinates  to  exercise  Secret  classification 
authority. 

Confidential  classification  authority  can  he 
exercised  by  any  of  the  designated  Top  Secret  or 
Secret  classification  authorities,  or  by  certain 
subordinates  designated  by  them. 

Many  classification  determinations  will  not  be 
based  upon  an  original  determination  but  instead, 
will  be  based  upon  source  material  or  classifi¬ 
cation  guidance.  In  that  case,  it  is  necessaiy 
for  everybody  who  works  with  classified  infor¬ 
mation  to  pay  attention  to  the  classification 
determinations  made  by  the  authority  who  orig¬ 
inally  determined  it  in  the  form  of  a  source 
document  of  some  kind  or  in  the  form  of  a  classi¬ 
fication  guide.  These  classifications  are  to  be 
followed  unless  it  is  felt  that  they  are  not 
correct  in  which  case  it  is  necessary  to  go  back 
to  the  original  classifier  to  obtain  a  review 
and  a  change  If  it  la  appropriate. 

Later  on  when  we  talk  about  the  particular  stamps 
that  arc  going  to  be  used,  there  is  a  line  which 
shows  the  authority  for  classification.  Whenever 
possible  the  original  classifier  will  be  indicated 


on  the  "classified  by"  line  by  title  or  position, 
so  that  we  can  go  back  to  him  and  find  out  the 
reason  why  lie  classified  if  it  is  appropriate  or 
to  request  that  he  reconsider  his  classification 
determination.  If  the  original  classifier  can¬ 
not  be  determined,  the  classifier  of  the  source 
material  or  a  complete  identification  of  the 
source  material  itself  should  be  stated.  If 
there  are  a  number  of  controlling  sources  or 
guides  it  would  then  be  appropriate  to  show  the 
signer  or  final  approver,  remembering  that  who¬ 
ever  signs  or  finally  approves  a  document  or 
record  or  other  material  is  responsible  for  its 
content,  for  the  classifications  assigned  within 
that  document  and  for  the  downgrading  and 
declassification  determinations. 

The  main  idea  is  to  maintain  records  from  which 
anyone  can  determine  the  classification  responsi¬ 
bilities  going  back  if  necessary  to  an  original 
classifier.  The  party  who  prepares  a  document 
must  keep  whatever  records  he  needs  to  show  who 
classified  what  and  on  a  rapid  response  basis. 
This  is  extremely  important  and  requires  partic¬ 
ular  consideration  when  there  are  many  items  of 
information  classified  at  varying  levels  and 
based  upon  several  different  sources  of  classi¬ 
fication  determination. 

Classification  Standard  and  Categories 

The  classification  standard  established  by 
Executive  Order  11652  prescribes  that  official 
information  shall  be  classified  when  unauthorized 
disclosure  could  be  reasonably  expected  to  cause 
a  degree  of  harm  to  the  national  defense  or 
foreign  relations  of  the  United  States,  collec¬ 
tively  termed  national  security.  This  is  the 
only  ctandard  for  classification.  It  applies 
to  the  three  classifications  which  are  the  same 
as  we  have  had.  Top  Secret,  Secret  and  Confiden¬ 
tial.  Top  Secret  would  he  assigned  to  informa¬ 
tion  the  unauthorized  disclosure  of  which  could 
reasonably  he  expected  to  cause  exceptionally 
grave  damage  to  national  security.  This  slide 
shows  some  examples  of  the  types  of  information 
which  would  qualify  for  Top  Secret  classifica¬ 
tion.  You  will  note  that  the  President  has  said 
that  the  classification  of  Top  Secret  shall  be 
used  with  utmost  restraint. 

Secret  would  be  applied  to  official  information 
the  unauthorized  disclosure  of  which  could 
reasonably  be  expected  to  cause  serious  damage 
to  national  security.  This  slide  shows  examples 
of  information  which  would  qualify  for  Si  cret 
classification.  The  President  has  said  the 
Secret  classification  will  he  used  sparingly. 

As  an  example  of  the  distinction  that  Is  to  be 
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made  between  Top  Secret  and  Secret,  Top  Secret 
could  apply  to  Intelligence  information  leading 
to  an  enemy  attack,  while  Secret  could  apply  to 
intelligence  information  on  vital  military 
actions  in  progress.  Top  Secret  is  to  be  re¬ 
served  for  use  in  matters  of  extreme  importance 
to  national  security.  Secret  would  be  used  for 
matters  vital  to  national  security.  The  Confi¬ 
dential  classification  would  be  applied  to  any 
information  the  unauthorized  disclosure  of  which 
could  reasonably  be  expected  to  cause  some  degree 
of  damage  to  national  security  but  leas  than 
Secret. 

Downgrading  and  Declassification 

With  each  classification  determination,  the 
classifier  is  required  to  make  a  downgrading  and 
declassification  determination.  Any  higher 
authority  in  the  chain  of  command  can  also  make 
a  downgrading  and  declassification  determination. 
Additionally,  there  will  be  certain  designated 
officials  within  the  military  departments  and 
DoD  components  who  will  be  given  authority  to 
consider  downgrading  and  declassification  of 
specific  bodies  of  information. 

The  first  consideration  is  to  establish  dates  or 
events  on  which  downgrading  or  declassification 
will  be  automatically  effected.  These  dates  and 
events  must  occur  sooner  than  the  time  periods 
of  the  General  Declassification  Schedule.  If 
you  cannot  establish  a  date  or  event  for  down¬ 
grading  and  declassification,  the  next  step  then 
is  the  General  Declassification  Schedule  which 
establishes  a  particular  schedule  for  downgrading 
and  declassif lcation.  Under  the  General  Declassi¬ 
fication  Schedule,  Top  Secret  goes  to  Secret  in 
two  years,  to  Confidential  in  two  more  years,  and 
to  unclassified  in  six  more  years  foi  a  total  of 
ten  years.  Eight  years  for  Secret  and  six  years 
for  Confidential.  This  is  considerably  shorter 
than  the  former  Group-4  material  which  was  three- 
three-six  years,  or  the  Group-3  material  which 
was  twelve-twelve-zero.  Most  of  the  material 
that  we  classify  now  should  fall  within  either 
the  date  or  event  class  or  under  the  General 
Declassification  Schedule. 

If  we  cannot  establish  a  date  or  the  CDS,  it  is 
then  possible  to  exempt  the  material  from  the 
General  Declassification  Schedule.  There  are 
four  categories  of  information  which  can  be 
exempt.  Foreign  origin  information  over  which 
we  do  not  have  classification  control  would  be 
exempt.  Certain  Information  which  is  exempt  or 
covered  by  statute,  for  example,  Restricted  Data 
and  Formerly  Restricted  Data,  are  exempt  from  the 
General  Declassification  Schedule.  There  are 


certain  bodies  of  information  like  cryptography, 
communications  security,  intelligence  sources 
and  methods,  which  require  indefinite  classifi¬ 
cation  and  a  specific  determination  on  downgrad¬ 
ing  and  declassification.  That  type  of  informa¬ 
tion  can  be  exempted.  The  third  category  is  a 
little  bit  broader  but  it  is  to  be  used  much 
more  sparingly  than  we  have  used  Group-3  in  the 
past.  It  would  apply  to  any  system,  plan,  in¬ 
stallation,  project  or  specific  foreign  relations 
matter  when  it  is  determined  that  continued 
classification  is  essential  in  the  interests  of 
national  security.  The  fourth  category  is  a 
rather  rare  one  and  would  pertain  mainly  to 
Intelligence  records  which  would  identify  a 
person  who,  if  his  identity  were  disclosed,  may 
be  placed  in  personal  jeopardy. 

The  determination  to  put  information  in  the  exempt 
category  can  be  made  only  by  a  Top  Secret  classi¬ 
fication  authority.  This  applies  to  all  levels 
of  classification.  Top  Secret,  Secret  and  Confi¬ 
dential.  Then  you  are  preparing  material  and 
your  classification  determinations  are  based  on 
a  source  document  or  on  a  classification  guide, 
you  take  from  that  source  material  or  from  that 
guide  the  exemption  category  which  is  stated.  If 
there  are  differences  in  the  exemption  category 
which  you  obtain  from  source  material  or  from  a 
classification  guide,  in  the  material  that  you 
are  currently  preparing  you  would  show  each  of 
the  appropriate  exemption  or  exemptions,  or  show 
the  most  restrictive  one.  There  is  one  exception — 
if  you  are  dealing  with  material  that  warrants  the 
designation  of  Restricted  Data  or  Formerly 
Restricted  Data — that  is  the  only  designation  that 
you  have  to  put  on  it,  you  do  not  have  to  show  the 
exemption,  although  a  "Classified  by"  line  should 
be  added. 

Classification  Markings 

There  are  some  new  marking  requirements.  The 
first  stamp  some  of  you  may  recognize  as  being  the 
optional  Group-4  stamp.  It  is  used  when  you 
decide  that  there  is  a  particular  date  or  series 
of  dates  or  events  on  which  downgrading  and  de- 
clarsif lcation  can  occur.  The  second  stamp  is 
used  when  the  General  Declassification  Schedule  is 
appropriate  and  in  that  case  you  would  show  in 
the  last  line  the  year  on  which  declassification 
is  appropriate,  that  would  be  ten,  eight  or  six 
years  in  the  future,  depending  upon  the  classifi¬ 
cation  level.  And  the  last  one  is  the  exemption 
stamp  that  you  would  use. 

Now  you  will  note,  in  each  one  of  these  Instances, 
that  there  is  a  line  which  says  "Classified  by"  on 
each  one.  On  that  line  you  will  enter  the  identi- 
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flcation  of  the  original  classifier  if  he  is 
known,  or  you  will  Identify  the  source  material 
by  designation  of  the  document  or  by  designation 
of  the  classification  guide.  The  important  thing 
is  that  anybody  who  picks  up  this  material  must 
have  a  base  upon  which  to  go  back  and  to  identify 
the  official  who  can  give  them  a  fast  answer  on 
downgrading  and  declassification  of  a  particular 
document.  Now  if  any  of  these  are  not  applicable, 
then  the  signer  or  final  approver  of  the  document 
should  be  shown  on  the  "Classified  by"  line.  This 
would  apply  in  cases  where  there  are  many  sources 
of  classification  used  in  a  document  being  pre¬ 
pared  . 

There  are  also  some  additional  markings  which  are 
considerably  different.  You  will  note  that  the 
Restricted  Data/Formerly  Restricted  Data  nota¬ 
tions  are  shorter  than  those  we  have  oeen  using 
but  they  say  essentially  the  same  thing.  The 
national  security  information  notation  is  con¬ 
siderably  shorter  than  the  espionage  stamp  that 
we  were  using.  It  will  be  used  on  all  documenta¬ 
tion  for  which  Restricted  Data  or  Formerly 
Restricted  Data  is  not  applicable  whenever  the 
document  leaves  the  Executive  Branch.  Finally, 
there  is  another  notation  prescribed  by  the 
National  Security  Council  Directive  for  sensitive 
intelligence  information.  If  applicable,  the 
sensitive  intelligence  notice  will  be  shown  in 
conjunction  with  one  of  the  other  notations. 

Remarking  Material  Marked  under  E,0.  10501 

What  lo  we  do  about  information  that  we  now  have 
which  is  marked  Group-1,  2,  3  or  4  under  the  E.O. 
10501  system?  If  the  material  on  hand  is  marked 
Group-4,  it  becomes  automatically  subject  to  the 
General  Declassification  Schedule.  This  means 
that  any  Confidential  document  that  you  have  in 
hand  toda)  that  Is  marked  Group-4  and  Is  over  six 
years  old  will  be  declassified  at  the  end  of  this 
year.  Any  Secret  document  more  than  two  years 
old  will  be  downgraded  to  Confidential  at  the  end 
of  this  year  and  will  be  declassified  at  the  end 
of  this  year  if  it  is  eight  years  old,  and  so  on. 
The  only  way  that  this  can  be  stopped  is  for  an 
original  Top  Secret  classifier,  having  proper 
jurisdiction  over  classification  of  the  informa¬ 
tion,  to  make  a  determination  that  the  information 
in  that  document  warrants  exemption  and  to  notify 
all  holders  before  the  scheduled  date  for  down¬ 
grading  or  declassification  under  the  CDS. 

Former  Group-1,  2  and  3  material  Is  excluded  from 
the  General  Declassification  Schedule,  for  the 
time  being.  Sooner  or  later,  all  i  this  documen¬ 
tation  will  have  to  be  reviewed  and  a  determina¬ 
tion  made  as  to  whether  it  falls  unaer  the  General 


Declassification  Schedule  or  whether  an  exemp¬ 
tion  la  appropriate.  It  will  then  have  to  be 
redesignated  and  remarked  accordingly.  That 
doea  not  have  to  be  done  on  a  current  basis 
but  whenever  the  material  iB  brought  to  light 
for  any  kind  of  uae. 

There  are  many  cases  in  which  new  material  is 
being  prepared  and  class 'flcation,  downgrading 
and  declassification  are  based  upon  a  source 
document  or  documents  or  a  classification 
guide  which  are  stated  In  E.O.  10501  terms. 

In  such  cases,  if  the  source  material  or  guide 
called  for  Group-4,  the  newly  prepared  material 
would  be  marked  with  the  GDS  stamp,  using  the 
date  of  preparation  of  the  new  material  as  the 
date  of  origination  unless  an  earlier  date  is 
stated.  If  the  source  material  or  guide  calls 
for  Group-1,  2  or  3,  if  possible,  the  original 
classifier  should  be  requested  to  provide  a 
determination  based  on  E.O.  11652.  If  that 
cannot  be  done,  then  the  new  material  will  be 
marked  "Excluded  from  GDS"  and,  in  addition, 
the  former  Group  marking  will  be  stated  and  a 
reference  made  to  the  controlling  source 
material,  later  on,  more  detailed  instructions 
on  treatment  of  Group-1,  2  and  3  material  will 
be  provided. 

Classification  Reviews 

Now,  we  come  to  the  reviews  specified  in  Execu¬ 
tive  Order  11652.  If  any  person  makes  a  request 
for  a  document  or  a  record  and  that  document  or 
record  is  more  than  ten  years  old,  and  it  can 
be  identified  and  located  with  a  reasonable 
amount  of  effort,  it  is  mandatory  that  the  con¬ 
trolling  agency  make  a  current  review  of  that 
document  or  record  to  determine  what  its  current 
classification  status  should  be.  If  it  is  de¬ 
classified,  then  it  would  be  considered  for 
release  unless  it  is  subject  to  exemption  under 
the  Freedom  of  Information  Act.  If  it  is  not 
to  be  declassified  or  if  it  cannot  be  declassi¬ 
fied  for  a  particular  period  of  time,  then  it 
would  be  remarked  accordingly  and  action  taken 
in  that  respect.  It  would  not  be  made  available 
to  the  general  public  if  it  remains  classified, 
of  course.  This  would  apply  to  anything  which 
is  more  than  ten  years  old  as  of  today. 

There  is  another  review  prescribed  by  the  Execu¬ 
tive  Order  on  material  which  is  thirty  years  old. 
If  the  material  is  created  after  June  1,  1972, 
the  material  is  automatically  declassified  after 
30  years  unless  the  head  of  the  agency  personally 
determines  that  continued  classification  is 
essential  to  national  security  or  a  person  would 
be  placed  in  jeopardy.  Material  which  was  created 
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before  June  1,  1972  and  Is  now  30  years  old  Is 
to  be  reviewed  by  the  National  Archivist  with 
tlie  assistance  of  the  responsible  agencies  to 
determine  whether  or  not  It  can  be  declassified 
or  whether  or  not  classification  should  continue 
for  a  particular  period.  If  classification  is 
to  continue  beyond  the  thirty  year  period,  it 
requires  personal  action  by  the  head  of  the 
agency,  in  this  case,  the  Secretary  of  Defense. 
We  are  currently  assisting  the  National 
Archivist  in  reviewing  World  War  IX  records. 

The  Archivist  estimates  that  there  are  approxi¬ 
mately  160  million  pages  to  review.  Much  of 
this  material  has  already  been  downgraded  and 
declassified  by  the  Department  of  Defense  under 
our  mass  declassification  action  which  began  in 
1958,  but  it  is  necessary  to  review  some  of  the 
information  which  was,  at  that  time,  exempted 
from  downgrading  and  declassification. 

DoD  Committee  and  Board 

To  assist  the  designated  senior  official  of  each 
department  in  carrying  out  his  responsibilities 
for  the  administration  of  an  effective  program, 
a  Classification  Review  Committee  is  prescribed 
by  the  President.  Mr.  Robert  C.  Moot,  the 
Assistant  Secretary,  Comptroller,  chairs  the 
DoD  committee.  The  members  are  the  Assistant 
Secretary  for  Public  Affairs,  Mr.  Daniel  Z. 
Henkln;  and  the  Ceneral  Counsel,  Mr.  J.  Fred 
Buzhardt.  This  Committee  will  consider  sugges¬ 
tions  and  complaints  from  any  source  concerning 
the  administration  of  the  program  throughout  the 
Department  of  Defense.  It  will  also  consider 
appeals  of  denials  of  requests  under  the  Freedom 
of  Information  Act  in  cases  wherein  the  Depart¬ 
ment  of  Defense  has  considered  that  there  should 
be  no  release  because  of  the  need  for  continued 
classification.  This  Committee  will  not  con¬ 
sider  appeals  on  requests  where  the  denial  was 
based  on  one  of  the  other  exemptions  of  the 
Freedom  of  Information  Act.  It  will  also  con¬ 
sider  appeals  of  actions  by  the  Classification 
Review  Committees  of  the  military  departments 
when  they  denied  a  request  for  a  particular 
record  on  classification  grounds.  They  will 
also  consider  and  make  recommendations  to  the 
Secretary  of  Defense  on  any  abuses  and  violations 
of  the  administration  of  the  Order  which  are 
brought  to  light,  or  which  are  reported  to  the 
Committee. 

In  addition  to  this  Committee,  there  has  been 
established  a  Department  of  Defense  Information 
Security  Advisory  Board  to  assist  the  Assistant 
Secretary  in  the  administration  of  the  program. 
Mr.  Joseph  J.  l.iebling,  Deputy  Assistant  Secre¬ 
tary  for  Security  Policy,  chairs  this  Board.  It 


is  composed  of  senior  officials  of  the  Army, 

Navy,  Air  Force,  Joint  Chiefs  of  Staff,  DDR&F., 
Assistant  Secretaries  for  Intelligence  and  Public 
Affairs,  the  General  Counsel  and  the  Defense 
Supply  Agency  because  of  the  latter's  interest 
in  industrial  security  mattero.  This  Board  will 
advise  and  assist  the  Assistant  Secretary  in  the 
development  of  policies,  procedures,  standards 
and  criteria  for  the  betterment  of  the  program, 
and  will  generally  evaluate  the  effectiveness  of 
the  program  through  whatever  means  are  appro¬ 
priate. 

Monitorship 

We  will  make  greater  use  of  existing  inspection 
processes  and  resources  of  the  military  depart¬ 
ments  and  other  DoD  components  including  the 
Office  of  Industrial  Security  in  the  Defense 
Supply  Agency.  We  will  expect  these  inspection 
resources  to  supply  us  with  information  on  the 
administration  of  the  program.  Inspection  teams 
will  be  going  out  to  gather  information  on 
certain  operational  phases  of  the  program; 
certain  reports  will  be  obtained.  DoD,  in  turn, 
is  required  to  prepare  and  submit  on  a  quarterly 
basis,  reports  to  the  Interagency  Classification 
Review  Committee  in  the  National  Security  Council 
on  the  operations  of  the  program. 

The  Interagency  Classification  Review  Committee 
was  established  by  the  President  and  is  chaired 
by  Ambassador  John  S.  D.  Eisenhower.  It  Is 
formed  of  representatives  of  the  Departments  of 
State,  Defense,  Justice,  the  Atomic  Energy 
Commission,  the  Central  Intelligence  Agency  and 
the  National  Security  Council.  The  DoD  represen¬ 
tative  is  our  General  asel,  Mr.  J.  Fred 
Buzhardt..  This  Conti.  .  ee  will  consider  sugges¬ 
tions  and  complaints  concerning  the  administra¬ 
tion  of  the  program  throughout  the  Executive 
Branch.  It  will  also  consider  appeals  of  denials 
of  releases  of  information.  It  will  consider  and 
develop  means  for  Improving  the  program,  preventing 
overclassification,  assuring  proper  classification, 
prompt  declassification,  facilitating  the  release 
of  Information  to  the  general  public,  and  so  forth. 

Special  Access  Programs 

Another  important  provision  of  the  DoD  Regulation 
concerns  Special  Access  Programs.  The  National 
Security  Council  Directive  indicated  that  there 
should  he  a  minimum  of  cases  In  which  special 
access  requirements  are  imposed,  with  the  exception 
of  certain  information  such  as  sensitive  Intelli¬ 
gence,  communications  security,  and  the  like. 
Current  programs  will  be  reviewed  to  determine 
whether  or  not  they  should  he  continued  as  special 
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access  programs.  Any  program  in  the  future  will 
have  to  be  reported,  properly  suhstant fated  and 
approved  before  eny  special  access  requirements 
are  imposed.  By  special  access  requirements  we 
mean  additional  security  clearances,  special 
access  lists,  or  special  procedures  lor  the 
dissemination  of  information.  Finally,  renewed 
emphasis  is  being  placed  on  the  control  of 
classified  Information,  o..  ttie  need-tu-know 
principle.  No  classified  Information  is  to  be 
released  to  anyone  unless  they  need  it  in  the 
course  of  their  official  business. 

On  the  whole,  E.O.  11652  begins  a  new  era.  The 
emphasis  is  on  accurate  classifications,  limited 
In  duration  and  proper  protection  where  and  when 
it  is  needed.  Closer  watcli  will  be  undertaken 
to  ensure  that  the  provisions  of  the  Order  and 
the  NSC  Directive  are  efficiently  and  effectively 
applied. 


PRESENTATION  BY  COL.  CASSEIS 

As  indicated  by  previous  speakers.  Executive 
Order  1X652  did  not  just  happen.  its  concep¬ 
tion  can  be  traced  back  to  January  1971  when 
the  President  initially  directed  the  National 
Security  Council  (HSC)  to  r>  / lew  and  revise 
certain  aspects  of  the  then  current  E.O,  10501. 
Subsequent  developments  affecting  national 
security  led  to  additional  Presidential  direc¬ 
tion  In  July  1971  to  completely  revise  E.O. 
10501.  It  was  clearly  evident  at  this  point 
that  the  Intent  of  a  new  E.O.  on  safeguarding 
official  information  would  ho  to  classify  less 
information,  downgrade  and  declassify  more,  and 
protect  better  that  classified  inform  ition 
which  remains.  This  then  berime  the  major 
objective  of  E.O.  11052  signed  by  the  [’resident 
on  8  March  19  72. 

With  this  as  a  basis  and  in  anticipation  ol 
things  to  come  certain  actions  were  initiated 
by  the  Army  to  improve  its  security  posture. 
First,  the  Chief  of  Staff  of  the  Army  directed 
Army  field  commanders  to  examine  their  see.uritv 
practices  and  to  correct  deficiencies  uncovered 
prior  to  Issuance  of  the  new  E.O.  Emphasis  was 
placed  on  reducing  classified  holdings  as 
appropriate  by  retirement,  destruction  or  trans¬ 
fer  of  records.  Documents  should  not  be  allowed 
to  gather  dust  in  files  at  a  cost  to  the  tax¬ 
payer  after  they  have  served  their  purpose. 

Secondly,  the  Assistant  Chief  of  Staff  lor 
Intelligence  (ACS1)  who  is  charged  with  overall 
General  Staff  responsibility  for  security  in  the 
Army,  formed  a  Study  Group  ol  about  ten  people 


to  review  Army's  security  regulations  and  in¬ 
struct  lens  to  determine  where  reasonable  answers 
lo  existing  prnhlims  in  security  could  be  devel¬ 
oped  to  meet  the  objectives  ol  the  impending  E.O. 

Examination  ol  the  information  developed  hy  the 
study  as  well  as  in! ormat ton  received  from  Army 
field  activities  in  response  to  the  Chief  of 
Staff's  direction  led  to  what  was  considered 
then  a  kind  ol  trial  balloon  or  feeler  for  bow 
tho  new  E.O.  could  be  implemented  on  an  Army- 
wide  basis.  This  took  the  form  of  Chief  ol 
Staff  Regular,  ion  '180-8  which  Is  submitted  to  vou 
lor  your  Ini ormat Ion  and  evaluation.  1  realize 
that  some  of  you  will  agree  with  this  publica¬ 
tion,  some  will  disagree,  and  others  may  just 
think  about  i*.  In  any  event,  and,  as  we  men¬ 
tioned  earlier,  a  symposium  can  be  likened  to 
a  "seed  bed."  II  the  approaeh  wo  took  with  this 
regulation  plants  a  few  seeds.  It  will  then  have 
accomplished  Its  purpose.  It  is  stressed  that 
one  of  the  cbarp.es  Iron  the  Chief  ol  Staff  was 
to  he  practicable.  Sometimes  seeuritv  people 
lose  liu-tr  heads  and  forget  about  reality  such 
as  mission  accomplishment,  short  suspense 
requirements  on  act  ion  ol  fleers,  etc.  Some 
balanced  judgment  must  lie  rearlied  between  all 
c’  *  the  desirable  eimrac  t  e  r  I  st  i  cs  to  lie  included 
In  an  effective  security  regulation. 

it  should  also  be  stressed  that  this  Chief  ol 
btaf!  Regulation  (CSR)  180-8  is  not  applicable 
Army  wide.  Its  provisions  applv  only  ti  the 
Headquarters,  Department  of  the  Armv  Stall, 
Accordingly,  it  prescribes  specific  policies 
and  procedures  lor  I  iie  Armv  Stall  concerning 
access  to,  c  1  ass  f  I  i  -it  I  on  management  of,  and 
seeuritv  controls  t  or  ol  filial  infernal  ion 
requiting  protection  in  the  Interest  ol  national 
do  !  en  se  , 

As  n*  led  therein,  CSS  C  '-S  established  a 
t  !  ass  i  I  i  eat  i  on  Management  I'rngr.un  lor  the  Armv 
statt  with  '  >A(  .*  1  i-  IV  i  ii;:  as  the  point  o !  i  on !  a  e  t 
lesponsible  lor  providing  adviee  and  assistance 
to  she  Army  Stall  agencies  on  such  matters. 

Kcspous  thill!  i  cs  ol  -ill  comorned  are  rlearlv 
delineated  in  the  regu 1  at  I  on , 

Willi  reg  mi  to  loproductfon  el  classified  infor¬ 
mal  ion,  we  had  a  little  problem  with  the  control 
ol  reproduct  I  on  machines.  Although  a  reprodue  t  I  nil 
machine  can  increase  el  I  Iciencv  il  it  Is  used 
properlv,  il  was  considered  ilia:  machines  used 
lor  such  purpose  should  be  so  designated  and,  at 
least,  be  under  the  supervision  of  stnlf  agenev 
personae  1 . 


Effective  until  20  December  1974  unless  sooner  rescinded  or  superseded 
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CHIEF  OF  STAFF  REGULATION)  DEPARTMENT  OF  THE  ARMY 

NO.  380-8  )  OFFICE  OF  THE  CHIEF  OF  STAFF 

Washington,  D.  C. ,  20  December  1971 

SECURITY 

Security  of  Classified  Information 


1.  PURPOSE.  This  regulation  sets  forth  specific  policies  and  procedures 
applicable  to  the  Army  Staff  concerning  access  to,  classification  manage¬ 
ment  of,  and  security  controls  for  official  information  requiring  pro¬ 
tection  in  the  interest  of  national  defense. 

2.  REFERENCES. 

a.  AR  380-5,  Safeguarding  Defense  Information,  26  March  1969. 

b.  AR  804-5,  Clearance  of  Personnel  for  Access  to  Classified  Defense 
Information  and  Material,  29  December  1969. 

c.  JA  Message  311215Z  Aug  71,  subject:  The  Army's  Security  Posture. 

3.  GENERAL.  Referenced  Army  Regulations  and  DA  Message  are  expanded  to 
address  specific  aspects  of  information  security. 

4.  RESPONSIBILITIES. 

a.  The  Assistant  Chief  of  Staff  for  Intelligence  will — 

(1)  Establish  and  maintain  a  Classification  Management  Program  for 
the  Army  Staff  for  the  purpose  of  providing  clear  guidance,  improving 
understanding,  assuring  correct  application,  and  "tressing  supervisory 
responsioillty  for  the  classification,  downgrading,  declassification, 
and  timely  destruction  of  classified  Information. 

(2)  Appoint  a  DA  Classification  Management  Officer  to — 

(a)  Act  as  the  DA  single  point  of  contact  on  matters  pertaining  to 
classification  management. 

(b)  Represent  DA  on  the  Department  of  Defense  Classification  Review 
and  Advisory  Board. 


*ThiB  regulation  supersedes  CSM  71-380-72,  subject:  Classified  Reproduction, 
dated  25  August  1971  and  CSM  71-380-102,  subject:  The  Army's  Security 
Posture,  dated  21  September  1971. 
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(c)  Provide  advice  and  assistance  to  Army  Staff  agency  and  activity 
classification  managers. 

b.  The  Adjutant  Genetal  la  responsible  for  the  downgrading  and 
declassification  of  records  transferred  to  the  custody  of  the 
Administrator,  General  Services  Administration. 

c.  Heads  of  Army  Staff  agencies  will — 

(1)  Implement  and  maintain  an  effective  Classification  Management 
Program  within  their  agencies. 

(2)  Review  on  a  continuing  basis  the  requirement  for  TOP  SECRET 
clearances. 

(3)  Limit  access  to  all  categories  of  classified  material  to  those 
cleared  Individuals  determined  tc  have  a  need-to-fcnow, 

(4)  Appoint  from  existing  resources  a  properly  cleared  and  qualified 
officer  or  civilian  employee  as  the  agency  or  activity  Classification 
Manager  to— 

(a)  Act  as  his  principal  assistant  on  matters  concerning  classifica¬ 
tion  management. 

(b)  Advise  supervisors  on  individual  classification  problems  and 
in  development  of  appropriate  classification  guidance. 

(c)  Insure  preparation  and  maintenance  of  classification  guides  for 
assigned  classified  plans,  programs,  or  projects. 

(d)  Conduct  periodic  review  of  classifications  assigned  within  the 
agency  to  insure  that  clasoificatio.,  decisions  are  based  on  the  proper 
criteria  and  that  downgrading  and  declassification  is  accomplished  as 
soon  us  practical. 

(e)  Initiate  a  program  of  document  review  to  destroy,  declassify, 
downgrade,  or  retire  classified  holdings. 

(5)  Provide  the  name  of  the  agency  Classification  Manager  to  the 
Assistant  Chief  of  Staff  for  Intelligence.  ATTN:  DAMI-DOS,  0X5-5892. 

(6)  Establish  procedures  to  control  the  reproduction  of  classified 
material  on  equipment  under  the  control  of  the  Staff  agency.  As  a 
minimum,  procedures  will  Include — 

(a)  Designating,  by  position,  the  individuals  authorized  to  approve 
the  reproduction  of  TOP  SECRET  and  SECRET  material,  providing  reproduc¬ 
tion  of  the  material  is  not  prohibited  by  the  originator  or  higher 
authority. 
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(b)  Designating  specific  reproduction  equipment  authorized  for 
reproduction  of  classified  material.  Equipment  designated  will  be  in  an 
area  under  visual  obseivatlon  of  agency  personnel.  Rules  to  minimize 
human  error  inherent  in  the  reproduction  of  classified  material  will  ba 
posted  on  or  neAv  the  designated  equipment. 

(c)  Restricting  the  reproduction  of  classified  material  to 
designated  equipment  and  prohibiting  the  use  of  other  equipment  for  that 
purpose. 

(d)  Posting  appropriate  warning  notices  prohibiting  reproduction 
of  classified  material  on  equipment  used  only  for  unclassified  repro¬ 
ductions  . 

(7)  Establish  a  security  indoctrination  program  to  Insure  that 
assigned  personnel  are  aware  of  established  security  policies  and  pro¬ 
cedures  and  their  individual  responsibilities  concerning  security  of 
classified  information. 

5.  SPECIAL  INSTRUCTIONS. 

a.  Working  Papers  are  documents  accumulated  or  created  to  assist  in 
the  formulation  and  preparation  of  a  finished  document.  When  the  papers 
directly  contribute  to  the  course  of  action  taken,  they  become  essential 
background  material  for  the  finished  document  and  should  be  filed  with 
the  appropriate  related  functional  records  described  in  the  AR  340-l&-series. 
When  they  do  not  directly  contribute  to  the  course  c£  action  taken,  they 
will  be  handled  as  reference  papers  in  accordance  with  the  AR  340-18-series 
and  will  be  destroyed  as  soon  as  they  have  served  their  purpose.  Working 
Papers  containing  classified  information  will  be — 

(1)  Dated  when  created. 

(2)  Harked  with  the  highest  classification  of  any  information  con¬ 
tained  in  the  document . 

(3)  Marked  "WORKING  PAPERS"  beneath  the  classification  at  the  bottom 
of  the  page.  (Finished  controlled  documents  or  reproductions  of  controlled 
documents  will  not  be  marked  "W0RK1NC  PAPERS.") 

(4)  Protected  in  accordance  with  classification  assigned. 

(5)  Accounted  for  in  the  same  manner  prescribed  for  a  finished 
classified  document  of  comparable  classification  when — 

(a)  Released  by  the  originator  to  an  agency  or  activity  outside  HQDA 
with  no  intent  to  retrieve,  or  when  transmitted  through  message  center 
channels. 

(b)  Placed  in  functional  files. 
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(c)  Retained  more  than  180  days  from  date  of  origin. 

(6)  Marked  with  appropriate  group  markings  when  placed  in  functional 
files. 


b.  Non-record  copies  of  classified  documents  should  be  destroyed 
as  soon  as  their  intended  purpose  has  been  served.  To  expedite  timely 
destruction  of  controlled  SECRET  documents,  agencies  using  DA  Form  1203 
(Classified  Document  Mail  Control  Record  and  Receipt),  or  appropriate 
substitute,  as  the  accountability  record  are  authorized  to  use  it  as 
the  RECORD  OF  DESTRUCTION  in  the  following  manner: 

(1)  Annotate  one  copy  of  the  DA  Form  1203  as  indicated  below: 


DESTRUCTION  CERTIFICATE  (Check  Appropriate  Block)— Material  described 
“  □ 


hereon  has  been: 


Destroyed; 


Torn  in  halt  and  placed  In 


a  classified  waste  container  (CSR  380-8) .  Date 

Destruction/Certifying  Official  _ 

Witnessing  Official  _ 


(2)  Execution  of  either  option  indicated  above  constitutes  a  record 
of  destruction  and  active  accountability  of  documents  described  on  the 
DA  Form  1203  is  terminated.  The  annotated  form  will  be  filed  in 
accordance  witli  the  AR  340-18-series. 

(3)  Documents  placed  in  classified  waste  containers  will  be  pro¬ 
tected  and  committed  to  the  destruction  facility  in  accordance  with 
established  agency  procedures. 

(ACSI) 


BY  DIRECTION  OF  THE  CHIEF  OF  STAFF: 


DISTRIBUTION: 

A 


BENNETT 


Major  General,  GS 

Secretary  of  the  General  Staff 
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Also,  Che  CSR  recognizes  for  the  first  Cine 
chst  there  Is  something  called  a  "working 
paper."  Parameters  for  the  use,  control,  and 
accountability  of  working  papers  were  set  forth 
In  very  definitive  language. 

In  order  to  reduce  volume  and  to  make  it  easier 
to  destroy  controlled  SECRET  documents,  the  CSR 
permits  Staff  agencies  to  use  DA  Form  1203 
(Classified  Document  Mail  Control  Record  and 
Receipt)  as  a  Record  of  Destruction  under  pre¬ 
scribed  conditions.  Under  this  procedure,  an 
individual  could  commit  a  SECRET  document, 
after  it  had  served  its  purpose,  to  the  destruc¬ 
tion  process,  normally  a  paper  bag  which  would 
be  protected  and  destroyed  in  the  Pentagon 
pulping  plant.  The  individual  certified  only 
to  the  action  taken.  At  this  point,  accounta¬ 
bility  of  the  document  ceases.  It  is  protected 
in  the  same  manner  as  classified  waste  until  it 
is  destroyed  beyond  recognition. 

CSR  380-8  reflects  current  Array  staff  policy 
for  security  of  classified  information.  We've 
had  considerable  success  with  it.  It  has  in¬ 
creased  communication,  thereby  enabling  us  to 
set  the  stage  for  rapid  expansion  in  fully 
implementing  E.O.  11652  on  an  Army-wide  basis. 


PRESENTATION  BY  MR.  RANKIN 

Thank  you  George,  ladles  and  gentlemen,  the 
other  day  I  was  talking  to  a  friend  of  mine  who 
was  a  toastmaster  and  he  told  me  that  the  for¬ 
mula  for  a  good  speech  was  an  attention  getting 
opening  and  a  conclusive  ending  -  spaced  not 
very  far  apart  I  Unfortunately,  I  do  not  have 
the  attention  getting  opening,  nor  do  I  have 
the  conclusive  ending.  Hopefully,  I  will  be 
brief . 

Don,  in  his  customary  grand  style,  has  provided 
you  with  a  good  rundown  of  the  significant 
aspects  of  the  new  Executive  Order.  Unfortu¬ 
nately,  Don  has  done  such  an  outstanding  job  - 
he  has  Just  about  completely  covered  the  subject 
matter  that  I  was  about  to  speak  on.  Namely, 

The  Downgrading  and  Declassification  Stamps. 

With  the  threat  of  being  somewhat  redundant,  it 
would  be  beneficial  to  cover  the  material  again. 

As  you  can  see  there  are  three  basic  stamps 
that  will  be  used  on  the  classified  documents: 


In  addition  to  these  three  basic  stamps,  we  will 
have  some  stamps  for  markings  that  will  be 
applied  to  messages,  and  I  will  get  into  this  a 
little  later. 

The  top  stamp  is  that  stamp  that  will  be  used 
when  a  Date  or  an  Event,  is  appropriate  for  down¬ 
grading  and  declassification.  Heretofore  there 
was  a  provision  for  the  use  of  the  Date  and 
Event,  and  as  Don  pointed  out,  sparingly  used. 
The  Executivt  Order  required  that  after  you 
classify  a  document,  the  first  consideration 
should  be:  Can  1  use  a  Date  or  an  Event  for 
downgrading  and  declassification? 

When  using  the  specific  Date  or  Event,  it  is 
essential  that  the  date  used  will  be  less  than 
that  found  in  the  general  declassification 
rheduie  of  2,  2  and  6  years. 

In  the  absence  of  being  able  to  use  the  Date  or 
Event,  the  second  marking  will  be  the  one  you 
see  in  the  center,  th ">  General  Declassification 
Schedule  marking.  You  will  notice  on  the  very 
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last  line  that  in  the  General  Declassification 
Schedule,  you  will  declassify  on  December  31  of 
the  appropriate  year.  If  you  want  to  protect 
information  beyond  the  10  year  period,  you  have 
to  go  to  the  Exemption  Stamp  which  you  see  at 
the  bottom. 

The  Exemption  Stamp,  requires  two  aspects  of 
consideration. 

It  requires  original  top  secret  classifying 
authority,  and 

In  order  to  put  it  in  the  exempted  category  it 
has  to  fall  within  one  of  the  four  categories 
Don  outlined  before.  The  first  category  covers 
foreign  government  information. 

The  second  category  includes  cryptography; 
intelligence  sources  and  methods;  information 
covered  by  statues,  namely:  RD. 

The  third  category  and  I  think  this  is  the  cate¬ 
gory  that  is  going  to  create  the  greatest  problem, 
covers  material  dealing  with  systems,  plans,  in¬ 
stallations,  projects,  foreign  relations  matter. 

Category  four  is  that  area  where  that  information 
might  place  someone  In  immediate  jeopardy. 

Let's  look  at  the  markings  again. 

In  the  "Classified  by"  block  the  title  of  the 
original  classifying  authority  should  be  inserted. 
Many  times  you  will  net  have  that  information 
available  so  that  your  next  thought  should  be, 
what  security  classifying  guide  applies?  First 
however  you  should  look  to  the  original  classi¬ 
fying  authority.  In  the  absence  of  having  that 
information,  you  use  the  Security  Classification 
Guide.  If  it  developes  that  you  have  neither, 
you  shoulu  look  to  a  source  document.  By  a 
source  document,  we  are  talking  about  a  letter, 
a  message,  or  any  other  document  which  really 
assigns  the  classification. 

Another  aspect  to  consider  with  the  Date  and 
Event  Stamp  is  that  it  normally  will  he  down¬ 
graded  to  Secret,  and  then  downgraded  to  Confi¬ 
dential  before  It  is  declassified.  There  is  no 
reason  why  you  can't  declassify  the  document 
from  Secret.  That  is,  you  can  have  a  document 
stamped  Secret  and  go  right  from  Secret  to 
declassified.  Again,  it  is  important  that  you 
don't  tty  to  extend  the  Secret  category  beyond 
the  two  year  period  which  is  provided  in  the 
General  Declass! t ication  Schedule. 


Let's  look  to  the  General  Declassification  Stamp. 
Again,  the  original  title  of  classifying  authority 
should  be  used  In  the  "Classified  by"  line.  In 
the  absence  of  having  that  information,  then  the 
Security  Classification  Guide  would  be  appropriate. 
In  the  absence  of  that,  the  Source  Document.  The 
reason  for  all  this,  is  to  be  able  to  establish 
some  sort  of  audit  trail  in  order  to  trace  the 
document . 

Another  problem  area.  Is  what  do  you  do  In  the 
case  of  multiple  sources.  In  other  words,  what 
do  you  put  In  the  "Classified  by"  line  If  an 
Individual  compiles  10  or  15  documents?  In  this 
case  you  would  not  have  the  original  classifying 
authority.  The  individual  who  compiles  this 
information  would  place  his  title  in  that  line: 
Classified  by  the  individual  who  compiles  this 
information.  Again,  in  thin  case  he  is  not  the 
original  classifying  authority.  In  the  case  of 
the  contractor,  if  the  contracting  activity  has 
provided  the  information,  the  original  classifier, 
has  provided  the  security  classifying  guide,  he 
should  insert  that  in  "Classified  by"  block.  If 
the  user  agency  has  not  provided  It,  he  should 
put:  Apply  the  254  in  the  "Classified  by"  block. 

1  did  overlook  one  thing.  For  a  Date  or  Event, 

I  mentioned  that  I  would  cover  markings  on 
messages.  Hereto  fore,  all  messages  would  have 
one  of  the  following  Group  1,  2,  3,  4.  In  the 
case  of  the  advanced  declassification  schedule, 
which  is  the  upper  block,  at  the  end  of  the  text 
in  the  message,  you  would  put  ADS  and  the  Date  or 
an  Event.  ADS  representing  the  Advanced  Declassi¬ 
fication  Schedule. 

Returning  to  the  center  stamp.  General  Declassi¬ 
fication  Schedule,  in  the  declassified  block  you 
will  notice  again  where  everything  is  declassi¬ 
fied  on  December  31  of  a  particular  year  and  you 
insert  6,  8  or  10,  whichever  Is  the  appropriate 
year.  For  example,  if  we  classified  something 
TS  today,  the  declassified  block  would  read, 
"Declassified  on  December  31,  1982."  If  it  were 
Secret  today,  the  declassified  block  would  read 
December  31,  1980,  and  If  it  were  Confidential, 
it  would  he  December  31,  1978. 

Mow,  if  you  have  a  message  and  are  using  the 
General  Declassification  Schedule  you  will,  at 
the  end  of  the  text,  use  CDS,  and  the  last  two 
digits  of  the  year.  The  reason  that  you  can  use 
the  last  two  digits  is  because  it's  always  on 
December  31  that  declassification  is  effective. 
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Let's  move  on  to  the  Exempted  Stamp .  In  the 
"Classified  by"  block  of  the  Exempted  Stamp,  you 
should  Insert  the  original  top  secret  classify¬ 
ing  authority.  Again,  In  the  absence  of  that 
would  be  Security  Classification  Guide  or  some 
source  document.  Next  to  the  last  line  on  the 
bottom  stamp  you  should  insert  the  proper  cate¬ 
gory  of  exemption,  1,  2,  3,  4,  In  the  event  you 
have  more  than  one,  you  put  all  of  the  exempted 
categories. 

Finally,  the  last  block — "Declassify  on."  In 
some  instances  you  will  not  know  when  or  what  to 
put  in  for  "Declassify  on."  If  this  information 
is  unavailable  you  leave  it  blank. 

If  a  document  includes  information  from  several 
types  of  documents  that  have  different  down¬ 
grading  declassification  instructions,  you  would 
use  the  most  restrictive.  For  example,  if  you 
had  Date  and  Event,  General  Declassification 
Schedule  and  Exempted  Stamp,  the  Exempted  Stamp 
would  take  precedence. 

Another  thing  to  consider  is  if  your  command  or 
activity  holds  a  large  volume  of  material  and 
you  receive  some  downgrading  declassification 
Instructions.  If  it  would  unduly  interfere  with 
your  operations,  you  are  permitted  to  take  the 
instructions  and  attach  them  to  the  storage  unit 
and  downgrade  and  declassify  the  Information  as 
you  withdraw  It  from  the  file. 

To  this  point  we  have  been  talking  about  infor¬ 
mation  which  was  originated  subsequent  to  1  June 
1972.  What  I  would  like  to  do  is  to  go  back 
over,  as  Don  has  done,  and  talk  about  information 
that  was  created  prior  to  1  June  1962.  All  the 
Information  in  the  old  Groups  1,  2  and  3,  and 
the  information  that  was  marked,  will  be  placed 
into  the  Excluded  Category.  The  Excluded  Cate¬ 
gory  is  a  special  category  for  that  information 
that  was  originated  prior  to  1  June  1972.  Many 
people  have  raised  the  question,  what  is  going 
to  happen  to  all  this  material  that's  excluded? 
How  long  is  it  excluded?  Theoretically,  it 
could  be  excluded  for  a  period  of  30  years,  but 
this  does  not  relieve  the  original  classifying 
authority  of  the  responsibility  to  review  it, 
to  declassify  it,  put  it  into  the  general  de¬ 
classifying  schedule  or  exempt  it.  If  you  are 
preparing  a  message  and  it  involves  excluded 
material,  this  particular  aspect  was  not 
covered  by  the  OSD  Regulation.  The  Navy  decided 
to  mark  excluded  material  on  a  message  by  using 
the  abbreviation  XCL.  Whether  or  not  OSD  will 
adopt  this,  1  don't  know,  but  in  the  interim  the 
Navy  will  use  XCL. 


With  respect  to  all  the  Group  4  information  that 
falls  into  the  General  Declassification  Schedule, 
there  doesn't  seem  to  be  any  difficulty  with  the 
overall  concept.  However,  two  problem  areas  are: 

...If  a  document  was  originated  in  July  196S  and 
was  marked  Confidential,  Group  4,  theoretically 
it  would  be  declassified  now.  However,  there  is 
a  provision  that  nc  action  will  be  taken  to 
declassify  the  material  until  31  December  in 
order  to  provide  the  originator  an  opportunity 
to  review  the  material  and  to  decide  whether  or 
not  an  exemption  la  justified. 

Another  example  is: 

...A  document  is  created  in  July  1969  and  assigned 
to  Confidential.  Group  4.  This  document  would  be 
declassified  on  December  31,  1975.  You  will 
notice  that  this  is  approximately  6  1/2  years. 

1  don't  believe  it  was  brought  out  too  clearly 
that  we  are  talking  about  calendar  years. 

1  think  in  situations  like  this  where  there  has 
been  a  new  Executive  Order  and  drastic  changes 
in  policy,  that  all  of  us  have  to  accept  the 
fact  that  we  will  be  going  through  an  interim 
period  where  many  questions  are  going  to  be 
raised  and  some  of  the  answers  are  not  readily 
available.  I  think  this  particular  group,  hope¬ 
fully,  will  surface  some  additional  questions 
and  perhaps  some  solutions. 

I  think  the  theme  of  the  President's  Executive 
Order,  which  has  been  said  many  many  times  here 
already,  that  we  would  like  to  see  less  informa¬ 
tion  classified  and  more  declassified  and  protect 
only  that  which  requires  protection.  1  think  the 
Executive  Order  provides  the  necessary  tools  for 
us  to  do  the  job,  and  It  behooves  us  to  follow 
the  Executive  Order  as  well  as  carrying  out  the 
spirit  of  It, 


PRESENTATION  BY  UK.  HYEKS 

The  .abject  the  panel  assigned  to  me  is  Classi¬ 
fication  Considerations  and  Criteria.  I'll  be 
short  because  tbe  considerations  don't  differ 
much  from  those  in  the  past.  The  main  points 
are  that  you  have  to  identify  specific  informa¬ 
tion,  that  you  have  to  take  into  account  specific 
criteria:  the  U.S.  advantage  in  terma  of  opera¬ 
tional,  strategic.  Intelligence,  and  tactical 
matters,  foreign  relations — the  possibility  that 
tiie  information  that  gets  out  may  lead  to  a 
military  threat,  international  tensions  that 
could  be  contrary  to  security,  disruptions  of 
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foreign  relations,  hostile  political  and 
military  action;  things  that  would  weaken  the 
U.S.  ability  to  wage  war;  things  that  would 
compromise  some  of  our  intelligence  capabilities 
not  heretofore  known  to  other  countries;  war 
plans  and  the  information  that  would  let  another 
country  plan  its  counter  measures  against  our 
war  plans.  These  are  the  categories  of  informa¬ 
tion  that  warrant  classification. 

All  of  you  are  fairly  well  familiar  with  the 
criteria  for  classification  and  I  think  the 
difference  that  has  come  about  is  primarily  one 
of  a  different  attitude  on  the  part  of  the 
classifier.  The  term  "balanced  judgment"  has 
been  mentioned  several  times.  What  it  boils 
down  to  is  that  first  you  must  find  a  positive 
reason  for  classification,  and  having  found  it, 
you  still  are  not  permitted  to  classify  until 
you've  taken  a  look  at  the  other  side,  what  are 
the  pros  and  cons,  what  are  the  possible  reasons 
why  we  should  not  classify.  And  some  of  the 
tnings  that  may  be  considered  there  are  dissem¬ 
ination,  the  fact  that  you  have  to  disseminate 
widely  doesn't  bar  you  from  classifying,  but  it 
may  make  it  so  impractical  that  you  should  start 
over  and  reconsider  your  desire  to  classify. 

Another  consideration  is;  how  much  is  already 
known  elsewhere.  If  country  X  Is  ahead  of  us 
in  this  field,  it's  foolish  for  us  to  classify 
as  we  catch  up.  If  our  intelligence  people  can 
tell  us  that  foreign  nations  already  know  certain 
things  about  us,  then  it's  time  we  stop  trying  to 
hide  the  information. 

Another  point  that  seems  basic  is  this:  What  has 
already  been  released?  The  new  directive  is  very 
clear  on  this  point.  Information  that  has  been 
put  out  in  an  official,  authorized  government 
release  will  not  be  classified.  It  seems  obvious, 
and  its  been  true  right  along,  hut  its  been  made 
clearer  now  than  at  anytime  in  the  past. 

basic  research:  the  general  position  is  that  you 
don't  classify  it.  Sometimes  people  come  up  with 
the  question  as  to  what  is  and  what  isn't  basic 
research  data,  but  if  its  research  and  its  in  the 
basic  sciences,  it  would  be  a  rare  situation 
where  you  can  classify.  If  that  happens  at  all, 

It  would  have  to  be  something  related  very  closely 
to  national  security  and  have  direct  defense 
implications.  Then  we  get  back  to  the  question 
of  balan  .ed  Judgment.  What  gain  can  there  be  to 
the  country  from  not  classifying  it?  There  can 
he  many  Instances  where  such  gain  will  be  found. 

If  someone  finds  a  way  to  break  up  bad  weather 
at  an  airport,  this  might  be  fine  as  a  means  of 
carrying  on  military  operations,  but  !  think  it 


would  he  apparent  that  you  would  be  more 
interested  in  having  airlines  around  the  world 
able  to  clear  the  weather  when  you  land.  So, 
to  come  back  to  where  I  started — first,  you 
have  to  have  a  positive  reason  to  classify; 
then  you  have  to  take  into  account  all  the 
other  considerations  to  decide  whether  or  not 
to  classif y . 

1  visited  a  corporation  yesterday  and  one  of 
the  officials  there  asked  me:  what  is  the  major 
impact  of  the  new  Executive  Order?  I  told  him 
that  I  thought  probably  the  main  impact  was  not 
any  specific  words  but  a  general  atmosphere  or 
attitude  that's  created  by  it.  You've  heard 
the  points  I've  mentioned  here.  You've  heard 
before  about  resolving  doubts  in  favor  of  not 
classifying.  You  know  that  the  definitions 
require  that  you  determine  that  disclosure  could 
reasonably  be  expected  to  do  damage.  In  many 
other  ways,  it's  clear  that  people  want  less 
classified  and  will  have  it  that  way,  but  the 
biggest  tiling  is  that  throughout  the  Department 
of  Defense  people  are  talking  that  way.  I  go 
to  sit  in  on  a  meeting  and  someone  who  would 
ordinarily  have  no  comment  will  say:  "Well, 
Executive  Order  11652  says  you  can't  do  it." 

Or  1  hear:  "The  new  DoD  Reg  says  you  can't 
classify."  There  is  a  tide  moving  and  for  those 
of  you  who  don't  want  to  see  too  much  classifi¬ 
cation,  this  is  your  chance — Jump  on  the  tide 
and  ride  it,  because  people  who  up  to  now  would 
have  held  out  for  undue  classification,  have 
been  Impressed  enough  by  publicity  in  the  press, 
in  the  government,  and  elsewhere  so  that  they're 
taking  a  more  reasonable  attitude. 


I’KESHN'I'ATION  HY  MR.  MAC  C1.A1N 

About  two  years  ago  this  audience  brought  to  our 
attention  certain  imperfections  in  the  Industrial 
Security  Manual  that  ought  to  lie  changed,  and  I 
promised  to  do  something  about  it.  1  can  now 
say  we  have. 

You  may  recall  that  there  has  been  considerable 
Interest  in  permitting  a  prime  contractor  to 
sign  off  a  1)1)  Form  254  for  a  subcontractor  of  a 
so-called  "service"  contract.  The  policy  to 
permit  that  has  been  adopted.  There  was  con¬ 
siderable  pressure  also  to  permit  a  prime  con¬ 
tractor,  upon  receiving  notice  that  his  classi¬ 
fication  guide  had  been  reviewed  and  left 
unchanged,  to  send  out  a  notice  to  bis  subcon¬ 
tractors  over  his  own  signature.  That's  been 
approved.  Any  sub  who  serves  as  a  prime  to  a 
lower  sub  can  do  the  same  thing. 
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Another  policy  which  has  been  approved  is  to 
authorize  and  require  a  commercial  carrier  who 
is  authorized  to  carry  classified  material  and 
who  at  some  point  in  his  trip  has  to  place  it 
in  the  custody  of  an  authorized  temporary 
storage  facility,  to  execute  a  254  for  that 
storage  facility  over  his  own  signature. 

There  was  considerable  stress  two  years  ago  on 
the  question  of  whether  the  "tentative"  classifi¬ 
cation  marking,  which  is  part  of  DoD  policy, 
could  or  could  not  be  used  in  industry.  Well, 
it  was  pretty  clear  at  that  time  that  the 
language  of  the  Industrial  Security  Manual  did 
not  authorize  Industry  to  use  a  protective 
marking  which  would  include  the  words,  Confi¬ 
dential,  Secret  or  Top  Secret.  We  have  now 
approved  for  use  by  Industry  a  new  protective 
marking  which  reads  "Classification  Determina¬ 
tion  Pending:  Protect  as  Though  Classified 
Confidential,  Secret  or  Top  Secret."  Anyone 
who  now  contends  that  this  new  marking  is 
evidence  of  actual  classification  is  fighting 
the  plain  meaning  of  the  English  language,  in 
my  opinion. 

So,  you  people  in  industry  who  from  time  to  time 
generate  Information  on  your  own  that  you  believe 
might  justify  safeguarding  by  classification  are 
requested  to  mark  it  in  that  new  way  and  send  it 
in  for  official  evaluation.  You  may  think  there 
are  too  many  words,  but  sometimes  we  have  to  use 
a  lot  of  words  first  to  say  NO.  I  can  say  to 
you  that  if  you  do  this,  we'll  do  our  best  to 
get  the  evaluation  promptly  made  and  notify  you 
of  it. 

Two  years  ago  there  was  considerable  discussion 
about  classification  in  connection  with  inde¬ 
pendent  research  and  development.  The  new 
regulation  now  makes  it  very  clear  that  the 
product  of  independent  research  and  development 
cannot  be  classified  unless  it  incorporates 
classified  information  to  which  that  party  was 
previously  given  access,  or  unless  the  DoD  first 
acquires  a  proprietary  interest  in  it.  If 
there’s  any  doubt  now  in  anyone's  mind,  let  him 
read  the  regulation.  It  speaks  very  plainly. 

A  recently  approved  Industrial  Security  Letter 
which  Is  now,  I  think,  in  the  course  of  distri¬ 
bution,  will  give  you  some  interim  guidance  on 
marking  under  the  new  Executive  Order  and  new  DoD 
Reg.  It  says  a  little  and  it  leaves  out  a  lot. 

As  one  of  our  speakers  said,  while  you're  waiting 
to  receive  more,  please  do  what  the  User  Agency 
asks  you  to  do,  and  you  will  be  doing  the  right 
thing.  The  period  before  the  Industrial  Security 
Manual  and  Industrial  Security  Regulation  can  be 
totally  revised  to  reflect  the  new  regulation 


is  a  period  of  uncertain  duration,  but  we  hope 
it  will  be  short.  Thi6  Industrial  Security 
Letter  is  the  first  step  along  the  way. 

In  his  talk  today,  Don  used  the  word,  "deriva¬ 
tive."  As  far  as  our  official  position  is  con¬ 
cerned,  that  word  is  taboo.  We're  not  going  to 
use  it.  You  know  the  meaning  we  have  always 
given  the  word  officially  when  we  said  it,  and 
I  expect  that  you  may  continue  to  use  it  among 
yourselves.  But  the  process  of  following 
guidance  is  the  same  process  you've  always 
followed.  If  your  guide  says  to  classify  the 
information  in  your  paper,  then  you  mark  your 
paper  accordingly.  So  please  don't  be  upset  if 
we  don't  say  "derivative." 

Something  else  that  is  mentioned  from  time  to 
time  that  may  disturb  you  is  th&t  the  new 
Executive  Order  and  National  Security  Council 
Directive  come  awfully  close  to  saying  that  upon 
declassification,  information  is  publicly  re¬ 
leasable.  That  is  simply  not  true.  The  words 
used  are  that  upon  declassification,  information 
is  releasable  to  the  extent  required  or  permitted 
by  law.  Let  me  illustrate. 

...If  you  have  information  which  is  classified, 
but  also  is  within  one  of  the  other  exemptions 
of  the  Freedom  of  Information  Act,  then,  upon 
declassification,  the  other  Freedom  of  Informa¬ 
tion  Act  exemption  is  still  there.  It  still  has 
to  be  considered.  So  don't  assume  that  declassi¬ 
fication  automatically  means  release.  It  simply 
does  not. 

You  have  heard  the  word  "excluded"  versus  the 
word  "exempted"  today.  The  President  did  not 
provide  a  stamp  for  the  "excluded"  category. 

So,  we  have  been  working  to  provide  a  proper 
marking.  An  "excluded"  Item  is  subject,  upon 
anyone's  request,  to  review  for  declassification 
10  years  after  date  of  origin,  and  30  years  after 
date  of  origin  it  is  subject,  without  request,  to 
mandatory  review  by  the  Archivist  for  possible 
declassification. 

With  respect  to  exemption,  1  want  to  mention  the 
fact  that  not  all  exempt  material  has  to  be  Top 
Secret.  It  can  be  either  Top  Secret,  Secret  or 
Confidential.  But  the  only  person  who  can  grant 
an  exemption  is  one  who  has  Top  Secret  Classifi¬ 
cation  Authority.  Even  if  I  have  Confidential 
or  Secret  classification  authority,  I  still  have 
to  have  someone  with  TS  classification  authority 
to  consider  and  act  on  my  recommendation  for  an 
exempt  ton. 

In  connection  with  exemptions,  we  have  it  in  the 
regulations  that  those  persons  who  have  Top 
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Secret  classifying  authority  are  authorized  not 
only  to  grant  exemptions  but  also  to  issue 
specific  guidance  on  exemptions.  But  any  such 
guidance  must  be  very  specific  as  to  the  infor¬ 
mation  covered,  the  exemption  category,  and 
Whether  a  declassification  date  earlier  than  30 
years  is  to  be  used. 

Yesterday  in  a  discussion,  it  was  brought  out 
that  in  the  254 's  which  you  will  be  receiving  you 
may  be  told  specifically  how  to  complete  the 
"Classified  by"  space.  We  do  not  yet  know 
whether  that  will  come  to  pass. 

Another  point  I  want  to  mention  is  that  the  new 
regulation  5200. 1R  did  become  effective  on  June  1 
throughout  the  Department  of  Defense.  No  addi¬ 
tional  words  from  anybody  within  the  Department 
of  Defense  are  needed  to  make  it  ltmediately 
effective.  However,  the  Military  Departments 
and  other  components  may  wish  to  issue  supple¬ 
mentary  guidance,  consistent  with  the  regulation, 
to  meet  their  own  particular  requirements. 

It  is  a  fact  that  effective  June  1,  1972,  former 
DoD  Directives  5200.1,  5200.9,  5200.10  and 
former  Instruction  5210.47  were  cancelled. 
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SALT  AGREEMENTS 

MR.  RALPH  STUART  SMITH 

ACTING  PUBLIC  AFFAIRS  ADVISOR 

U.S.  ARMS  CONTROL  AND  DISARMAMENT  AGENCY 

WASHINGTON,  P.C. _ 

Thank  you  Mr.  Chairman,  ladles  and  gentlemen. 
I  was  privileged  to  attend  one  of  these  semi¬ 
nars  a  few  years  ago,  and  ever  since  then 
I've  had  a  deep  respect  for  the  practitioners 
of  the  very  complex  and  occult  science  of 
classification,  ao  I'm  particularly  happy  to 
be  here  with  you  again. 

In  treating  the  SALT  agreements,  I'm  planning 
just  to  use  a  very  light  brush  stroke  and  be 
brief  about  it.  Also,  I  go  at  this  with  a 
certain  measure  of  humility  because  I  think 
there  are  a  number  of  you  gentlemen  who 
probably  know  a  great  deal  more  about  the 
technical  aspects  of  these  things  than  I  do; 
but  recently  I  seem  to  have  found  myself  in 
the  role  of  a  traveling  SALT  witness,  talking 
to  newspapermen  and  radio  and  television 
people  and  members  of  the  public.  So  I 
thought  maybe  the  best  thing  would  be  if  I 
Just  tried  to  share  with  you  briefly  some 
of  the  things  which  Interest  people,  some 
of  the  things  which  trouble  them,  and  some 
of  the  problems  and  the  explanations  we  try 
to  give  in  putting  the  SALT  picture  into 
perspective . 

I  think,  first  of  all,  I  might  Just  mention 
the  fact  that  the  public,  by  and  large,  seems 
to  have  a  rather  strong  instinctive  feeling 
that  things  like  this  are  a  good  idea.  You 
may  have  noticed  recently  there  was  a  Harris 
pole  on  this.  It  was  rather  loosely  worded, 
unfortunately,  but  in  affect  it  asked,  "Do 
you  approve  of  the  SALT  agreements?"  Inter¬ 
estingly  enough,  the  result  was  almost  pre¬ 
cisely  the  same  as  in  1968  at  tne  time  that 
the  Non-Proliferation  Treaty  was  launched: 

80%  in  favor,  12%  against,  and  8%  no  opinion. 
Well,  the  polling  people  will  tell  you  that 
80%  is  an  exceptionally  high  figure  on 
almost  any  subject. 

Notwithstanding  this  instinctive  feeling  of 
approval  that  people  seem  to  have,  I  think 
there  are  some  basic  concepts  which  people 
find  difficult  to  grasp  at  first. 

To  begin  with,  the  idea  that  In  going  into 
international  arms  control  negotiations  our 
major  objective  is  to  enhance  the  national 
security  of  the  United  States:  this  is 


something  that  people  have  difficulty  under¬ 
standing.  They  are  much  more  familiar  with  the 
traditional  concept  that  if  you  want  to  enhance 
national  security  you  build  up  armed  forces  and 
add  to  your  stock  of  weapons  and  so  forth.  So 
we  have  to  point  out  that  although  this  was 
Indeed  the  traditional  approach,  we  have  now 
learned  that  this  can  lead  you  into  a  blind 
alley — because  in  the  arms  competition  between 
the  United  States  and  the  Soviet  Union,  what  one 
side  can  do,  so  can  the  other,  sooner  or  later. 

Another  thing  which  seems  to  have  a  long  life,  in 
spite  of  all  that's  gone  on,  is  the  concept  of 
"nuclear  superiority".  This  was  something  which 
we  thought  had  been  laid  to  rest  some  time  ago, 
when  the  new  Nixon  Administration  came  in  and 
adopted  the  policy  of  nuclear  sufficiency;  but 
still  there  are  a  number  of  people  who  cling  to 
the  idea  of  nuclear  superiority.  Of  course,  you 
have  to  point  out  to  them  that  although  this  was 
something  that  existed  at  on*’  time — we  actually 
had  it — in  the  present  condition,  when  either 
side  can  devastate  the  other  no  matter  which  one 
strikes  first,  it's  a  little  bit  difficult  to 
establish  who  is  superior  to  whom. 

There  is  also  still  prevalent  the  idea  that 
somehow  the  United  States  Government,  more  or 
less  purposely,  gave  away  the  position  of  nuclear 
superiority  that  we  had  and  deliberately  headed 
toward  a  condition  of  parity.  Well,  here  I  think 
you  have  to  point  out  that  this  movement  toward 
parity  was  not  something  we  chose;  it  was  some¬ 
thing  that  happened.  There  was  really  no  way  to 
prevent  the  Soviet  Union  from  building  up  a 
strategic  force  commensurate  with  its  own 
advanced  technology.  If  we  had  tried  to  maintain 
a  condition  of  nuclear  superiority  such  as  existed 
before,  we  would  still  have  ended  up  with  parity, 
but  with  considerably  higher  levels  of  armaments. 
Anyhow,  we  now  have  what  has  been  called  the 
nuclear  stand-off,  which,  while  not  an  ideal 
condition,  would  probably  be  livable  if  it  were 
stable  enough. 

So  here  we  get  into  the  question  of  the  stability 
of  the  mutual  deterrent  situation.  And  this  leads 
us  straight  to  the  SALT  agreements.  There  have 
been  two  increasing  potentialities,  over  the  past 
few  years,  for  destabilizing  the  strategic  equation, 
and,  the  SALT  agreements  deal  with  these  in  a 
direct  manner. 

The  first  of  these  potentialities  relates  to  Anti- 
Ballistic  Missile  Systems,  ABM's.  Until  fairly 
recently,  you  recall,  many  people  considered  that 
ABM's,  being  a  purely  defensive  weapon,  should  be 
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"harmless, "  and  after  all.  If  ABM's  might 
possibly  save  lives  and  cities,  maybe  we 
should  have  them  all  over  the  place,  regard¬ 
less  of  the  cost.  Well,  of  course  it  has 
become  increasingly  apparent  that  if  either 
side  had  a  large-scale  nationwide  ABM  system, 
it  could  in  a  crisis  situation  be  tempted  to 
launch  an  attack  against  the  other  in  the 
belief  that  its  ABM’s  would  blunt  the  retal¬ 
iatory  blow — at  least  enough  so  that  on 
balance  it  seemed  to  make  sense  to  go  first. 
This,  in  other  words,  puts  a  premium  on 
striking  first.  In  a  way  this  is  a  theoretical 
consideration,  because  there  is  no  ABM  system, 
no  conceivable  one,  which  could  actually  offer 
adequate  protection  against  an  all-out  nuclear 
attack.  Nevertheless,  it  is  perfectly  demon¬ 
strable  that  the  exlstance  of  ABM  systems  or 
the  prospect  of  ABM  systems  is  a  considerable 
impetus  to  the  other  side  to  build  up  his 
of fenslve  forces,  so  that  he  can  be  absolutely 
sure  of  being  able  to  overwhelm  the  ABM  system. 

In  tills  connection,  you  may  recall  that  in 
the  late  1960's  some  of  our  American  worst- 
case  planners  predicted  that  before  very  long 
if  we  wanted  to  launch  a  retaliatory  strike 
against  the  Soviet  Union  it  would  be  necessary 
to  penetrate  thousands  of  Soviet's  ABM's, 

Well,  the  SALT  ABM  Treaty,  which  was  recently 
signed  in  Moscow,  limits  the  Soviets,  as  it 
does  us,  to  200  ABM  launchers.  So  you  can 
see  this  is  a  considerable  difference. 

Now,  1  think  that  this  is  really  the  most 
significant  thing  which  has  come  out  of  the 
SALT  talks.  This  limitation  on  ABM  systems 
to  a  very  low  level  means,  first  of  all,  that 
our  retaliatory  deterrent  capability  is  assured; 
it  means  that  a  first  strike  is  no  longer  a 
rational  concept;  and  finally,  the  existence 
of  the  ABM  Treaty  means  that  the  stimulus  to 
build  up  offensive  forces  is  very  considerably 
diminished.  As  a  result,  it  should  be  possible 
in  the  follow-on  negotiations  not  only  to 
broaden  the  offensive  limitations  which  we 
have  already  placed  in  the  first  round,  but 
perhaps,  even  to  start  thinking  of  certain 
reductions. 

The  other  potentially  destabilizing  factor  in 
the  equation  which  I  mentioned  is  the  possibil¬ 
ity  that  one  side  might  try  to  nulify  the 
retaliatory  capability  of  the  other,  specifi¬ 
cally  by  building  up  a  missile  force  which 
would  destroy  the  land-based  missiles  of  the 
other  side  before  they  have  a  chance  to  leave 
the  ground.  Of  course,  even  if  such  a  strike 
as  this  were  a  lUOX  successful,  the  side  that 


was  hit  could  still  retaliate  with  its  bombers 
and  with  its  submarine-based  missiles.  Neverthe¬ 
less,  even  the  apparent  threat  of  building  up  a 
missile-killing  force  is  an  unsettling  thing, 
and  you  will  recall  that  our  government  expressed 
concern  a  number  of  times,  prior  to  the  SALT 
agreements,  about  the  build-up  of  large  Soviet 
missiles  like  the  SS-9,  which  seemed  to  be 
destined  for  this  role. 

Well,  the  Interim  Agreement  on  offensive  strategic 
systems  does  limit  the  SS-9,  as  well  as  other 
intercontinental  ballistic  missiles.  Although, 
as  mentioned,  I  think  the  ABM  Treaty  really  is 
the  most  significant  thing  to  come  out  of  the 
SALT  agreements,  ironically,  much  of  the  public 
interest  seems  to  have  centered  on  the  Interim 
Agreement  on  offensive  systems;  and  I  think  the 
reason  for  this  is  quite  plainly  that  this  was 
the  target  of  most  of  the  criticism  which  has 
taken  place.  The  criticism  is  leveled  at  the 
fact  that  the  Interim  Agreement  allows  the 
Soviet's  to  maintain  a  lead  In  the  number  of 
ICBM  launchers  and  SLBM  launchers.  Now,  I  think, 
that  if  you  are  faced  with  this  question  and  you 
want  to  explain  it  to  someone,  you  can  point  out 
that  both  sides  gain  certain  advantages  in  the 
offensive  limitations,  and  actually  we  come  out 
extremely  well. 

To  begin  with,  the  Interim  Agreement  on  offensive 
systems  limits  two  major  Soviet  offensive  systems 
which  have  been  rapidly  building  up:  their 
ICBM's  and  their  SLBM's,  and  it  does  not  affect 
any  on-going  or  planned  American  prograin. 

By  the  same  token,  if  we  did  not  have  the  SALT 
agreements,  the  Soviet's  would  have  been  able  to 
build  up  to  a  very  much  larger  number  than  they 
are  allowed  to  retain  under  the  5-year  freeze. 

Other  advantages,  from  the  American  point  of 
view,  of  the  offensive  agreement  are  the  fact 
that  the  SS-9  is  limited;  the  fact  that  we  have 
a  considerable  lead  in  missile  technology  and 
accuracy,  and  perhaps  most  important:  in  MIRV 
technology,  multiple  warhead  technology.  We  now 
have  a  lead  of  about  2  1/2-to-l  in  warheads,  and 
by  the  time  the  5-year  freeze  is  over,  it's 
expected,  I  think,  that  we  will  have  more  like 
a  3-to-l  lead.  Another  advantage  for  the  American 
side:  the  Interim  Agreement  does  not  cover 

bombers,  and  we  have  an  advantage  in  strategic 
bombers  about  460  to  140.  And  finally,  although 
they  are  not  central  to  the  main  strategic  equation, 
I  think  it  is  relevant  to  take  into  account  that 
over  and  above  these  central  systems  we  have  about 
2,000  aircraft  overseas  at  bases  and  on  carriers, 
which  also  have  a  nuclear  capability. 
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We  see  certain  advantages  in  SALT,  and  the 
Soviet's  do  too;  and  what  it  all  bolls  down 
to  is  that  these  agreements  are  in  our  mutual 
interest.  Without  wishing  to  seem  simplistic 
or  rhetorical  about  it,  I  think  the  first 
advantage,  at  seen  by  both  sides,  they  reduce 
the  likelihood  of  nuclear  war.  Over  the  long 
run,  also,  we  can  expect  rather  considerable 
savings. 

Now  in  the  matter  of  savings,  I've  found  in 
talking  with  people  that  there  is  a  good  deal 
of  confusion.  It  is  a  little  bit  like  the 
Viet-Nam  story.  People  were  expecting  some 
rather  radical  drop  in  expenditures  on  stra¬ 
tegic  systems,  and  of  course  this  has  not 
happened.  Secretary  Laird  testified  recently 
that,  as  a  result  of  the  ABM  Treaty,  the 
Pentagon  projected  a  saving  in  this  fiscal 
year  of  about  $650,000,000,  and  over  the  next 
several  years  of  somewhere  between  5-  and  9- 
billion;  which  of  course  is  considerable.  But 
at  the  same  time  the  people  have  difficulty 
understanding  that  the  Administration  has 
asked  for  the  amount  it  has  for  modernization 
of  strategic  systems.  It  is  a  bit  difficult 
to  make  people  understand  that  this  is  a 
reasonable  stance,  that  we  cannot  guarantee 
in  advance  what  the  result  of  the  follow-on 
negotiations  is  going  to  be. 

Another  positive  aspect  of  the  SALT  agreements 
is  the  way  they  handle  the  verification  question. 
This  is  one  of  the  most  significant  steps 
forward  that  we  have  made.  As  you  know,  the 
agreements  provide  for  national  technical  means 
of  verification.  Of  course  the  idea  of  on-site 
inspection  has  become  a  kind  of  symbolic  thing, 
and  some  people  can't  understand  how  can  you 
really  expect  to  monitor  these  agreements  with¬ 
out  on-site  inspection.  However,  all  the 
intelligence  agencies  involved  are  satisfied 
that  we  can  monitor  the  agreements  adequately 
with  technical  means.  In  fact,  we  can  monitor 
them  a  great  deal  better  with  technical  means 
than  we  could  ever  have  hoped  to  do  with  on¬ 
site  inspections. 

The  corollary  to  this  verification  provision 
is  that  neither  side  will  Interfere  with  the 
other's  technical  means  of  verification,  I 
think  this  is  quite  a  significant  opening — 
really  a  very  important  political  and  psycho¬ 
logical  step  in  international  affairs. 

I  did  want  to  say  something  about  the  classi¬ 
fication  aspect  of  the  SALT  talks.  As  you  know, 
we  tried  to  keep  them  very  private.  We  had 
agreed  with  the  Soviets  that  we  would  do  so. 


The  reasons  are  slsiple.  If  you  are  going  to 
have  a  succesafu  negotiation,  you  can’t  have 
each  government  going  public  on  what  its  posi¬ 
tions  are,  for  then  it  is  obliged  to  defend 
them.  Also,  if  you're  dealing  with  another 
delegation  and  you  want  to  get  people  to  talk 
rather  frankly.  It  is  hard  to  do  that  if  they 
suspect  that  everything  they  aay  is  going  to 
wind  up  in  the  press  the  next  morning.  So  1 
think  that,  given  a  number  of  fairly  Important 
leaks  to  the  press  which  did  take  place,  our 
director,  Gerard  Smith,  head  of  the  U.S.  SALT 
delegation,  must  have  found  himself  in  an 
awkward  position  visa-vis  his  Soviet  opposite 
number.  As  for  the  degree  of  permanent  damage 
which  resulted,  I  don’t  know  really  if  anyone 
could  assess  this;  but  I  do  recall  one  article 
which  caused  us  particular  grief  because  it 
even  gave  a  fallback  position;  and  that's  not 
very  helpful  in  negotiations! 

I  will  ask  my  colleague  Dick  Durham  to  correct 
me  if  I'm  wrong  on  this:  it  has  been  decided 
that  since  the  negotiations  were  private  and 
the  general  record  of  the  negotiations  has  been 
kept  classified,  it  will  so  remain;  because,  of 
course,  these  negotiations  are  a  continuing 
thing. 

Well,  if  I  may  end  on  a  philosophic  note,  X 
think  one  of  the  most  interesting  things  about 
arms  control  is  that,  with  these  very  sophisti¬ 
cated  means  of  surveillance,  we  are  finally 
beginning  to  control  technology  with  technology. 
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INTRODUCTION  BY  HR.  BAGLEY 

Looking  at  this  assemblage  of  interested  people, 

I  am  struck  with  an  important  fact  -  this  is  not 
a  young  group  -  certainly  over  30  years  of  age, 
although  I  will  not  attempt  to  define  young.  It 
is  apparent,  however,  that  there  is  a  need  for 
(untired  blood)  young  people  in  Classification 
Management.  There  is  also  an  urgent  need  to 
develop  a  career  ladder  with  appropriate  curric¬ 
ula  for  education  and  training. 

I  have  long  contended  that  Clast  it  ttion  Manage¬ 
ment  is  a  good  career  field  for  -•  1  and  it  is 

gratifying  to  see  the  number  of  wu..,en  attending 
this  Seminar  -  a  greater  number  than  in  any  of 
the  past  Seminars. 

How  can  we  induce  more  people  to  enter  Classifi¬ 
cation  Management?  What  types  of  people  do  we 
want?  What  kind  of  backgrounds  should  they  have? 
What  personality  characteristics  should  they 
have?  These  are  some  of  the  questions  the  Panel 
will  start  to  address.  Each  ol  the  speakers  will 
address  the  subject  from  his  own  point  of  view  - 
Bob  Green  from  the  viewpoint  of  a  major  command 
where  management  skills  are  a  primary  require¬ 
ment;  Jim  Marsh  will  speak  from  experience  with 
AEC  classification  requirements  from  the  vantage 
point  of  an  AEC  contractor  with  DoD  responsibi¬ 
lities;  and  finally.  Jack  Robinson  will  take  the 
viewpoint  of  a  contractor  which  has  Navy-wide 
responsibilities. 

It  will  be  apparent  that  Classification  Manage¬ 
ment  Is  a  field  so  broad  that  no  single  set  of 
answers  Is  possible  or  even  reasonable.  But 
there  Is  a  single  thread  that  runs  through  the 
entire  spectrum  of  CM  activities  -  that  each 


classification  decision  Is  a  judgment,  bused 
on  information  available  at  :hc  time  a  decision 
Is  needed.  Therefore,  what  qualification  or 
qualities  should  people  need  in  order  to  make 
judgments? 

PRESENTATION  HV  MR.  GREEN 

No  one  associated  with  the  business 
of  security  classification  will  deny  that 
there  are  insufficient  numbers  of  qualified, 
expei lonced  Classl f icai ion  Managers  to 
properly  handle  the  job  of  determining  what 
Information  requires  protection  and  for  how 
long.  A  brief  look  at  the  evolution  of  the 
Classification  Management  Program  will 
provide  some  insight  into  this  condition  and 
whv  it  exists.  While  the  principles  of 
protecting  information  are  probably  as  old 
?s  man,  Classification  Management  as  an 
Identifiable  program  dates  back  only  to 
ldb3.  The  program  was  and  still  is 
considered  to  be  a  logical  function  of 
security,  although  there  are  sound  arguments 
and  some  precedents  for  divorcing  the 
classification  decision  from  the  protection 
of  information  once  it  is  classified.  Like 
so  many  fledgling  programs,  Classification 
Management  bar!  to  be  achieved  within 
existing  resources.  Therefore,  in  an  over¬ 
whelming  majority  of  cases,  persons  trained 
and  expo  lonced  in  various  other  facets  of 
security  became  Classification  Managers; 
suddenly  and  miraculously  endowed  with 
instant  expertise.  Again,  a  majority  of 
these  individuals  entered  or  remained  in 
the  security  program  on  the  basis  of 
military  or  civilian  duties  during  World 
War  LI.  It  might  be  interesting  to 
speculate,  at  some  more  opportune  time,  as 
to  whv  they  have  remained  in  a  program 
which  perpetually  lias  been  subject  to  "the 
slings  and  arrows  of  outrageous  fortune", 
i minor t a  1 1 v.ed  bv  Shakespeare  and  now  east 
by  in  increasingly  vocal  and  generally 
uninfot tiled  segment  of  society.  Effective¬ 
ness  of  the  program  thus  fat.  can  be  related 
direct lv  to  the  ability  and  desire  of  these 
captive  bodies  to  aci,  lire  new  skills  and  to 
accept  new  philosophies  which  were,  in  manv 
wavs,  contrary  to  their  previous  training 
and  experience.  Fortunately,  many  have 
become  the  type  of  program  managers  needed 
to  fulfill  Classification  Management 
objectives.  t’tliers  have  not,  for  a  variety 
of  reasons .  From  tills  brief  backward  look, 
one  very  clear  and  i.nnii stake, bl e  fact 
emerges  which  this  Society ,  Government  and 
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Industry  cannot  afford  to  ignore.  The 
current  body  of  Classification  Managers 
represents  a  generation  which,  however 
depressing  the  prospect,  is  rapidly 
approaching  retirement  age,  The  exodus  is 
already  noticeable .  It  will  increase 
significantly  over  the  next  five  years  or  so 
and  with  it  will  pass  a  great  deal  of  the 
knowledge  and  expertise  that  has  been 
developed  out  of  need  over  the  past  years 
As  most  of  you  know,  a  number  of  the  most 
knowledgeable  and  effective  members  of  this 
Society  are  no  longer  active  in  classifica¬ 
tion  management,  to  Lhe  great  loss  of  the 
profession  they  served  so  wel 1 .  The  point 
which  should  concern  us  all  is  .  .  where 
are  their  replacements?  What  qualifications 
should  we  look  for  in  the  search  for  future 
Classification  Managers?  How  can  young  men 
and  women  be  motivated  to  enter  this  field 
and  pursue  .areers  in  classification 
management?  These  are  questions  which  must 
be  answered  and  answered  soon. 

It  appears  to  me  that,  with  few 
exceptions,  little  has  been  done  l<> 
establish  career  development  programs  which 
will  attract  and  retain  the  promising  young 
people  needed  to  continue  an  effective 
program.  This  is  a  long  term  investment 
and  perhaps  one  r.f  the  reasons  It  has  not 
been  undertaken  earlier  stems  from  a  man¬ 
power  environment  which  makes  trainee 
positions  a  prohibitive  luxury.  Needless  to 
say,  the  penny  wise,  pound  foolish  adage 
applies.  Another  ct  ntributing  factor  which 
affects  Government  primarily,  bet  has  some 
imparl  on  Industry,  Is  the  lack  of 
recognition  of  classification  management  as 
a  career  field  and  the  absence  of  specific 
job  standards  for  classification  managers. 
Until  tills  is  corrected,  a  sound  and 
continuing  basis  for  career  development  will 
not  exist  and  an  uninterrupted  flow  of 
qualified  personnel  into  more  responsible 
Classified  Minagenient  positions  will  be 
more  bv  chance  than  by  design. 

Unlik,  Tonsy,  who  "just  g rowed"  and 
some  classified  information,  which  was  horn 
that  way.  Classification  Managers  must  be 
created  from  a  combination  of  native 
abilities,  required  skills  and  experience. 

Ci' i  tain  identifiable  traits  must  be  present. 
Cei' lain  acquired  skills  are  highly  desirable, 
sometimes  prerequisite,  in  positions 
involving  classification  of  information  in  a 
va.ietv  of  highly  specialized  technological 


disciplines.  As  a  last  ingredient, 
experience  has  vet  to  he  surpassed  as  the 
ultimate  teacher  for  those  willing  to  learn 
Few  applicants  for  Classification  Manager- 
positions  will  come  equipped  with  all  of  the 
desired  qualifications.  Those  with  the 
greatest  potential  must  be  trained  in  the 
areas  of  their  deficiency  and  all  recruits 
must  he  trained  in  specific  classification 
management  techniques. 

The  proper  combination  of  qualifica¬ 
tions  and  training  may  he  influenced  by  the 
nature  of  the  organization  in  which  the 
position  is  located:  large  versus  small, 
technical  versus  administrative,  highly 
specialized  versus  multi-faceted  activity 
and,  to  some  extent,  Government  versus 
Industry.  The  operational  concept  applied 
to  Classification  Management  is  also  a 
factor.  In  the  central  staff  concept,  in 
which  all  classification  decisions  are 
made  at  a  single  point  within  an  activity, 
personnel  must  be  hignly  skilled  and 
knowledgeable  in  all  areas  which  influence 
the  classification  decision;  i.e.  technical, 
security,  production,  accounting,  contract 
administration,  public  affairs,  operations, 
etc.  On  the  other  hand,  the  decentralized 
concept  minimizes  the  skills  required  of 
the  Classification  Manager  by  placing  the 
primary  responsibility  for  classification 
on  the  originator  of  documents,  subject  to 
guidance  issued  and  post-audit  by  the 
Classification  Manager.  In  a  third  concept, 
tht  team  effort,  which  is  probably  the  most 
widely  used,  all  factor'  hearing  on 
classification  ore  addressed  by  individual 
subject  experts  and  a  joint  decision  is 
reached.  The  Classification  Manager 
functions  as  the  Learn  leader  and 
coordinates  the  actions  of  the  team,  which 
may  ’r  may  not  he  structured  formal  iy. 

In  this  concept  lire  Classification  Manager 
normally  provides  the  security  input, 
although  there  are  instances  in  whlci:  his 
role  is  purely  that  of  coordinator,  tie¬ 
breaker  and  final  authority. 

There  are  proponents  for  each  of  these 
concepts.  However,  si  nee  my  experience 
has  been  primarily  with  tire  team  concept. 

I  will  limit  in v  final  comments  to  that 
concept.  Mv  fellow  panelists  will  no  doubt 
address  the  other  areas.  Let  us  assume 
I  hat  we  have  lire  opportunity  to  recruit 
new  blood  for  the  Classification  Management 
Program.  What  basic  qualifications  are 
needed?  What  training  should  be  provided 
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for  the  recruit?  Remembering  that  in  the 
team  concept  the  Classification  Manager,  as 
a  team  leader,  has  available  all  of  the 
technical  expertise  in  all  disciplines  with 
which  the  agency  is  concerned,  I  would 
place  heavy  emphasis  on  the  Management  in 
Class! t. cation  Management.  I  would  look  for 
ability  or  potential  in  the  following  areas, 
though  not  necessarily  in  this  order: 

Initiative :  This  is  a  natural  trait  wh<ch 
can  be  found  in  every  successful  manager. 

In  the  Classification  Management  business 
vary  little  will  be  done  unless  the  manager 
initiates  actions  voluntarily  and  pursir  s 
them  aggressively.  This  characteristic 
leads  to  Lho  establishment  of  solid  and 
constructive  working  relationships  with 
other  technical  experts,  which  are  an 
essential  element  of  the  team  concept. 

Native  Intelligence:  While  tho  merits  of 
formal  education  cannot  be  denied,  its 
application  is  sometimes  handicapped  by 
lack  of  "horse-sense"  and  the  ability  to 
ana  I  yap  a  situation  in  terms  of  logic  and 
reality.  No  derogatory  inference  is 
intended:  hut  we  have  all  hoard  of  lbs 
absent  minded  professor  who  is  a  genius  in 
bis  field  but  cannot  cope  with  reality. 
Classification  Management  must,  above  all 
else,  be  free  of  dogmatic  theories  and 
practices  which  cannot  he  defended  in  the 
light  of  current  reality.  This  type  of 
"horse-sense"  may  !•.  sharpened  hv  formal 
education  but  cannot  be  replaced  by  it. 

Pi  pi  oniacv :  l'he  Classification  Manager  must 
also  be  a  people  manager.  He  must  know 
when  to  listen  and  respect  the  opinions  he 
seeks  even  though  he  may  not  agree.  When 
a  decision  must  be  made  he  must  be  firm 
but  not  arbitrary  When  his  powers  of 
persuasion  have  been  exhausted  without 
success,  there  comes  a  time  when  lie  must  be- 
Insistent  without  destroying  bis  working 
relationships,  'lire  time  spent  in 
cultivating  these  relationships  can  be 
rewarding  In  a  poisons!  as  well  as  a 
business  sense . 

Coinmuni  <  a  t  ion  :  This  may  be  the  ."est 
important  qualification  of  all.  The 
bilrtv  to  rend  or  bear  and  undeiNtand,  and 
to  speak  nr  write  in  a  mannei  which  conveys 
a  preci'-  meaning  and  Intent  would  pinlmbly 
result  in  more  solutions  than  any  oihei 
single  factor  brought  t  hear  on  a  problem, 
hack  in'.;  this  ability,  whether  natural  or 


acquired,  the  Classification  Manager  is 
isolated  and  cannot  function  effectively. 

In  my  opinion,  the  importance  of 
formal  education  or  training  in  one  or  more 
of  tho  technical  disciplines  is  not  as 
great  in  the  team  concept  as  it  is  in  the 
central  staff  concept.  Obviously,  an 
interest  in,  and  affinity  for,  things 
technical  is  a  valuable  asset  even  in  the 
learn  concept.  It  does  wonders  when 
communicating  with  the  technical  members 
of  the  team,  but  it  is  not  essential,  as  is 
management  skill. 

In  the  line  of  formal  education  I 
would  look  for  a  Business  Administration 
major  with  a  minor  in  one  of  the  natural 
sciences.  A  second  choi ce  would  be  Liberal 
Arts  ir.  the  traditional  rense  of  sci once 
and  Immunities  -  not  a  curriculum  laced 
with  music  appreciation,  literature  and  the 
like.  Based  on  my  experience,  I  would  he 
mote  inclined  to  scrutinize  more  carefully 
the  other  qualifications  of  a  straight 
engineering  ot  science  major  to  insure  'hit 
management  potential  is  indicated. 

Having  found  the  individual  with  all 
ot  these  desirable  qualifications,  he  must 
still  be  indjeod  to  enter  the  Classifica¬ 
tion  Management  field.  If  he  is  good, 
many  respected  and  recognized  fields  will 
he  open  to  him  with  thr  promise  of 
financial  and  professional  rewards. 
Classification  Management  will  h»  hard 
pressed  tr  compete  for  this  kind  of  ta'enl 
until  the  program  has  nn  re  to  offer  in  the 
i v  of  to. 'mat  career  development. 

Pinging  olmises  an  I  personal  dedication 
will  not  fill  the  void  which,  can  he 
predict  *d  in  the  not  too  distant  future. 

Assuming  an  unexpected  stroke  of  luck, 
the  perfect  recruit  accepts  an  offer  of 
empl oyment  as  a  trainee  member  of  lire 
class i f J cat  ion  team.  There  must  follow 
an  extensive  period  of  on-the-job  training 
during  which  the  truinee  will  learn  the 
philosophy  and  specific  techniques  of 
classifying  information,  and  how  to  use  his 
management,  ski'ls  in  this  <?nvi  t  nrount  , 

During  this  period  he  should  be  exposed  to 
an  indoctrination  hv  each  of  the  experts 
with  whom  he  must  subsequent lv  work, 
training  session"!  should  he  arranged  with 
experts  in  each  major  technical  discipline 
involved,  contract  administrators, 
personnel  who  will  he  lire  utilinale  users 
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of  equipment  and  systems  under  development; 
in  short,  ar.y  group  whose  function  could 
influence  the  classification  decision. 

When  this  initial  phase  is  completed  the 
trainee  should  begin  to  participate  in 
actual  working  sessions  under  the 
supervision  of  a  senior  classification 
manager.  It  would  be  useful  and  informative 
if  the  trainee  could  viait  the  site  of 
major  r.E.B  or  Production  projects  or 
contracts  to  witness,  first  hand,  the 
Impact  of  the  classification  decision  on 
those  who  must  use,  handle  and  protect 
classified  information.  At  the  end  of  a 
year,  if  the  initial  evaluation  of  the 
recruit  was  sound  and  it  the  training  has 
been  effective,  the  trainee  should  he  able 
Vo  operate  independently  in  selected  areas. 

It  is  important  that  provisions  he 
made  for  periodic  refreshers,  particularly 
»n  technical  areas  so  that  the  Classifi¬ 
cation  Manager  is  ut  least  aware  of  changes 
in  state  of  the  ,irt  which  might  influence 
the  claosif icat ion  decision. 

When  1  started  to  record  some  thoughts 
for  this  paper  X  had  no  intention  of  taking 
a  "Devil's  Advocate"  position.  As  it  turns 
out,  I  seem  to  be  leaning  that  way.  There 
is  much  we  might  have  done,  hut  have  not 
done.  No  matter  how  sound  our  reasons,  the 
results  are  the  same;  Classification 
Management  has  been  painfully  slow  in 
achieving  recognition  as  a  profession,  if 
in  fact,  it  has  outside  of  our  own 
community.  It  is  time  for  this  Society  to 
develop  a  formal  position  on  Classification 
Management  Job  standards  and  career 
development  patterns  which  can  be  applied 
in  Government  on  a  mandatory  basis  and  in 
Industry  on  a  voluntary  basis.  This  is  an 
over-due  first  step  In  building  the 
foundation  for  the  viable  career  field 
necessary  to  support  the  program. 

With  Increased  emphasis  on  classifi¬ 
cation  management  evidenced  by  E.  0.  1165;!, 
other  legislative  proposals  and  current 
public  exposure,  the  challenge  and  the 
opportunity  is  here.  It  is  our  responsl- 
bi  I  i  ty  to  answer  i  t  . 

PRESENTATION  BY  MR.  MARSH 

When  Jim  Begley  asked  me  to  Join  this 
panel,  I  had  serious  reservations  about  the 
subject,  ostensibly  the  selection,  training, 
care,  and  feeding  of  a  classification  analyst. 


Osrtalnly  I  am  acquainted  with  the  subject. 

I  have  been  directly  Involved  in  classifi¬ 
cation  at  Sandla  Laboratories  for  fifteen 
years.  Over  that  period  I  have  developed  a 
number  of  unconventional  views  on  this 
subject,  as  well  as  others.  Only  after  Jim 
assured  me  that  he  didn’t  mind  my  displaying 
my  prejudices,  did  I  feel  comfortable  in 
accepting.  What  you  are  going  to  be  exposed 
to  now  are  Marsh's  personal  views;  no  one 
else  should  be  saddled  with  the  blame. 

Perhaps  a  few  words  about  my  own  back¬ 
ground  will  put  these  remarks  in  better 
perspective.  I  attended  a  number  of  univer¬ 
sities  from  Ann  Arbor,  Michigan,  to  Tuscon, 
Arizona,  and  accumulated  degrees  in  Business 
Management  and  Economics  along  the  way.  I 
even  attended  law  school  at  the  University  of 
Texas  for  a  short  time,  I  successively  taught, 
worked  In  accounting,  and  wrote  engineering 
procedures  before,  quite  by  accident,  I 
became  a  classification  analyat  (ABC  termi¬ 
nology).  I  explain  this  background  because 
what  I  am  about  to  tell  you  about  selecting, 
educating,  or  being  b  classification  analyst 
la  in  direct  contradiction  to  my  educational 
background  and  natural  interests. 

With  this  as  a  base,  let  us  take  a  look 
at  what  security  classification  really  is, 
and  how  it  relates  to  security  -  physical 
security,  document  security,  personnel 
clearances,  or  whatever.  I  have  worked  in 
the  Atomic  Energy  Commission  environment  for 
the  pest  twenty  years.  Hie  Atomic  Energy 
Commission  was  established  by  the  Atomic 
Energy  Act  of  19k*',,  ns  amended  in  1951*,  so 
you  see  that  classification  under  the  AEC  is 
a  requirement  by  Gtatute.  This  results  in  a 
situation  that  is  quite  different  from  that 
which  prevails  in  the  DOD  where  Executive 
Orders  cover  classification  and  security 
procedures.  Perhaps  this  Is  one  of  the  basic 
reasons  why  the  AEC  and  the  DOD  find  them¬ 
selves  at  odds  m  some  classification  matters. 
Perhaps  another  reason  for  the  difference  in 
attitude  or  philosophy  is  that  much  of  the 
information  classified  by  the  military 
establishment  is  operational  data  which  tends 
to  be  fluid  or  transient.  Most  of  the 
information  classified  under  the  Atomic  Energy 
Act,  on  the  other  hand,  is  technical  design 
information  of  a  more  permanent  nature.  At 
any  rate,  under  the  net,  information 
concerning  design,  manufacture,  and  use  of 
nuclear  weapons  ir  "born"  classified  as  many 
of  you  are  well  aware.  Of  more  than  passing 
interest  is  the  fact  that  Restricted  Data  and 
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Formerly  Restricted  Data  are  exempt  from  the 
declassification  provisions  of  the  new 
Executive  Order. 

I  believe  that  a  classification  deter¬ 
mination  is  a  quasi- legal  Judgement  based  on 
the  best  relevant  technical  information 
available,  together  with  the  pertinent 
classification  guidance  derived  from  the 
Atomic  Energy  Act  or  other  authority. 
Classification  decisions  or  Judgements,  of 
course,  Impinge  on  security  and  security 
regulations.  When  the  classification  analyst 
makes  a  decision  that  a  body  of  information 
(usually  technical)  requires  security  pro¬ 
tection  in  view  of  approved  local  or  program 
classification  guidance,  security  becomes 
responsible  for  determining  the  means  required 
to  protect  the  information.  Note  the  two 
distinctly  different  functions  and  responsi¬ 
bilities.  For  this  reason,  I  feel  that  it  is 
fundamentally  unsound  to  have  the  classifica¬ 
tion  function  reporting  to  the  security 
director  or  to  have  both  functions  reporting 
to  the  same  administrative  head. 

So,  what  place  in  the  organizational 
structure  should  the  classification  official 
occupy?  At  Sandia,  the  Classification 
Division,  which  I  supervise,  reports  to  the 
Technical  Publication  and  Art  Department,  and 
I  feel  that  this  is  certainly  a  reasonable 
base  from  which  to  operate.  My  division, 
however,  is  also  staff  to  the  Vice  President 
who  serves  as  Chairman  of  our  Classification 
Board  and  who  is  our  top  corporate  authority 
on  classification  matters.  In  accordance 
vttti  the  new  Executive  Order,  I  also  will 
serve  as  stnff  to  the  President  of  the 
laboratories  on  matters  relating  to  Top  Secret 
authcnti cation  and  control.  In  the  AEC  family, 
including  contractors ,  I  don't,  believe  that 
there  in  any  organizational  slot  specified 
for  the  classification  function.  The  only 
requirement  is  that  security  and  classifi¬ 
cation  not  report  to  the  some  administrative 
head.  This  is  u  fundamental  point:  obviously 
It  would  be  most  undesirable  to  have  the 
auditors  of  an  organization  report  to  the 
accounting  people,  or  vice  versa.  No  organi¬ 
zational  structure  should  allow  potential 
conflict  of  Interest.  On  the  other  hand 
being  too  rigid  is  not  rewarding  either.  I 
believe  that  the  successful  classification 
officer  must  work  with  both  technical  and 
administrative  people  constantly,  and  as 
harmoniously  as  possible,  to  minimize 
security  time  and  dollar  costs,  part lcularly 
In  placing  classified  contracts. 


To  put  my  remarks  in  perspective,  let  me 
tell  you  something  about  Sandia  Laboratories. 
Ssndin  Laboratories  was  established  in  19**5 
as  a  part  of  the  Los  Alamos  Scientific 
Laboratory  (LASL)  to  handle  future  weapons 
development  engineering  and  bomb  assembly 
for  the  Manhattan  Engineering  District,  the 
code  name  given  the  original  atomic  bomb 
project.  Tie  facility  was  a  branch  of  LASL, 
operated  by  the  University  of  California, 
until  l‘)l»9,  when  the  University  asked  to  be 
relieved  of  the  nucleur  ordnance  engineering 
Job.  President  Truman  asked  the  Bell  System 
to  assume  the  responsibility  for  operation  of 
Sandin,  and  Sandia  Corporation  was  formed  as 
s  subsidiary  of  Western  Electric  to  operate 
the  Laboratories  under  a  non-profit,  no-fee 
contract  as  a  service  of  the  Bell  System  to 
the  Atomic  Energy  Commission. 

Sandia  Laboratories  consists  of  two  major 
ordnance  engineering  and  R  &  D  facilities: 
the  headquarters  laboratories  at  Albuquerque, 
New  Mexico,  and  the  laboratories  at  Livermore, 
California. 

Snndiu's  principal  responsibility  is 
research  and  development  on  nuclear  ordnance  -- 
all  the  non-nuclear  aspects  of  U.  S.  nuclear 
bombs  and  warheads.  Together  with  the 
necessary  development  engineering,  we  are  also 
responsible  for  monitoring  production,  assuring 
quulity,  and  providing  training  courses  and 
manuals  for  the  using  services.  There  has  been 
a  marked  trend  in  our  laboratory  to  concentrate 
our  efforts  in  research  and  development,  s 
contrasted  to  engineering.  As  u  result, 

Sandia  has  acquired  u  hifjhly  qunlified 
technical  staff. 

The  Classification  Division  personnel  are 
members  of  the  laboratory  staff.  The  Job 
structure  consists  of  three  levels  of  classi¬ 
fication  analysts  and  a  supervisor  designated 
the  classification  administrator.  Jobs  are 
evaluated  under  the  position  evaluation  plan 
(PEP)  which  establishes  the  relative  worth  of 
various  administrative  positions.  The  rating 
is  based  on  Job  knowledge,  problem  solving 
ability,  and  dollar  accountability.  A  person 
■'1th  proper  quallf ientions  can  enter  at  any 
Job  level  commensurate  with  his  qualifications 
and  Job  experience.  Fortunately,  our  vege  and 
administrative  people  rank  our  positions  high 
in  both  .job  knowledge  and  problem  solving 
ability.  Hence,  we  hnve  a  point  rating  which 
allows  us  to  hove  a  good  salary  range.  I  feel 
also  that  our  people  contribute  substantially 
to  dollar  accountability  because  of  their 
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proven  ability  to  point  out  Deane  of  cost 
savings  to  the  operating  people.  Incidentally, 
I  feel  that  many  agencies  do  themselves  a 
great  disservice  by  submerging  the  classifica¬ 
tion  ,)ob  In  the  security  structure  thereby 
reducing  Its  Importance  and  thus  pay  scale  or 
08  level.  This  happened  very  recently  at 
Kirtland  Air  Force  Base  and  the  Job  level  of 
the  classification  manager  was  reduced  two 
grade  levels.  The  ABC,  by  using  considerable 
care  in  establishing  Job  requirements  and  Job 
descriptions,  has  been  able  to  establish  a 
flexible  Job  structure  which  attracts  and 
retains  professional  level  people. 

Before  1  discuss  the  qualifications  and 
training  of  classification  analysts,  let  me 
briefly  list  the  activities  performed  by  my 
division: 

1.  Provide  advice,  counsel,  resolution 
on  classification  problems  and 
questions. 

2.  PreDare,  coordinate,  and  Justify 
new  and  revised  classification 
guidance. 

3.  Review  documents,  work  projects, 
material,  and  hardware  as  they 
are  generated. 

4.  Conduct  classification  education 
programs,  both  general  and  on 
specific  subjects. 

3.  Prepare  aubcontractor/consultant 
guidance,  education,  and  liaison. 

6.  Review  older  documents  and  projects 
for  downgrading  or  declassification. 

7.  Carry  on  intercontractor/agency 
communication. 

One  of  the  classification  administrator's 
most  important  Jobs,  as  I  am  sure  you  recog¬ 
nize,  Is  to  recruit  and  maintain  a  capable 
staff.  This  Is  quite  a  trick  in  view  of  the 
tight  dollar  situation,  particularly  in  a 
laboratory  such  as  Sandla  which  Is  continually 
reducing  the  ratio  of  the  administrative  staff 
to  the  technical  personnel.  Over  a  period  of 
twelve  or  fourteen  years  I  have  hired  about  a 
dozen  classification  analysts  and  interviewed 
many  more.  Basically,  what  I  look  for  In  an 
applicant  la  a  broad  educational  background 
with  strength  In  the  pure  sciences  or 
engineering  areas.  It  Is  most  Important  that 


a  potential  analyst  have  the  ability  to 
communicate  well  both  on  a  person-to-person 
basis  and  In  writing.  Age  Is  not  necessarily 
e  consideration,  although  I  have  avoided 
hiring  young  candidates  Just  out  of  school. 

By  the  same  token,  older  folks  with  no  par¬ 
ticular  skills  or  applicable  background 
usually  do  not  fit  our  requirements.  It  Is 
helpful  If  the  Individual  has  what  I  would 
call  a  quesl-legal  Inclination,  06  I  feel  that 
the  process  of  making  classification  deter¬ 
minations  is  somewhat  akin  to  the  Judicial 
process. 

It  Is  absolutely  essential  that  the  Job 
candidate  have  the  patience  and  forbearance 
required  to  deal  with  the  frustrations  of 
classification.  It  's  difficult  to  really 
assess  personal  characteristics  during  a  short. 
Interview,  but  while  discussing  the  positive 
and  negative  aspects  of  the  position,  you  can 
usually  determine  how  the  candidate  would 
react  to  the  Job  situation. 

Another  characteristic  that  Is  difficult 
to  evaluate  Is  Judgement.  Obviously,  clossi- 
ficatlon  managers  or  analysts  do  not  last  long 
If  their  Judgment  la  poor.  The  prime  requi¬ 
site  for  making  good  dec Is ions  is  a  thorough 
evaluation  of  all  relevant  information  before 
making  a  Judgement.  Another  factor  is 
individual  motivation.  In  this  current  era 
when  good  positions  are  hard  to  find,  many 
engineers  with  Bachelors  and  even  Masters 
degrees  are  finding  it  hard  to  compete  in  an 
environment  which  caters  to  PhD’s.  This, 
together  with  the  growing  professionalism  in 
classification  management,  prompts  the  scien¬ 
tist  or  engineer  to  consider  it  more  seriously 
as  a  career  than  used  to  be  the  cose.  Of  the 
percons  I  hove  Interviewed  or  hired,  the  best 
candidates  huve  been  those  with  rather  broad 
educotionol  backgrounds,  skill  in  technical 
writing,  and  the  ability  to  elicit  technical 
Information  from  the  engineer  or  scientist. 
Many  outstanding  candidates  for  classification 
management  were  young  ex-military  men  who  had 
been  connected  with  the  then  Field  Command, 
DASA  Weapons  School.  These  young  officers 
generally  had  a  good  technical  background  plus 
a  basic  knowledge  of  weapons,  which  of  course 
was  of  great  benefit  in  our  work.  In  empha¬ 
sizing  the  importance  of  o  technical  degree 
(which,  In  fuct,  ABC  requires  for  its  classi¬ 
fication  officers)  It  would  be  an  oversimpli¬ 
fication  to  Indicate  that  the  mere  fact  that 
an  Individual  has  a  technical  degree  assures 
either  interest  in  or  skill  at  classification. 
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Wie  classification  manager  to  be  most  effective 
must  have  some  knowledge  and  understanding  of 
every  project  at  his  installation.  Obviously, 
no  man  has  enough  technical  information  in 
depth  to  be  able  to  answer  any  and  all 
inquiries.  Early  in  my  career  in  classifica¬ 
tion  management  I  learned  that  the  best  way  to 
survive  with  a  limited  technical  background  waa 
to  obtain  information  from  qualified  indi¬ 
viduals  in  the  various  technical  fields  at 
Sandia  —  to  ask  questions  and  more  questions. 
Experience  has  shown  that  most  technical  people 
are  glad  to  expound  on  their  area  of  expertise 
if  you  ask  the  right  questions  in  the  right 
way.  It  doesn't  pay  to  be  bashful  In  asking 
questions.  Especially,  the  trainee  should 
learn  that  there  are  no  "dumb"  questions  if  he 
is  honestly  seeking  information.  Ihe  other 
side  of  the  coin  is  that  no  one  should  try  to 
bluff  his  way  by  trying  to  give  the  impression 
that  he  understands  complicsted  technical 
problems.  Laser  technology,  for  example,  is  a 
new  and  extremely  complex  area  which  should  be 
"off  limits"  to  oil  but  a  very  few  well  in¬ 
formed  individuals.  I  recall  very  vividly 
working  for  a  man  that  was  proud  of  his  "nickel 
knowledge"  which  he  frequently  tried  to  stretch 
to  3-bits  or  4-bits  worth.  Ihe  number  of  times 
I  was  embarrassed  for  him  when  he  tried  to 
climb  in  off  the  limbs  he  had  put  himself  on 
are  more  than  I  care  to  remember. 

Once  you  have  hired  a  candidate  whom  you 
feel  will  make  a  top  flight  classification 
analyst,  how  do  you  train  him  to  optimise  his 
capabilities,  and  therefore  his  worth  to  your 
organization?  Hie  first  few  months  in  the 
classification  business  are  frustrating  to 
many  people  because  there  ore  really  no 
courses  taught  in  classification  management, 
and  skill  in  decision  making  and  problem 
solving  is  learned  only  by  exposure  and 
experience  over  a  lengthy  period.  But,  there 
are  a  good  many  things  that  the  supervisor  can 
do  to  make  the  break-in  period  both  more 
palatable  and  more  useful.  I  will  list  a  few 
of  the  tools  and  the  means  of  training  a  new 
Classification  analyst. 

1.  He  should  be  given  a  broad  knowledge 
of  the  basic  classification  policies 
and  procedures  of  the  AEC  ( DOD) 
including  a  working  knowledge  of 
the  Atomic  Enerfflr  Act  or  Executive 
Order(s). 

2.  He  should  have  or  acquire  a  general 
knowledge  of  ull  active  programs  at 
his  installation  with  particular 
emphasis  on  the  classified 
activities. 


3.  He  should  participate  and  meet  with 
other  organizations  including  in  the 
case  of  the  AEC,  the  Operations 
Office,  and  the  headquarters  people 
and  the  integrated  contractors.  He 
should  attend  working  sessions  on 
joint  programs  with  various  using 
services  and  visit  contractors  with 
classified  subcontracts. 

4.  He  should  try  to  acquire  a  general 
familiarity  with  the  many  related 
security  regulations  such  as 
security  clearances,  mail  channels, 
and  report /document  marking.  Ibis 

is  not  to  say  that  the  classification 
analyst  should  presume  to  make  himself 
an  expert  in  security  matters,  t jt 

almost  inevitably  during  my 
classification  orientation  session 
questions  are  raised  which  have 
security  overtones.  I  have  found 
that  my  classification  organization 
is  being  drawn  more  and  more  into 
discussions  relating  to  security 
markings  as  well  as  classification 
per  se.  Some  recent  examples  of 
this  have  been  the  implementation 
of  CNWDI,  the  revision  of  AEC 
Manual  Chapter  2108  on  weapon 
data  reports,  retention  periods  as 
they  relate  to  the  AEC's  crash 
declassification  program,  and 
most  recently,  implementation  of 
the  Executive  Order  11652  which  will 
be  reflected  in  revised  ABC  Manual 
Chapters  2105  and  3401. 

5.  He  should  be  involved  in  face-to-face 
office  discussions  whenever  possible, 
attend  orientation  and  technical 
briefings,  and  as  soon  as  possible 

be  given  small  projects  under  the 
direction  of  a  senior  staff  person. 

6.  He  should  learn  to  use  available 
tools  in  the  office  --  guides,  files, 
manuals,  and  outside  agency  infor¬ 
mation.  He  should  be  acquainted 
with  the  drawing  filee,  the  central 
technical  files  and  their  contents 
and  the  computer  facilities.  It  is 
clear  that  an  analyst  with  some 
programming  skill  will  find  that 
this  ability  is  very  useful.  Oats 
processing  will  undoubtedly  receive 
greater  emphasis  in  the  future,  e.g. , 
the  growing  use  of  indices  by  the 
AEC, 
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7.  He  should  meet  members  of  the  company 
classification  committee  if  one  exists. 
At  Sandls,  the  Classification  Board 

is  made  up  of  senior  members  of  the 
technical  staff  (AEC  designates  them 
as  Responsible  Reviewers  with  Indi¬ 
vidual  areas  of  expertise)  who  are 
available  for  advice  on  classification 
matters. 

8.  He  should  attend  and  participate  in 
all  classification  education  sessions 
conducted  by  the  Division  Including 
new  staff  briefings,  new  supervisor 
orientation,  secretarial  refreshers, 
and  special  topic  presentations. 

9.  The  weapon  contractors  of  the  AEC 
have  a  rather  unique  group  known  as 
the  Weapon  Contractors  Classification 
Conference  which  includes  all  the  AEC 
weapon  contractors  and  meets  three  or 
four  times  a  year.  At  these  confer¬ 
ences  we  air  mutual  classification 
problems,  listen  to  technical 
briefings,  and  tour  the  various  AEC 
facilities.  It  is  useful  for  people 
new  in  the  profession  to  attend  these 
meetings  and  listen  to  the  sometimes 
heated  discussions  which  result.  It 
is  also  useful  for  new  personnel  to 
visit  other  contractors  as  individ¬ 
uals  for  a  general  orientation  end 
philosophical  discussion.  We  welcome 
visits  of  new  classification  people 
from  other  contractors  or  government 
offices. 

I  have  already  emphasised  some  of  the 
personal  attributes,  skills,  and  education 
that  I  feel  are  necessary  for  success  in 
classification  management.  Let  me  once  again 
emphasise  the  Importance  of  oral  and  written 
communication.  All  of  you  appreciate  the  fact 
that  particularly  in  classification,  any  rules 
or  guidance  that  can  be  mirunderstood  will  be 
misunderstood.  Therefore,  it  must  be  e  pri¬ 
mary  aim  of  classification  management  that  ell 
written  guidance  must  communicate  the  same 
Ideas  to  all  users.  In  essence,  a  guide  la  a 
means  of  formalizing  and  communicating  Judge¬ 
ments  made  for  use  by  others. 

During  the  years  I  have  been  associated 
with  classification,  I  have  had  the  pleasure 
of  knowing  people  like  Don  Woodbridge,  Union 
Carbide  -  Y-12,  Lee  Redman  and  Bob  Krohn  of 
LASL,  Dean  Warner  and  Art  Thomas  of  LLL,  and 
many  other  fine  gentlemen  from  the  manufac¬ 


turing  and  production  agencies,  the  AEC,  DASA, 
RASA,  and  the  using  services  and  their  con¬ 
tractors.  It  is  fair  to  say,  at  least  as  far 
as  the  AEC  is  concerned,  that  the  most  success¬ 
ful  individuals  hsve  been  those  with  a  broad 
technical  background  and  an  outstanding 
ability  to  communicate.  Surprisingly  enough, 
the  most  frequent  technical  background  is 
chemistry,  and  a  number  of  the  classification 
people  possess  advanced  degrees  in  the  subject. 

In  surnmsry,  I  emphasize  that  class  if  i- 
cation  and  security  can  and  muat  be  treated 
■a  two  separate  functions,  and  the  difference 
must  be  understood  by  management.  Classifi¬ 
cation  and  security  must  be  separated  in  the 
organizational  structure.  Further,  the  Judge¬ 
ment  that  Information  (including  material) 
requires  protection  should  be  made  by  a 
knowledgable  classifier  based  on  a  competent 
technical  evaluation,  as  well  as  the  appro¬ 
priate  classification  guidance.  It  is  not 
clear  that  there  can  be  specific  rigid  quali¬ 
fications  listed  for  a  class if icot ion  analyst, 
but  certainly  a  broad  educational  background 
with  emphasis  in  some  technical  area  such  as 
physics  or  chemistry  is  desirable,  along  with 
the  capabilities  to  communicate  effectively 
and  exercise  good  Judgement.  Although  no 
field  of  formal  course  study  is  available 
for  classification  managers,  there  are  means 
that  any  organization  can  improvise  to  supply 
the  necessary  "on-the-job"  troining. 

In  closing,  let  me  digress  briefly  to  sny 
that  it  is  n\y  hope  that  the  new  Executive 
Order,  although  imperfect,  will  be  implemented 
as  uniformly  aa  possible  by  all  agencies,  with 
the  result  that  there  will  be  great  improve¬ 
ment  in  classification  and  declassification 
policies  and  procedure.  Frankly,  I  feel  that 
in  recent  months  the  classification  management 
function  has  been  badly  maligned  by  a  few 
over-zealous  critics.  I  believe  that  through 
our  claaalf lcatlon  function  and  our  society, 
we  can  demonstrate  that  we  are  renl  pro¬ 
fessionals. 

PRESENTATION  BY  HR.  ROBINSON 

As  the  third  speaker,  one  always  has  some 
trepidation  -  especially  being  the  third  man 
on  such  a  prestigious  totem  pole  as  this; 
one  can  either  face  the  situation  that  you're 
completely  free  to  comment  since  what  the  two  * 
previous  speakers  have  Raid  or  didn't  say 
doesn't  overlap  what  you  plan;  or,  you  may 
find  that  you've  been  preempted  completely  on 
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what  you  had  intended  to  present.  In  this 
instance,  fortunately,  neither  of  these  extremes 
is  in  fact  the  case. 

For  those  of  you  who  may  not  know  about  the 
Center  for  Naval  Analyses,  I  should  identify 
that  it  is  one  of  those  unusual  organizations 
called  a  Federal  Contract  Research  Center.  If 
you  have  read  about  them,  you  are  probably  aware 
that  recent  Congressional  activities  are  not 
necessarily  designed  to  ensure  their  perpetua¬ 
tion!  However,  the  kind  of  organization  we  are 
does  bear  on  our  approach  to  Classification 
Management  matters. 

Considering  the  comments  of  the  two  previous 
speakers,  we  might  say  that  Bob's  presentation 
was  in  the  more  general  approach,  as  befits 
their  supervisory  responsibilities,  and  certainly 
Jim' 8  critique,  as  would  be  expected,  was  tail¬ 
ored  in  a  very  specific  fied.  With  our  organi¬ 
zation,  I  suppose  one  might  characterize  my 
approach  as  the  generally-specif ic I 

We  are  examining  the  field  from  the  point  of  view: 
"whom  does  one  get  into  it,"  and  then  "what  does 
one  do  with  them."  An  aspect  affecting  the  first 
part  is  found  in  the  new  Executive  Order  11652 
and  its  implementing  program.  I  should  like  to 
quote  from  the  NSC  implementing  directive  of 
17  May  since  it  presents  for  the  first  time  in 
writing,  Co  the  best  of  my  knowledge,  a  piece 
of  information  very  useful  to  all  of  us.  In 
Section  10,  entitled  "Departmental  Implementa¬ 
tion  and  Enforcement,"  "Action  Program,"  I  read: 

"Those  departments  listed  in  2A  and  B  of 
the  Order  shall  assure  that  adequate  person¬ 
nel  and  funding  are  provided  for  the  purpose 
of  carrying  out  the  order  and  directives 
thereunder." 

This  seems  to  be  the  very  first  time  that  an 
official  statement  has  recognized  that  funding 
and  people  are  quite  important  in  having  an 
effective  classification  program.  I  call  it  to 
your  attention  since  you  may  not  have  had  the 
opportunity  to  see  it  yet.  It  will  be  found  also 
in  the  forthcoming  DOD  Instruction  5200.1. 

Having  noted  a  potential  source  of  support  for 
the  program,  let  me  proceed  to  outline  some  of 
the  elements  of  whome  we  try  to  get  and  what  do 
we  do  with  them.  First,  what  is  our  approach? 

We  have  taken  the  central  office  approach,  as 
described  by  Bob,  and  I  think  it  is  Important  to 
establish  a  few  of  the  facts  aa  to  why  this  was 
chosen.  Bob  characterized  the  CNM  effort  as  a 
team  effort  principally,  and  In  some  ways  the 


central  office  ia  not  actually  different  from 
that.  The  application  differs  somewhat  as  I 
will  cover. 

As  one  examines  a  group  such  as  ours,  we  find 
a  very  broad  spectrum  of  things  with  which  we 
must  deal.  They  range  from  the  quite  techni¬ 
cal,  as  Jim  Marsh  would  describe,  to  essen¬ 
tially  the  abstract;  covering  most  of  the 
points  in  between.  Such  aa  examining  new 
weapon  technology  for  application  or  exchange 
with  existing  weapons  -  What  could  you  do  with 
weapon  IB  if  you  had  it?  Would  it  be  more 
effective  to  have  a  few  more  of  such  and  such 
or  a  few  less?  What  will  we  do  in  Europe  in 
1985,  and  with  what?  What  plan  is  the  most 
effective  for  achieving  a  given  end;  and,  again, 
with  what? 

To  operate  in  such  an  environment  one  needs  not 
only  a  foundation  of  plans,  one  needs  also  the 
capability  to  understand  and  examine  the  impli¬ 
cations  of  technology.  Recognizably,  technology 
infringes  on  all  of  us,  and  it  does  have  a 
bearing  on  some  comments  which  1  will  make  later 
concerning  people. 

We  also  must  contend  with  a  variety  of  guidance 
.let  us  recognize  that  a  group  operating  on 
matters  such  as  these  gets  classification 
guidance  sometimes  in  rather  weird  ways  -  and 
attempt  to  use  that  "guidance"  correctly. 

There  are  two  basic  conditions  in  connection 
with  guidance  that  exist  either  in  government 
or  industry.  1  think  one  can  recognize  that  in 
industry,  to  address  it  primarily,  either  it  is 
principally  paper  producing  (with  possibly  an 
ancillary  production  in  hardware  or  software) 
or  it  is  essentially  only  producing  hardware. 

In  the  case  of  the  DD  254  issued  for  hardware 
production,  1  think  it  generally  can  be  said  to 
contain  fairly  good  and  complete  guidance.  In 
the  case  of  the  DD  254  issued  for  the  paper- 
producer,  on  the  other  hand,  is  rarely  complete 
and  that  is  perhaps  an  understatement. 

In  this  connection,  ours  could  be  characterized 
as  a  fishing  license  or  a  hunting  license  - 
either  one.  We're  authorized  to  seek  any 
guidance  we  can  get  but  guidance,  as  I  commented 
does  come  in  some  weird  ways  and  some  of  it  Is 
very  bad  indeed. 

An  illustrative  example  of  current  bad  guidance 
issuing  under  the  new  Executive  Order  shortly 
after  it  became  effective:  we  were  regaled  with 
a  message  from  a  fleet  commander  who  classified 
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as  Secret,  Exemption  Category  3,  the  mere  face 
that  he  wanted  aid  in  planning  an  exercise. 
Exemption  category  3,  as  you  may  remember, 
covers  plana.  His  use  of  that  category  for  this 
purpose  wouldn't  have  seemed  Intended  by  the 
Executive  Order.  However,  if  someone  writing  in 
response  to  this  message  had  to  directly  incor¬ 
porate  some  of  the  text,  the  Secret  classifica¬ 
tion  would  have  to  be  used,  when,  in  fact,  it 
should  have  been  Unclassified.  If  one  were  in  a 
superior  chain  of  command,  one  could  change  the 
classification,  of  course,  and  one  could  reclame 
an  inappropriate  classification.  On  the  other 
hand,  it's  not  always  convenient  to  reclama  to 
higher  authority. 

This  kind  of  case  is  helped  considerably  by  a 
"central  office"  approach  where  there  can  be  a 
bit  better  capability  to  steer,  guide,  and 
select  an  appropriate  course  of  action  without 
having  to  perpetuate  a  bad  classification — an 
individual  author  in  a  technical  field  may  not 
be  able  to  perceive  how  best  to  solve  such  a 
problem. 

In  this  connection,  what  other  kinds  of  things 
could  we  expect  a  central  office  to  field?  He 
must  recognize,  as  Bob  quite  rightly  observed 
and  so  did  Jim,  one  cannot  expect  to  have 
expertise  in  all  fields.  One,  therefore,  could 
really  quite  properly  question  whether  a 
"central  office"  covering  the  spectrum  I  have 
described  could  be  feasible.  Such  a  question 
I  shall  attempt  to  cover  as  I  then  get  to,  "Whom 
does  one  select."  For  the  moment  I  will  discuss 
a  bit  further  how  one  approaches  the  problem  of 
coverage  of  many  fields. 

If  you  are  examining  a  cloth,  a  large  cloth,  and 
you  are  concerned  with  classification  matters 
within  it,  you  in  a  central  office  can  examine 
and  focus  your  attention  on  differences  in  the 
pattern.  Which  parts  of  the  pattern  are  changing 
and  which  continue.  What  are  the  pattern  ele¬ 
ments  that  cause  something  to  be  classified  or 
not  as  the  case  may  be?  If  you  are  the  author, 
your  point  of  view  is  necessarily  much  different. 
Irrespective  of  whether  you  are  thinking  in  terms 
of  budgets  or  technical  matters,  I  suspect  your 
primary  concern  is  the  logic  of  your  arguments 
and  points  which  you  raise. 

In  this  connection,  EO  11652  does  not  eliminate 
judgment.  Even  yesterday,  for  example,  when  the 
new  statements  were  being  explained,  George 
MacClaln  commented  that  one  case  -  RJ>  or  FRD  - 
was  clearcut  and  therefore  needed  no  further 
amplification.  In  some  papers  the  question  looms 
as  to  whether  RD  or  FRD  is  In  the  paper.  That 


judgment  is  not  always  so  easy  to  make  as  fall¬ 
ing  off  a  log.  Authors  are  prone  to  unthinkingly 
atick  in  phrases  in  the  weirdest  places,  complete¬ 
ly  forgetting  that  a  single  phrase  may  Indeed 
make  the  paper  restricted  data.  In  many  Instances 
this  kind  of  thing  has  happened.  In  fact,  papers 
we  receive  from  places  which  ought  to  know  better 
are  sometimes  similar  and  in  our  particular  case, 
we  have  to  protect  our  clients  as  well  as  our 
authors. 

Then  in  a  central  office  you  are  able  to  use  more 
effectively,  because  you  have  concentrated  on  the 
pattern,  official,  formally  released  information. 
Note  the  emphasis  on  official  because  official 
release  and  publication  are  quite  different 
matters  as  I'm  sure  all  of  us  know.  But,  official 
releases  can  be  used  very  effectively  for  quick 
changes  in  classifications.  When  the  Secretary 
of  Defense,  who  is  the  principal  authority  for 
classification  if  you  are  in  the  defense  business, 
makes  a  determination  that  certain  pieces  of  infor¬ 
mation  are  now  to  be  released,  they  are  then 
unclassified,  A  written  guide  in  hand,  covering 
such  Information,  would  not  be  able  to  be  changed 
until  much  later,  recognizing  the  time  necessary 
for  rewriting,  printing,  and  distribution.  I 
believe  the  impact  here  has  often  not  been  fully 
appreciated — authors  in  their  respective  fields 
could  hardly  be  expected  to  keep  up  with  this  body 
of  Information.  As  an  aside,  it  seems  hard  to 
imagine  what  Congress  would  do  with  any  more  in¬ 
formation  than  it  now  has;  despite  this  fact,  one 
does  hear  still  about  denying  Information  to 
Congress.  Returning  to  our  point,  under  these 
circumstances  a  central  office,  being  able  to 
focus  attention,  can  help  the  authors  in  very 
practical  ways.  An  additional  element,  not  only 
are  they  not  able  to  pay  attention  to  many  of 
these  matters,  but  also  they  are  prone  to  forget 
where  they  have  learned  some  fact  and  whether  it's 
classified.  In  our  group  we  have  been  able  to 
protect  both  the  client  and  the  author. 

Granted  that  this  may  be  true,  still  the  question 
exists,  how  can  it  work?  As  we  know,  it  must  work 
or  obviously  It  would  not  exist  for  very  long.  The 
question  of  what  would  you  do  if  you  wanted  to 
create  a  central  office  would  hinge  importantly  on 
people.  That  brings  me  to  one  of  the  two  main 
points  we  are  trying  to  address:  Whom  would  you 
choose? 

Our  group,  and  those  whLch  are  oriented  towards 
military  activities  per  se.  seek  a  foundation  in 
or  an  inclination  toward  military  matters.  It's 
important  that  an  individual  selected  have  this 
for  a  number  of  reasons;  some  evident  and  some  not 
so  evldeut.  Questions  arise  where  an  understanding 
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of  the  background  aids  significantly  in  assess¬ 
ing  whether  certain  Information  need  be  classi¬ 
fied.  Understanding  the  employment  of  tanks, 
for  example,  or,  indeed,  that  they  are  employed 
in  certain  offensive  operations;  what  one  does 
with  a  destroyer;  how  one  considers  the  use  of 
nuclear  weapons  to  achieve  an  effect;  how  one 
structures  a  force  and  some  of  the  ramifications 
of  its  support;  all  may  be  standard  and  unclassi¬ 
fied,  or  they  may  contain  elements  requiring 
classification.  These  are  the  kinds  of  things 
to  which  I  refer  in  military  operations.  There¬ 
fore,  understanding  them  is  a  great  aid  when 
establishing  classifications  in  a  spectrum  of 
military  operational  matters. 

Then  what  else?  As  I've  already  inferred,  and  as 
Bob  and  Jim  so  aptly  emphasized,  a  technical 
foundation  is  certainly  critical.  You  can  hardly 
avoid  having  at  least  a  working  knowledge  about 
what  lasers  are  If  you  want  to  talk  about  them. 

You  must  understand  enough  about  nuclear  physics 
to  recognize  when  you  are  encountering  restricted 
data — which  is  current  and  which  is  not.  You 
must  be  able  to  talk  with  electronics  people  about 
a  function  and  have  an  understanding  of  what  they 
are  saying;  I  would  say  at  least  to  the  point  of 
recognizing  the  differences  being  described  either 
in  technology,  or  fine  timing,  or  the  basis  on 
which  one  expects  to  obtain  some  advantage  in 
operations.  Operational  advantages,  after  all, 
are  at  the  heart  of  the  classification  system. 

Since  this  is  so  important,  a  technical  founda¬ 
tion  Is  necessary.  It  doesn't  really  matter  much, 
however,  in  what.  Whether  the  background  is  in 
physics,  or  chemistry,  or  any  one  jf  the  others 
is  not  critical.  This  is  so  because  whomever  ;  .>u 
find  will  not  have  complete  knowledge  of  any  given 
field  much  less  all  of  them.  Just  as  in  military 
operations,  it  doesn't  matter  whether  the  found. >-• 
tion  is  Air  Force,  Navy,  or  Army;  any  one  of  these 
will  do  nicely  since  you  will  have  to  learn  some¬ 
thing  about  the  others  in  any  case. 

Is  there  anything  further  to  seek  in  the  indivi¬ 
dual  you  are  trying  to  3elect?  Certainly  common 
sense  -  the  horse  sense  type  -  is  equally  neces¬ 
sary,  as  well  brought  out  by  Bob  Green.  A  candi¬ 
date  who  is  too  far  o"t  in  theory  will  not  neces¬ 
sarily  be  your  best  bet  for  getting  a  practical 
solution  to,  "what  is  this  fact  classified  as?" 

So,  the  application  of  common  sense  and  under¬ 
standing,  and  the  ability  to  communicate  both 
orally  and  in  writing  certainly  must  he  judged 
highly  when  considering  the  qualifications  we 
seek  in  a  person  to  be  in  classification  -  as 
such  -  or  its  management. 


After  one  examines  requirements,  these  can  be 
considered  primary  elements;  any  one  of  which 
is  substitutable  for  any  other  to  some  degree, 
but  a  blend  of  them  Is  needed.  That  leads 
logically  into  the  question  of  "What  does  one 
do  with  them?"  How  does  one  integrate  them 
into  an  operating  office? 

It' a  reasonable  to  say  that  there  cannot  be  a 
single  program  to  train  a  classification  analyst. 
There  is  a  spectrum  of  programs  because  there 
is  a  spectrum  of  qualifications;  some  of  which 
will  exist  in  any  given  individual  but  no  two 
individuals  are  likely  to  possess  the  same. 

After  one  has  selected  an  individual  it  Is  very 
important  and  necessary  to  sit  down  and  figure 
out,  between  the  two  of  you  as  a  matter  of  fact, 
what  are  the  principal  strengths,  and  then  which 
are  the  principal  weaknesses  or  fields  in  which 
he  needs  to  do  further  study.  Here  we  address 
a  very  important  key  to  the  program.  Study  is 
critical  and  an  inescapable  part  of  the  program 
for  anyone  selected  as  a  classification  analyst. 
Such  has  been  both  inferred  and  stated  by  both 
Bob  and  Jim;  1  hope  to  have  augmented  the  reasons 
and  emphasized  further  just  how  important  it  is. 

This  is  also  a  kind  of  limitation,  in  a  real  way, 
on  the  selection  process.  The  person  who  Is  not 
oriented  to  study  would  not  fit  into  this  kind 
of  classification  management  scheme  -  would  not! 
Some  simply  do  not  like  to  study.  They  would 
not  fit  into  an  application  of  this  kind 
irrespective  of  how  bright  they  were.  They 
could  >>ave  technical  expertise  in  a  given  field, 
for  example,  and  be  able  to  give  expert  advice 
in  that  field.  Beyond  that  field,  if  they  are 
disinclined  to  study,  they  would  be  likely  to 
be  "bad  newR1'  In  your  operating  program. 

After  mutual  examination  of  the  case,  you  decide 
on  an  appropriate  program.  There  must  be  a 
foundation  in  the  technical  areas.  How  does  one 
get  tills?  Basic  texts  in  such  fields  as  electro¬ 
magnetics,  for  example,  even  to  include  the 
excellent  Hadiation  laboratory  series  of  MIT 
from  World  War  II  vintage.  Also  from  that  period, 
the  Physics  of  Sound  in  the  Sea  is  excellent  and 
very  understandable  for  a  background  in  acoustic 
phenomena  in  water.  In  the  area  of  nuclear 
physics  -  particularly  in  the  weapons  applications 
area  -  Glasstone  is  a  prime  piece  of  guidance  and 
very  understandable  if  one  does  not  dwell  unduly 
on  the  technical  parts.  Other  items  should  be 
selected  appropriately  to  augment  the  foundation 
the  individual  has,  including  military-operations- 
type  material. 
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How  long  does  this  go  on?  A  newly  arrived 
Individual  will  have  to  study  £or  at  least  two 
months  before  he  begins  then  to  thirx  in  terms 
of,  "What  dees  this  mean  in  reference  to  classi¬ 
fication?'1  Until  such  a  point,  hia  time  is 
spoilt  essentially  in  organized  study;  not  that 
he  or  she  is  completely  isolated,  but  the  time 
Is  needed  for  study  -  it's  critical  for  your 
program.  Then  he  should  begin  to  do  some 
application  of  his  study  in  an  actual  classifi¬ 
cation  sense.  He  should  begin  examining  some 
classified  things  -  some  well  done  and  some 
poorly  done.  About  concurrently  in  time,  he 
should  begin  also  in  classifying  things  which 
you  would  consider  relatively  straightforward 
or  easy.  From  that  point  forward  the  individual 
gradually  does  more  complicated  things  undar 
guidance,  while  continuing  to  study  applicable 
fields. 

The  studying  part,  as  Jim  Marsh  rightly  comments, 
con  be  deadly  dull;  however,  it  is  critical  to 
success.  Here  encouragement  and  opportunities 
to  see  the  applicability  and  the  relationships 
which  evolve  should  help  make  the  program  some¬ 
what  livlier.  As  I  have  mentioned  lnferentlslly , 
study  is  a  continuing  responsibility.  In  order 
to  be  reasonably  up-to-date,  approximately  30 
per  cent  of  the  total  time  is  required  for  study. 
This  neeo  not  be  programmed  in  a  formal  way  but 
che  need  is  very  real.  You  who  are  responsible 
for  the  program  have  to  ensure  that  you  obtain 
things  that  bear  on  the  operations  of  your 
respective  groups  -  Irrespective  of  whether  your 
field  is  very  narrow  or  quite  broad.  Technical 
things,  guides,  and  the  like  must  be  sought  out 
since  there  rarely  is  t'.ie  case  of  being  ensured 
that  they  will  arrive  in  hand  without  effort  on 
your  part.  Your  selection  of  materials  should 
be  forward-looking  to  the  best  of  your  ability 
to  learn  about  impending  operations  of  your 
organization. 

One  further  point  regarding  the  capability  of  a 
"central  office."  It  is,  of  course,  true  that 
no  given  individual  at  any  given  moment  will 
hove  absolute  answers  for  any  question  that 
arises  in  the  Department  of  Defense,  However, 
the  central  office  is  in  a  better  position  to 
beep  track  of  where  to  go  to  find  the  answer  to 
the  question. 

The  points  which  1  have  tried  to  cover  may  be 
restated.  Seek  someone  with  a  background  appro¬ 
priate  to  the  field  as  beet  one  can  find.  In 
our  application,  a  technically  oriented,  mili¬ 
tarily  trained  or  inclined  person  is  the  best 
choice. 


Then,  mutually  develop  a  training-study  program 
tailored  to  cover  the  areas  of  information  on 
which  the  individual  needs  further  work. 

Then  break  the  individual  in  gradually  Into  the 
classification  of  information  continuing  to 
study  as  points  seem  to  require. 

lastly,  provide  for  continuing  study  in  order 
that  your  program  remains  up-to-date, 

CONCLUDING  REMARKS  BY  MR.  BAGLEY 

It  is  obvious  from  this  discussion  that  the 
moat  urgent  priorities  should  be  (1)  the  estab¬ 
lishment  of  job  standards  for  Classification 
Management  personnel;  (2)  the  development  of 
education  and  training  programs  at  all  levels; 
and  (3)  recruitment  of  new  people,  hopefully 
younger,  into  Classification  Management. 

As  we  well  know,  the  only  body  of  literature 
which  exists  in  this  field  are  the  Classifi¬ 
cation  Management  Journals  and  Bulletins.  The 
Journals  are  available  through  the  Defense 
Documents  Center,  This  Is  not  enough,  however. 
Steps  shouli  be  taken  to  establish  courses  at 
the  college  and  university  level.  Finally, 
the  title  of  the  new  DoD  Directive  is  "Infor¬ 
mation  Security  Regulation,"  This  states  that 
we  are  dealing  with  inf ormat,' on  and  the  security 
of  information.  Should  ye  now  consider  read¬ 
justing  our  focus  to  bring  into  this  field 
Information  and  iochnical  Information  special¬ 
ists?  They  too  are  concerned  with  information 
which  may  oe  released  and  information  which 
must,  for  a  time,  be  pretested. 
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USER  AGENCY  SECURITY  CLASSIFICATION 
MANAGEMENT  AND  PROGRAM  SECURITY 
WILLARD  N.  THOMPSON 

HEADQUARTERS  SPACE  AND  MISSILE  SYSTEMS 

LOS  ANGELES  AIR  FORCE  STATION _ 

Classification  management 'a  greatest  contribu¬ 
tion  to  the  U.  S,  security  program  must  be  more 
accurate,  realistic,  timely  security  classifi¬ 
cation  guidance  to  all  concerned. 

I  am  concerned  with  the  operation  and  responsi¬ 
bilities  of  a  classification  management  office 
at  the  level  of  a  user  agency;  how  one  is 
organized,  its  association  with  contractors 
and/or  higher  headquarters,  how  it  operates  and 
some  of  the  problems  that  evolve.  The  greatest 
problem,  I  believe,  is  the  Indiscriminate  class!' 
fication  direction  that  is  issued  by  individuals 
to  individuals.  To  be  truly  effective,  classi¬ 
fication  guidance  must  be  coordinated  and  con¬ 
trolled  by  a  central  office.  The  roost  important 
function  of  and  necessity  for  a  classification 
management  office  at  a  user  agency  is  the 
development  of  classification  guidance.  The 
second  most  important  function  is  that  there 
must  be  one  central  place  where  all  guidance 
funnels  through.  Classification  decisions  that 
are  made  between  individuals  leaves  the  rest  of 
t'.ie  world  in  the  dark  and,  in  many  instances, 
causes  the  use  of  different  classifications  for 
the  same  information. 

Initial  classification  determination - what 

needs  protection  and  at  what  level - in  jny 

opinion  is  the  most  important  factor  in  the 
security  of  all  projects  and  programs.  Classi¬ 
fication  of  information  generated  during  the 
life  of  the  program  is  based  on  this  original 
determination.  The  part  security  plays  as  to 
time,  costs,  etc.,  is  based  on  the  original 
classif ication  decisions.  These  original 
classification  determinations  for  a  specific 
project  or  program  should  be  developed  by  the 
System  Program  Office  and  the  Classification 
Management  Office  at  the  user  agency. 

Following  the  principle  that  the  final  authority 
for  classifying,  regrading  and  declassifying  of 
information  must  be  subject  to  control  from  a 
central  source,  I  believe  this  control  must  be 
in  the  classification  management  office.  The 
System  Program  Office  (SPO)  is  responsible  to 
the  Commander  for  the  program  including  all 
aspects  of  security,  but  classification  manage¬ 
ment  is  the  Commander's  representative  to  assure 
that  the  best  possible  classif ication  decisions 
and  actions  are  taken  for  all  programs  under 
his  command.  Higher  headquarters  provide  guide¬ 
lines;  contractors  performing  on  classified 


contracts  recommend  classifications  but  the 
contracting  command  (user  agency),  to  be 
effective,  must  make  the  decisions  as  to  what 
must  be  classified  and  what  level  of  classifi¬ 
cation  is  necessary. 

Classification  management  personnel  must  be 
involved  from  the  start  of  a  program  to  its  end. 
A  security  classification  guide  for  each  program 
or  project  is  prepared  at  the  earliest  time 
possible.  This  guide  should  be  staffed,  pub¬ 
lished  and  controlled  by  the  classification 
management  office.  The  security  classification 
guide  for  a  program  is  the  most  important 
security  document  pertaining  to  the  program. 

All  classification  guidance  and  actions  for  a 
program  has  as  its  base  the  classification  guide. 
Classification  determinations  can  differ  because 
of  different  interpretations  of  the  guide  and 
may  require  resolution,  but  at  least  all  con¬ 
cerned  are  working  from  the  same  basic  document. 
The  DD  Form  254  (Contract  Security  Classifica¬ 
tion  Specification)  is  the  contractual  document 
furnishing  classification  guidance  for  a  contract 
but  to  be  really  effective  it  must  be  based  on  a 
classification  guide.  No  matter  how  we  look  at 
it,  the  security  classification  guide  is  the  most 
important  document  pertaining  to  the  security  of 
the  program.  Therefore,  it  is  mandatory  that  it 
be  as  accurate  and  timely  as  possible. 

The  organization  of  a  classification  management/ 
program  security  office  must  vary  with  the 
mission  of  the  Command,  As  an  example,  a 
research  and  development  organization,  by  the 
nature  of  its  mission,  will  be  Involved  in  more 
original  classification  actions  than  a  command 
that  monitors  contracts.  Regardless  of  the 
organization,  if  it  is  necessary  to  develop 
classification  guidance,  a  classification  manage¬ 
ment  office  is  warranted.  To  efficiently  perform 
their  mission,  the  classification  management 
office  must  have  qualified  personnel.  Only  with 
complete  knowledge  of  the  program  can  the  classi¬ 
fication  specialist  properly  assist  the  program 
office  and  assure  that  the  best  possible  classi¬ 
fication  decisions  and  guidance  for  the  program 
are  being  made.  The  number  of  people  varies  with 
the  mission,  volume  of  work  and  expertise  of  the 
individual  classification  management  specialist. 
Based  on  my  experience,  1  would  estimate  one 
specialist  for  every  five  programs — programs  such 
as  the  DSP;  while  a  program  such  as  the  Mlnuteman 
requires  almost  all  of  one  specialist's  time.  A 
program  file  Is  next  to  qualified  personnel  in 
importance.  The  file  should  contain  basic  docu¬ 
ments  that  originated  the  program,  a  program 
development  plan  or  technical  development  plan. 

The  name  is  unimportant - the  what,  why,  when, 

and  how  of  the  program  is  what  is  Important. 
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The  Tiles  must  contain  a  record  of  all  actions 
pertaining  to  classification  and  security  of  the 
program  or  project.  Also,  current  operating 
instructions  are  necessary.  Instructions  that 
provide  guidance  to  all  concerned  as  to  who  does 
what  and  when.  A  current  list  of  contracts  in 
programs  and  at  contractors  is  necessary.  A 
sufficient  number  of  qualified  clerical  person¬ 
nel  of  course  Is  essential.  The  organization 
must  be  such  that  programs  and/or  projects  are 
assigned  to  specific  specialists.  The  special¬ 
ist  must  be  closely  associated  with  program 
personnel  for  his  assigned  programs  and/or 
projects.  The  Chief  of  the  office  must  have 
the  confidence  of  and  access  to  the  Commander 
and  other  individuals  with  decision-making 
responsibilities.  To  be  effective,  lie  must  be 
the  individual  the  Commander  depends  upon  for 
all  clasalf i cat ion  decisions  and  development  of 
adequate  security  procedures  for  all  programs 
and/or  projects.  Specialists  of  the  Classifi¬ 
cation  Management  Office  must  have  a  close 
working  relationship  with  tueir  counterparts  at 
higher  headquarters  and  at  contractors.  The 
goal  is  to  have  qualified  people,  complete  and 
current  program  files,  and  operating  proceduree 
that  result  in  the  Classification  Management 
Office  being  the  focal  point  for  all  classifi¬ 
cation  and  program  security  actions. 

In  the  concept  that  classification  requirements 
and  guidance  must  be  funneled  through  and  con¬ 
trolled  by  u  central  classification  management 
office,  the  following  actions  are  considered 
necessary  during  the  life  of  a  program: 

a.  Prepare  and  publish  a  classification  guide 
for  the  program.  Contractor  classification 
personnel  expand  as  applicable  this  guidance 
for  their  personnel.  Much  controversy 
exists  over  what  a  guide  should  contain,  how 
much  detail  It  should  contain,  etc.  1 
submit  to  you  that  if  a  guide  covered  every 
item  that  everyone  Involved  was  interested 
in,  it  would  not  be  published  before  the 
program  waa  completed.  All  areas  needing 
protection  must  be  covered  in  a  guide  but 
too  much  detail  negates  its  effectiveness. 
Room  for  interpretation  as  it  applies  to  all 
concerned  must  be  available. 

b.  Continuous  review  and  evaluation  of  security 
requirements  for  a  program;  processing 
requirements  for  additional  security  guid¬ 
ance  and  bringing  to  a  conclusion  necessary 
changes.  1  consider  it  to  be  classification 
management's  responsibility  at  the  procuring 
agency  to  see  that  proper  guidance  is 
furnished  and  industry's  to  complain  If  it 
is  not. 


c.  Determine  necessity  for  special  security 
requirements;  e.suist  in  implementation  of 
special  requirements.  A  good  example  of 
special  requirements  is  known  as  the 
Special  Access  Required  program. 

d.  Continuous  study  of  security  requirements 
and  changes  necessary  to  maintain  neces¬ 
sary  security  at  a  minimal  cost.  This, 
of  course,  is  a  continuing  requirement  of 
classification  management  at  all  levels. 

All  sorts  of  conflicts,  regrading  require¬ 
ments,  changes,  additions  or  deletions  in 
security  requirements  arise  during  the 
life  of  a  program  and  must  be  resolved. 
Classification  management  is  not  only  the 
best  way  to  control  the  security  require¬ 
ments  of  a  program,  but  I  believe  the  only 
workable  way.  Coordination  between 
government  and  industry  classification 
specialists  is  mandatory.  Mutual  respect 
and  consideration  of  the  problems  faced 

in  both  areas  result  in  better  security 
for  our  programs. 

Other  agencies  are  responsible  for  monitoring, 
inspecting,  and,  in  some  instances,  advising 
but  the  user  agency  and  the  contractor  involved 
are  the  organizations  spending  the  tax  payers 
money  and  are  responsible  for  the  necessary 
classification  and  security. 

It  is  emphasized  that  the  initial  security 
classification  decision  for  a  program  is  the 
most  important  security  consideration  per¬ 
taining  to  a  program.  Classification  manage¬ 
ment  must  be  responsible  for  developing  the 
initial  cl assif icotion  requirements  of  programs 
and  projects;  must  provide  a  central  control 
of  all  classification  matters,  all  decisions, 
all  guidance,  all  changes  in  classification, 
and  the  resolution  of  classification  problems 
as  they  arise;  must  have  qualified  personnel; 
must  be  properly  organized  with  the  backing 
of  the  commander  and/or  management;  probably 

most  important - must  be  completely  familiar 

with  all  aspects  of  programs  supported. 
Classification  is  a  command  responsibility; 
classification  management's  job  is  to  see  that 
it  is  carried  out  in  the  most  efficient  way 
possible. 
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iSTOO;,-5HIliO  AhD  MANAGIN';  A'CTJ&'sxTiCATXON 
MANAGEMENT  PROCRAM  -  PANEL  DISCUSSION 

RT  t.i 

S.K.  DOTSOy,  CLASSIFICATION  MANURE,  NA  tf. 
WEAPONS  CENTER.  CE3WA  LARS,  CAl^FOENIA  _ 

Ac  we  ajl  know,  the  aucceae  of  a  Clari¬ 
fication  Management  Office  is  dependant  not 
only  on  knowledge  of  the  e*iablished  rules 
and  reguletiona,  but  the  ability  <it  saiHug 
ciadsi flection  to  the  technical  comunity. 

1  feel  that  I  am  constantly  aelllng  i?i 
order  to  make  our  technical  coswunity  awer a 
of  the  importance  of  proper  classification 
and  chat  my  office  t«  a  place  vhare  help  la 
available  in  problem  aolving,  no  matter  how 
slight  or  great  they  may  feel  that  problau 
might  bn. 

1  ahall  tall  you  of  acme  of  the  duties 
assigned  to  my  office  and  how  ve  at  tha  Naval 
Weapons  Center  attempt  to  achieve  our  goal  I 
For  instance,  we  arc  Involved  lot 

(1)  Preparation  of  proposed  classifica¬ 
tion  guidance  which  la  forwarded  to  our  spon¬ 
soring  activity  in  Washington  for  review  and 
approval, 

(2)  Preparation  of  ell  phesee  of  tUe  DU 
Form  254, 

(3)  Providing  direction  for  proper  clas¬ 
sification,  reclassification,  and  declassifi¬ 
cation,  for  cur  military  and  civilian  team, 


(4)  Review  of 

Ut'i  ur.nlaac^  fled  information  proposed 
for  public  release  ad  e  member  of  the  security 
review  panel, 

(b>  [spurs ,  claaelfied/unclaeelfled 
to  be  presented  at  symposiums /seminars ,  and 

(c)  documentation  requested  by  fore¬ 
ign  firms /governments  end  make  recommenda¬ 
tions  for  talc  ace  or  denial.  This  is  done 
after  coordination  with  the  cognisant  techni¬ 
cal/scientific  personnel,  and 

(5)  Maintaining  constant  review  of  spe¬ 
cial  programs  assigned  to  tha  Naval  Weapons 
Center  and  Insure  that  each  recipient  haa 
bean  properly  cleared  and  briefed  prior  to 
having  access.  Special  briefings  and  debrief- 
i.ige  are  dependent  upon  the  particular  type 

of  program. 

In  ell  cases,  we  must  constantly  sell 
the  classification  management  of  tha  projects 
we  are  working  on.  The  Navel  Weapons  Canter 
la  engaged  in  a  wide  variety  of  actlvitiea 
ranging  from  clinatic  research  programs  to 
weapon  system  development  end,  aa  you  know, 
people  of  Scientific,  Technical  and  R  &  D 
Climate  are  particularly  prone  to  losing 
eight  of  all  but  tha  and  reeult  of  what  they 
are  Involved  in.  It  takes  an  office  such  as 
ours  to  more  or  lesa  hold  tha  raina  and  gulda 


them  where  claeelfication  ie  concerned 
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In  ordar  Co  accomplish  theae  things!  wa 
muse  have  direct  liaison  with  our  technlcsl 
and  scientific  personnel.  This  is  accomplish¬ 
ed  by  chs  technique  of  direct  interaction  with 
them.  During  this  interaction,  the  technical 
personnel  may  become  so  enthusiastic  over 
their  program  and  what  we  are  trying  to  ac¬ 
complish  that  they  will  actually  draw  me  pic¬ 
tures  of  how  a  system  mates  together,  as  well 
as  explain  in  terms  so  that  the  average  per¬ 
son  can  comprehend  the  mission  of  that  prog¬ 
ram.  As  an  example  -  To  prepare  a  proposed 
classification  guide  to  be  forwarded  to  our 
sponsoring  activity  for  approval  -  the  Naval 
Weapons  Center  Program  Manager  of  a  particular 
weapon  system,  myself,  and  primary  individuals 
responsible  for  sub-components  of  that  weapon 
system  meet  and  discuss  what  they  feel  should 
be  classified  or  declassified.  My  role  is  not 
to  tell  them  what  level  of  classification 
should  be  assigned  to  a  particular  item  or 
piece  of  information  but  to  give  them  the 
when,  how  and  whys  for  classifying,  aa  well 
as,  aak  what  their  justification  is  for  pro¬ 
posing  theae  recommendations.  This  usually 
leads  us  into  various  opinions  and  begins  ths 
analysis  of  what  their  goal  ia  -  what  they  ara 
trying  to  protect  -  and  why  they  feel  it 
ehould  be  protected.  This  analysis  provides 


the  ultimate  proposal  and  needed  justifica¬ 
tions  -  other  than,  "Whan  In  doubt  -  1  clas¬ 
sify"  -  or  "It  is  easier  to  handle  if  it  f.n 
unclassified." 

This  same  approach  is  taken  when  dealing 
with  future  technical  programs  and  when  devel¬ 
oping  a  254  -  however,  in  preparing  the  254  - 
it  is  usually  just  the  person  cognizant  of  a 
particular  proposed  contract  requirement  and 
myself  who  meet  end  work  out  the  classifica¬ 
tion  requirements  for  that  contract. 

Thera  are  approximately  236  active/ jemi- 
actlve  programs  (437  active  contracts  stem 
from  theae)  currently  on  going  at  the  Naval 
Weapons  Center  which  involve  access  to  clas¬ 
sified  information.  My  office  is  currently 
staffed  with  three  people t  one  typist,  one 
aaslstant  and  myself.  How  is  everything  ac¬ 
complished?  It  is  difficult,  but  by  assigning 
priori tlsa  everything  gate  done  somehow,  some¬ 
way. 

Success?  How  is  it  accompllshad?  By 
communication,  coordination  and  tha  gaining 
of  confidence  between  a  classification  manager 
and  the  technical  and  scientific  eonmunlty. 

Not  the  "pounding  in”  of  security  rules  and 
regulations,  but  the  establishment  of  rapport. 
This  is  how  ws  operate  with  what,  so  far  has 
proven  to  be  successful  at  ths  Naval  Weapons 


Center 
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LUNCHEON  TALK 
CARL  HAUSSKANN 

ASSOCIATE  DIRECTOR  FOR  PLANS  &  LASERS 
LAWRENCE  LIVERMORE  LABORATORY  _ 

INTRODUCTION  OF  MR.  HAUSSMANN 

Carl  has  a  varied  and  sundry  educational  back¬ 
ground.  He  graduated  from  the  Military  Academy 
at  West  Point  in  1946  with  his  B.S.  degree  in 
military  engineering.  He  is  also  a  graduate  of 
the  U.S.  Naval  Academy  Postgraduate  School  at 
Annapolis,  Maryland.  He  got  his  Master’s  degree 
at  Pennsylvania  State  University.  He  has  held 
various  positions  in  the  AEC  community  including 
nuclear  supervisor  at  the  Armed  Forces  Special 
Weapons  Project,  Sandia  Base  in  New  Mexico.  He 
was  a  physicist  team  member  in  the  Matterhorn 
Project  at  Princeton;  as  an  army  officer,  he  was 
invited  to  work  at  the  Livermore  Laboratory  in 
weapons  design  in  1953-1955.  After  he  resigned 
from  the  Army,  he  stayed  at  LLL  and  has  served 
as  physics  group  leader,  division  leader,  and 
the  Associate  Director  for  Military  Applications. 
Currently  he  Is  the  Associate  Director  for  Plans 
6  Lasers  at  LLL:  Mr.  Carl  Haussmann. 

PRESENTATION  UY  MR.  HAUSSMANN 

Of  course  all  of  that  was  when  I  was  working  for 
a  living!  I  am  very  pleased  that  I’ve  been  in¬ 
vited  here.  I  was  looking  through  your  program 
brochure  and  noted  your  theme,  "Classification, 

A  National  Responsibility,"  and  particularly  a 
subtheme  by  George  McRoberts — that  of  "Partici¬ 
pation."  With  regard  to  classification,  or  any 
other  important  issue,  I  think  that's  the  real 
characteristic  that  identifies  the  "doers"  in 
the  country;  participation. 

In  leafing  through  the  program  for  the  first  day, 

I  realized  that  you  fully  understood  the  needs 
of  your  position  because  you  had  an  invocation 
by  a  Navy  chaplain!  And  then  l  read  further. 

I’m  sorry  to  have  missed  Steve  Lukasik's  talk. 
After  hearing  a  thumbnail  sketcli  of  what  Steve 
covered  it  sounds  to  me  like  there  is  a  need  to 
breed  classification  officers  with  the  usual 
large  brains  but  with  very  small  bodies,  so 
that  they  can  fit  into  the  mainframes  of  computers 
as  we  enter  the  era  Steve  describes. 

I  also  noted  that  Mr.  Smith  gave  a  discussion  on 
tlie  SALT  Agreements.  I  can't  think  of  a  topic 
th.it  (1)  is  more  Important,  and  (2)  provides  a 
belter  reason  for  disseminating  more  information. 
Any  agreement  between  the  United  States  and 
foreign  countries  certainly  should  be  based  on  a 
broad  understanding  of  the  relative  positions  of 


the  countries  involved,  the  potential  gains, 
and  the  potential  problems.  I  know  we  are  all 
following  the  Arms  Agreements  that  have  been 
arrived  at,  and  those  that  may  be,  with  great 
interest  and  hope.  I  think  my  one  disappoint¬ 
ment  to  date  in  regard  to  the  agreements  is 
that  more  information  hasn't  been  made  available 
to  the  public. 

I  noted  also  two  very  interesting  topics  scheduled 
for  today:  (l)  The  Training  of  Classification 
Personnel,  and  (2)  Establishing  and  Managing  the 
Program.  Those  are  two  very  important  topics  but 
I'm  going  to  address  today  two  other  pertinent 
issues  that  I  have  been  involved  in  over  the 
last  several  years.  The  first  topic  is  on 
setting  up  policy.  The  second  is  on  implementing 
the  policy.  I  was  our  Laboratory's  senior  reviewer 
for  quite  a  number  of  years,  and  in  that  role  was 
one  of  the  advisors  to  the  AEC  on  classification 
policy.  Classification  policy  formation  is  just 
another  part  of  the  whole  Jig-saw  puzzle.  It  fits 
in  nicely  with  the  topics  of  training  personnel, 
and  managing  the  program  which  you  are  discussing. 
Recently,  for  the  last  year  or  so,  through  having 
been  in  charge  of  Livermore's  Laser  and  Laser- 
Fusion  programs,  I've  been  on  the  receiving  end  of 
a  certain  amount  of  classification  directives. 
Although  I  won't  allude  to  those  interactions  in 
detail,  some  of  the  thoughts  which  I  will  express 
a  little  later  on  have  obviously  flowed  from 
those  relationships. 

There  is  a  great  deal  of  interest  in  classifica¬ 
tion,  or  perhaps  I  should  say  declassification, 
right  now.  The  DOD  requested  a  blue  ribbon 
panel,  a  year  or  two  back,  to  give  it  declassi¬ 
fication  advice.  To  the  extent  that  the  DOD  feels 
it  is  feasible,  it  is  trying  to  order  and  reduce 
the  classification  associated  with  its  programs. 
Congress  is  continuously  Interested  in  reducing 
t he  amount  of  material  that  Is  classified. 

Dr.  Edward  Teller,  who  is  at  the  Livermore 
Laboratory  and  is  also  University  of  California 
Professor  at  Large,  lias  been  stumping  the  country 
for  several  years  arguing  for  declass! I icat ion . 

1  don't  know  whether  Ills  talk  to  you  stimulated 
him  to  do  this,  or  whether  It  was  just  a  continu¬ 
ing  mission  of  his  to  lie  doing  tills  stumping. 

Edward  sometimes  tends  to  overstatement  to  make 
his  points.  In  this  instance,  he  states  that 
things  shouldn't  be  classified  unless  they  are 
sensitive  operationally-related  issues.  I  think 
if  you  talk  to  him  in  detail,  Edward  might  back 
off  slightly  from  that  position. 

I  don't  know  whether  times  have  really  changed 
or  just  my  point  of  view,  but  when  1  was  a 
senior  reviewer  and  advising  on  policy,  tilings 


were  going  very  smoothly.  Now  that  I  am  receiv¬ 
ing  those  policy  directives,  things  are  a  little 
more  tedious. 

I'm  going  to  deal  a  little  bit  with  my  recent 
experiences.  While  these  are  specifics,  they're 
generalized  specifics.  If  you  recognize  some  of 
the  actors  involved,  so  be  it,  but  they  won't  be 
named.  (This  approach  reminds  me  of  our  laser 
program's  attempt  to  improve  our  image  relative 
to  bringing  in  minorities.  My  program  has  been 
looking  for  a  one-eyed  Jewish  Negro  female  I’h.I). 
laser  expert.  Although  she  might  remain  nameless, 
it's  a  small  group  so  sometimes  you  can  surmise 
the  Identity.) 

One  of  the  things  that  I  have  run  Into  recently 
is  there  seems  to  be  a  connection  made  between 
classification  and  what  1  might  call,  sensitivity. 
I  don't  think  it's  a  good  arrangement.  I  asked 
my  bosees  in  Washington  if  they  could  define 
these  sensitivity  issues  and  they  gave  me  a  good, 
but  useless,  definition.  it  is  a  retrospective 
and  retroactive  definition,  that  is,  when  the 
Washington  management  gets  clobbered  because  of 
something  we've  said,  then  that's  a  sensitive 
issue!  There  have  been  some  programs  recently 
which,  in  fact  or  seemingly,  have  had  paths  and 
goals  which  crossed  or  clashed.  On  such  occa¬ 
sions  it  is  easy  for  some  people  io  believe  that 
their  favorite  ox  is  being  gored.  Such  issues 
aren't  classification  issues,  hut  they  are  real 
Issues.  Unfortunately,  in  the  weapons  side  of 
the  AEG,  these  issues  are  a  little  bit  foreign 
to  us.  Yet  with  some  of  the  programs  we're 
undertaking  now,  we're  being  introduced  to  them. 

We  haven't  yet  learned  to  cope  with  these  sensi¬ 
tivities  very  well.  i  think  in  the  long  term 
that  sensitivity  issues  should  be  handled  by  the 
programmatic  side  ol  the  house,  and  the  classifi¬ 
cation  issues  should  continue  to  tie  handled  by 
the  classification  side.  tip  to  the  present  there 
hasn't  been  this  separation,  and  that  is  causing 
some  p rob lcms . 

One  of  the  problems  with  AEG  classification  review 
is,  and  I  don't  know  how  typical  the  AEG  Is,  that 
in  order  to  have  a  good  enunciation  of  policy  it 
is  necessary  to  get  the  attention  of  senior  people 
within  that  organization.  These  leaders  must 
spend  some  Lime  thinking  about  the  classification 
policy,  or  review  the  thoughts  of  Lite  lower  eche¬ 
lons  who  have  ordered  the  options  for  them. 

That's  a  very  difficult,  albeit  necessary,  re¬ 
quest.  Senior  personnel  tire  very  very  busy,  and 
they  would  rather  put  any  spare  time  on  things  o! 
progriUmn.lt  ic  Interest.  The  senior  people  tend  to 
view  classification  as  an  administrative  issue, 
and  it's  difficult  to  get  their  t'"e.  because  of 
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this  situation,  one  of  the  things  that  typically 
happens  is  that  the  next  echelon  down  must  do 
rather  more  than  they  should  in  the  way  of  deter¬ 
mining  classification  policy.  There  are  some 
additional  things  that  flow  from  this  arrange¬ 
ment. 

At  this  next  lower  echelon,  when  they  attempt  to 
set  policy  they  get  pushed  and  pulled  by  various 
interests,  either  above,  at  the  side  or  below 
them  in  the  scheme  of  things.  In  the  AEC  you 
might  have  a  Commissioner  who  is  very  conserva¬ 
tive,  and  who  would  say  a  great  many  things  are 
classified.  We  may  have  a  Commissioner  sitting 
next  to  him  who  feels  that  very  little  should  be 
classified,  because  if  that  were  the  situation 
we'd  get  even  greater  participation  from  industry, 
Since  by  default  people  now  are  trying  to  set 
policy  at  too  low  an  echelon,  they  are  vulnerable 
to  these  pressures.  They  soon  turn  a  little  bit 
schizophrenic.  There  are  real  implementation 
problems  created  for  the  working  echelons,  where 
one  day  it's  one  way  and  the  next  day  it's  an¬ 
other.  This  sort  of  life  gets  a  little  tedious. 

There  arc  some  other  Important  Issues,  1  don't 
know  whether  they  are  policy  or  procedural.  This 
second  echelon  lias  to,  by  default  or  Intent, 
settle  on  such  things  as,  do  you  have  a  central¬ 
ized  policy?  Relatively  speaking,  the  AEC  not 
only  has  a  centralized  policy  but  a  stronger 
centralization  of  its  classification  implementa¬ 
tion  procedures  than  is  the  I)OD  situation. 

Tills  second  echelon  lias  still  another  decision 
to  make.  Once  you  and  your  bosses  have  made 
sure  tile  policy  is  correct  the  classification 
manuals  must  be  written.  You  can  request  lower 
echelon  help  In  writing  up  the  classification 
manuals,  or  you  can  concentrate  on  doing  the 
classification  manual  within  Headquarters. 

My  experience  within  the  AEC  Is  that  It's  a  very 
good  idea  to  ask  the  Held  officers  to  give  you 
detailed  advice  on  how  to  write  the  manual  that 
will  implement  the  established  policy.  The 
reason  Is  that  those  field  officers  over  the 
years  have  learned  what  is  necessary  in  a  manual 
in  order  to  make  it  usable  on  a  day-to-day  basis. 
I’ve  seen  classification  guides  written  both  ways 
and  when  all  Is  said  and  done.  It  is  extremely 
important  to  get  the  field  officers  feelings  on 
the  subject.  They  have  the  vast  wealth  ol 
expo  r I  cnee . 

Since  I've  touched  on  the  field  classification 
perse  inel,  let  me  say  that  1  have  nothing  hut 
admiration  for  the  people  I've  run  into,  at 
least  within  the  AEC  mode  of  operations.  The 
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number  of  regulations  and  the  number  of  pieces 
of  background  information,  both  programmatic  and 
guidance,  chat  must  be  remembered  are  very  large. 
Consider  someone  who  runs  a  program  like  I  do.  I 
know  generally  what  Che  guidance  is,  but  I  cannot 
remember  all  of  the  details.  It  is  just  grand  to 
have  people  who  can  keep  us  straight  on  these 
details.  Quite  often,  not  only  do  classification 
people  keep  us  squared  away  on  the  details,  but 
they  are  able  to  point  out  other  things.  First, 
they  note  any  trouble  they're  having,  and  we  act 
when  we  can  as  Intermediaries  to  address  those 
problems,  if  possible.  Secondly,  in  chatting 
with  our  classification  representatives  (and 
others),  sometimes  it  becomes  apparent  that  some 
things  have  gotten  a  little  out  of  date  and  the 
guidance  or  the  policy  needs  changing. 

Incidentally,  when  it  comes  to  a  change  of  policy, 
I  guess  over  the  years  I  have  grown  to  favor 
block  changes  rather  than  piece  by  piece  changes. 

Let  me  review  again  some  of  the  difficulties  that 
I,  a  representative  program  leader  see.  There's 
the  desire  to  have  more  senior  level  thought  on 
setting  policy.  If  the  most  senior  level  would 
set  the  policy,  that  would  help  avoid  the  next 
lower  echelon  from  being  pushed  and  pulled  by 
conflicting  pressures.  With  time,  I'm  sure  the 
AEC  will  square  away  its  hard  to  handle  "sensi¬ 
tivity"  issues,  hopefully  sooner  rather  than 
later.  Another  thing  that  makes  policy  setting 
a  task  to  be  revisited  with  some  frequency  is  the 
observation  that  sometimes  our  policy,  or  France's 
policy,  or  the  Soviet  Union's  policy  are  quite 
different.  After  they  differ  enough,  you  had 
better  acknowledge  that  some  things  are  no  longer 
classified.  Maybe  there  ought  to  be  an  inter¬ 
national  association  like  this  one  (suggested  in 
Jest ! ) . 

With  regard  to  the  sensitivity  issues  I  mentioned, 
they  are  real  issues.  One  of  the  things  we  run 
across  is  that  vie  have  something  like  5,000  people 
at  Livermore.  There's  one  director  and  about  ten 
associate  directors.  Many  of  the  5,000  employees 
seem  to  have  a  gift  for  gab  and  just  look  for 
(unci assified)  opportunities  to  exercise  it. 
Seemingly  also,  whenever  they  say  something  that 
doesn't  set  too  well,  it  Is  requoted  as  "Labora¬ 
tory  Policy."  Whit  is  worse,  it's  not  only  quoted 
but  frequently  misquoted,  the  worst  inferences  of 
what  was  said  are  focused  on.  As  the  head  of  a, 
for  the  most  part,  unclassified  program  I've 
been  In  the  midst  of  that  kind  of  situation.  It 
takes  very  mature  people  In  Washington  to  calm 
their  more  reactive  people  down  and  to  remember 
that  it  is  only  an  Individual  who  is  speaking. 
LLL's  "popular  lecturers"  usually  say  that  they 


are  individuals  speaking  and  not  the  Laboratory 
speaking.  But  if  you're  from  LLL  you  quote 
policy  whenever  you  talk,  according  to  aome 
people. 

Another  thing  in  the  sensitivity  area  that  we've 
run  into  recently  in  the  weapons  side  of  our 
house— I'm  sure  its  old  hat  to  you  people — has 
to  do  with  legal  issue.  For  example,  much  of 
my  current  program  is  unclassified.  We  there¬ 
fore  have  to  go  out  of  our  way  to  submit  patent 
applications,  and  submit  them  early.  Also,  the 
AEC  in  Washington  is  dealing  with  some  companies 
which  provide  them  with  company  confidential 
information.  Under  such  circumstances  you  run 
into  a  very  interesting  dilemma  that  I  don't 
know  the  solution  to.  If  the  AEC  passes  the 
information  on,  perhaps  it  is  compromised.  If 
they  don't  pass  it  on,  maybe  they  are  'trying 
to  make  a  judgment  in  Washington  while1  being 
cut  off  from  the  technical  experts  in  the  field. 
To  me,  that's  an  unsolved  dilemma.  Perhaps  aome 
of  you  that  have  had  more  experience  in  this 
sort  of  thing  could  give  us  some  advicA 

The  problems  X  have  mentioned  have  shown  up 
from  time  to  time  in  various  programs.  1  want 
to  talk  about  a  program,  which  shall  remain 
nameless,  that  seems  to  have  them  all.  Some 
unfortunate  special  administrative  procedures 
have  been  instigated  because  of  this.  1  think 
this  is  a  transient  situation;  I  certainly 
hope  it  is.  Normally,  in  the  AEC  policy  and 
detailed  guides  are  sent  out  for  us  to  follow 
in  the  field,  and  within  the  framework  of  those 
guides,  most  of  the  actions  can  be  handled  in 
the  field.  Well,  In  thin  one  program  the  classi¬ 
fication  situation  is  in  transition  and  the  sensi¬ 
tivity  issues  are  more  intense  than  the  AEC 
Washington  is  used  to,  at  least  on  the  weapons 
side  of  the  house.  So  the  Interim  procedure  in 
effect  right  now  is  that  not  only  do  we  go 
through  the  normal  procedures  which  we've 
always  had,  but  also  much  more.  Additional 
echelons  of  intensive  document  review  at  the 
Laboratory  have  been  ordered  by  the  AEC.  For 
instance,  the  program  head  Involved  must  read, 
and  comment  on,  every  document  generated — for 
both  classification  and  sensitivity.  Advisory 
memoranda  commenting  on  the  classification  and 
sensitivity  aspects  of  each  document  are  re¬ 
quired.  Then  all  of  this  is  sent  to  Washington. 

A  full  set  of  reviews  and  decisions  are  then 
made  in  Washington.  In  addition,  all  talks 
that  might  hit  the  various  media  Must  be  written 
in  advance  and  it's  been  suggested  strongly  that 
they  be  read  verba  tuns. 
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Incidentally,  you  know  the  propensity  of  people 
to  wait  until  the  last  minute.  Physicists  are 
among  the  worst  offenders.  So  all  in  all  this 
procedure  is  sort  of  a  tough  one  to  have  to 
Implement.  One  of  the  unfortunate  aspects  of 
all  of  this  is  that  at  least  two-thirds  of  the 
documents  that  have  gone  through  this  rather 
complex  procedure  are  detailed  technical  physics 
papers  with  no  sensitivity  and  with  no  real 
classification  issues.  This  example  is,  again, 
very  close  to  being  a  worse  case  because  of  its 
nature. 

Now,  other  than  all  of  the  extra  work  involved, 
one  of  the  reasons  you  want  to  square  those 
types  of  situations  away  as  rapidly  as  possible 
is  that  it  creates  a  credibility  gap.  Perhaps 
this  typified  by  one  of  ray  people  who  Just  came 
back  from  visiting  a  conference  in  the  Soviet 
Union.  He  had  been  througli  an  awful  lot  of  this 
sort  of  thing  in  preparation  for  his  trip.  His 
introductory  phrase  to  me,  "Now  that  I'm  back 
in  this  erstwhile  free  country  ..." 

I  have  reviewed  some  of  the  things  that  would  be 
desirable.  Perhaps  some  of  these  just  pertain 
to  AGO  business,  some  are  common  between  the  AEC 
and  DOD,  and  some  the  DOD  probably  is  doing 
already.  In  summation:  it  is  very  important 
to  attain  better  policy  definition,  and  from  the 
highest  levels.  Senior  people,  whether  in  the 
AEC  or  the  DOD,  should  spend  just  a  little  more 
of  their  time  on  classification  policy.  It  would 
be  very  helpful. 

With  regard  to  the  implementation  of  classifica¬ 
tion  policy,  my  conclusion  over  the  years  is  that 
this  should  be  as  decentralized  as  possible.  My 
observations  are  that  the  DOD  is  more  decentral¬ 
ized  than  AEC.  Certainly  the  AEC  has  not  gone 
far  enough. 

One  of  the  things  that  I  have  learned  over  the 
last  year  is  that  I  have  a  much  greater  appre¬ 
ciation  for  the  merit  of  being  consistent.  When 
I  was  advising  on  policy,  sometimes  I  fretted  a 
little  bit  about  not  making  changes  sooner.  Now 
that  I'm  on  the  receiving  end,  what  I  notice  is 
that  inconsistency,  whether  in  allowing  exceptions 
under  the  guidance  or  in  interpretation  of  the 
guidance,  is  the  major  cause  for  friction  between 
the  field  and  the  people  in  Washington. 

While  this  talk  portrays,  perhaps,  that  "a  foolish 
consistency  is  the  hobgoblin  of  little  minds, "  I 
think  you  could  reverse  that  saying  and  note  that 
a  reasoned  inconsistency  is  also  the  hobgoblin  of 
little  minds,  and  is  the  creator  of  a  great  deal 
of  trouble!  ! 
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■|'HF  ABC  DECLASSIFICATION  PROGRAM 
BY 

A.  E.  BARBER 

CLASSIFICATION  SPECIALIST 
ATLANTIC  RICHFIELD  HANFORD  COMPANY 

Introduction 

It  is  a  pleasure  to  be  here.  I  have 
attended  three  previous  seminars,  but  this  is 
my  first  time  up  here  on  the  firing  line.  My 
topic  is  "The  AEC  Declassification  Program". 

I  hope  that  this  report  on  the  things  the 
Atomic  Energy  Commission  and  its  contractors 
are  doing  to  reduce  the  huge  inventory  of 
classified  documents  in  our  files  and  vaults 
will  be  of  interest  to  you  and  perhaps  gen¬ 
erate  some  ideas  which  may  speed  up  the  gen¬ 
eral  declassification  program.  I  think  we  are 
all  aware  of  the  pressure  from  both  the  public 
and  the  administration  to  get  on  with  the  job. 

I  will  mention  Executive  Order  Il6‘j2,  Classi¬ 
fication  and  Declassification  of  National 
Security  Information  and  Material,  only  to 
state  that  information  classified  by  law  such 
as  AEC  Restricted  Data  is  exempt  from  the 
provisions  of  the  order.  Classification  in 
the  AEC  complex  is  based  on  law.  The  same 
law  that  defines  "Restricted  Data"  and  makes 
it  classified  also  provides  means  for  its 
declassification  by  the  AEC.  When  the  Com¬ 
mission,  the  five  Commissioners,  decides 
that  certain  classified  information  no 
longer  requires  protection  in  the  interest 
of  national  security,  it  has  the  authority  to 
declassify  that  information.  The  Atomic 
Energy  Act  of  195U  not  only  provides  the  means 
for  declassifying  information  classified  as 
Restricted  Data,  but  requires  that  the  Com¬ 
mission  frequently  review  its  files  and  its 
classification  rules  and  that  it  declassify 
information  no  longer  requiring  protection. 
Under  the  law,  the  Commission  has  the  sole 
authority  and  responsibility  to  declassify 
Restricted  Data.  Where  the  DoD  has  interest, 
such  as  weapons  use,  military  or  naval  reactor 
development,  air  craft  nuclear  propulsion, 
etc.,  the  declassification  decisions  are  made 
only  with  concurrence  of  the  Department  of 
Defense. 

There  are  three  basic  requirement  for 
•onducting  a  declassification  program.  They 
are : 

1,  Specific  and  detailed  classification 
guidance. 

?.  Qualified  and  authorized  reviewers  to 
apply  the  guidance, 

l.  A  notification  system,  including  man¬ 
power  to  assure  that,  all  copies  of  a 
declassified  document  are  marked. 


Classification  Guidance 

Most  of  you  are  familiar  with  the  DD  f 5 It 
form  as  a  vehicle  for  providing  classification 
guidance.  The  guidance  on  form  DD  25**  is  nor¬ 
mally  provided  by  a  program  or  project  manager 
of  a  user  agency  and  is  based  on  his  determina¬ 
tion  of  what  information  involved  in  his  pro¬ 
gram  or  project  should  be  safeguarded  in  the 
interest  of  national  security.  The  basic  pol¬ 
icies  and  criteria  on  which  he  makes  his  deter¬ 
minations  are  stated  in  DoD  Instruction 
5210. It7,  "Security  Classification  of  Official 
Information,"  and  in  implementations  of  that 
instruction.  Downgrading  and  declassification 
of  Defense  Information  based  on  an  event  or  on 
a  time  schedule  may  be  determined  at  the  time 
the  initial  classification  is  made.  The  person 
making  the  initial  classification  determination 
on  the  DD-25^  is  normally  also  responsible  for 
determining  how  long  the  information  shall 
remain  classified.  Some  revisions  in  practice 
will  result  from  E.O.  11652. 

In  the  AEC,  the  system  is  quite  differ¬ 
ent.  The  Atomic  Act  of  1951*  defined  "Restric¬ 
ted  Data"  as  "all  data  concerning  (1)  design, 
manufacture,  or  utilization  cf  atomic  weapons; 
(2)  the  production  of  special  nuclear  materials 
or  (3)  the  use  of  special  nuclear  material  in 
the  production  of  energy,  but  shall  not  include 
data  declassified  or  removed  from  the  Restric¬ 
ted  Data  category  pursuant  to  section  ll*2  of 
the  Atomic  Energy  Act  of  1951* •  ”  The  Atomic 
Energy  Act  also  provided  for  special  protection 
of  Restricted  Data.  Thus,  all  information  fal¬ 
ling  under  the  definition  of  Restricted  Data  is 
borri  classified  and  will  remain  so  until  a  spe¬ 
cific  act  of  the  Commission  declassifies  it  and 
removes  it  from  the  Restricted  Data  category, 
it  is  exempted  from  automatic  downgrading  and 
decl  as  s  i  !'i  cation . 

Tills  brings  us  to  the  AEC  system  of 
classification  guides.  First  and  most  impor¬ 
tant  are  the  Dolicy  (iuides.  These  are  prepared 
by  the  AEC  Division  of  Classification  ollowing 
consuitat i ons  with  many  specialists  and  author¬ 
ities  and  after  much  deliberation  and  *oncid- 
ered  Judgment.  'Ibese  guides  must  be  approved 
by  the  Atomic  Energy  Commission  and  constitute 
tiie  ba3ic  classification  policy.  They  describe 
in  a  general  way  the  information  which  the  Com¬ 
mission  has  dcelassi Tied  and  that  which  must 
remain  classified.  in  approving  the  Dolicy 
Guides  ^  the  Commission  makes  the  statut  ory 
determination  that  is  required  to  declassify 
Restricted  Data. 

Using  the  approved  Policy  Guide*'  a.; 
banes  ,  the  Division  of  cj assi '  i  cat  ion  issues 
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several  of  a  second  type  of  guide  called  Pro¬ 
gram  Classification  Guides.  These  guides  pro¬ 
vide  specific  detailed  guidance  for  each  of  the 
major  technical  or  production  programs  or  proj¬ 
ects,  e.g.  SNAP  devices,  nucleur  propulsion, 
military  reactors,  source  and  feed  material, 
etc.  These  guides  implement  the  Policy  Guides. 
They  do  not  require  the  approval  of  the  Commis¬ 
sion. 

The  third  type  is  called  a  l.ocal  classifi¬ 
cation  Guide.  These  are  usually  issued  and 
controlled  by  the  Classification  Officer  at  a 
Field  Location  or  AEC  Operations  Office,  al¬ 
though  they  may  be  issued  by  AEC  Contractors. 
The  guidance  in  Local  Guides  is  very  detailed 
and  specific  for  the  activities  at  a  given  site 
and  is  based  on  the  guidance  provided  by  one  or 
more  Program  Guides.  Local  Classification 
Guides  must  be  approved  by  the  Director  of  the 
AEC  Division  of  Classification. 

So,  in  the  AEC  classification  guidance 
system,  we  have  three  levels  of  guidance: 
general  Policy  Guides,  detailed  Program  Guides, 
and  more  detailed  Local  Guides.  The  guidance 
in  them  is  all  derived  from  law  or  direct  ac¬ 
tion  by  the  Commission  and  the  guides  are  all 
issued  or  approved  by  one  authority,  the  Direc¬ 
tor  of  the  AEC  Division  of  Classification.  The 
five  mar.  commission  sets  the  policy— the  Direc¬ 
tor  of  the  DoC  implements  it. 

Applying  the  Guidance  for  Deci gasification 

Now  that  we  have  our  guidance  system  in¬ 
stalled,  how  do  we  apply  it  for  declassifying 
documents?  The  AEC  Manual  3**01  Appendix  de¬ 
scribes  the  authority  to  declassify  documents 
and  materials  as  follows:  1.  the  Director, 
Division  of  Classification,  Headquarters  and 
those  to  whom  he  may  delegate  authority  are 
authorized  to  declassify  documents  in  accor- 
iance  with  Commission  approved  policies  and 
guides.  >'.  Directors  of  Headquarters  Divi¬ 
sions  and  OffieeH,  field  Office  Managers  and 
those  whom  they  may  designate  are  authorized  to 
declassify  documents  and  materials  generated 
under  the  supervision  of  the  particular  Divi¬ 
sion  or  Office  Director  or  Field  Office  Mana¬ 
ger  if  the  documents  disclose  only: 

a.  information  falling,  wholly  within  the 
unclassified  topics  of  the  Guide  to 
Unclassified  Fields  of  Research. 

b.  information  identified  as  unclassi¬ 
fied  in  an  approved  Program  Guide  or 
Local  Guide. 

c.  information  specifically  identified 
as  declassified  Dy  the  Director  of 
Division  of  Olassi fi cat i on ,  Head- 
quart-  ’  r<; . 


d.  information  identical  with  that  con¬ 
tained  in  previously  declassified 
documents. 

e.  purely  administrative  information 
revealing  no  technical  or  program¬ 
matic  data. 

3.  When  a  document  is  not  declassifiable  by 
local  authority  as  listed  above,  it  may  be  re¬ 
ferred  to  the  Division  of  Classification, 
Headquarters.  What  this  boils  down  to  then  is 
that  only  the  Director,  DoC  and  those  to  whom 
he  delegates  authority  may  declassify  docu¬ 
ments  ,  and  then  only  according  to  approved 
classification  guide  topics.  Only  the  Commis¬ 
sion,  itself,  can  declassify  information. 

Those  delegated  declassification  authority  can 
declassify  documents  only  if  they  contain  in¬ 
formation  determined  to  be  unclassified 
according  to  approved  guides. 

Role  of  C.  0.  D. 

Declassification  efforts  of  principal  AEC 
contractors  are  normally  directed  by  a  Coordin¬ 
ating  Organization  Director  (C.O.D.).  This  is 
a  key  official  appointed  by  the  AEC  Assistant 
General  Manager  for  Administration  upon  the 
recommendation  of  the  Director  DoC.  The  0,0. P. 
is  responsible  for  initiating  classification 
reviews  of  documents  originating  within  his  or¬ 
ganization  and  for  preparation  of  Local  Guides, 
if  needed.  He  maintains  direct  liaison  with 
the  Director,  DoC  in  developing  new  classifica¬ 
tion  guidance  topics  relating  to  his  contrac¬ 
tor's  activities.  He  is  not  authorized  by  vir¬ 
tue  of  his  position  as  C.O.D.  t.o  declassify 
documents,  lie  does  make  the  initial  review  and 
recommends  decj ajs i f i cation  of  specific  docu¬ 
ments  . 

in  addition  t.o  the  declassification  effort 
at  the  local  level,  the  AEC  has  a  continuing 
declasr i  ficat.ion  review  program.  As  additional 
areuc.  of  information  are  removed  from  the  Re¬ 
stricted  Data  category  by  the  Commission,  new 
guide  topics  are  developed  t.o  define  the  no¬ 
tion.  Reviews  of  document  files  are  then  con¬ 
ducted  by  declar.si  ficat.ion  review  teams  who  ap¬ 
ply  the  new  topics  in  declassifying  documents. 
The  teams  are  made  up  primarily  of  AEC  Clarsni- 
fi cn lion  <if fleers,  Rejponsible  Reviewers,  and 
Analysts  but  may  nisi  include  AEC  contractor 
classification  personnel  who  are  familiar  with 
AEC  programs.  Yours  truly  participated  in  a 
team  review  of  AEC  files  at  Oak  Ridge,  'i'onnes- 
S'-o,  where  the  AEC  Technical  Information  ('enter 
and  several  other  AH’  and  AEC  contractor  of¬ 
fices  ar"  located.  During  this  review  wlil  -ti 
begun  in  September  P'71,  a  million  •Ir-cum.  n'  :■ 
were  reviewed  in  an  eight -mouth  period.  Over 
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review  wag  on  a  Qo,  No-Go  basis,  i.e.  there  was 
no  downgrading,  no  declassification  with  dele¬ 
tions,  and  no  evaluation  for  retention.  The 
documents  were  either  declassified  as  they  were 
or  no  action  was  taken.  The  review  team  of 
about  20  men  was  supervised  by  two  to  five  mem¬ 
bers  of  the  DoC  staff.  Several  complete  sets 
of  Program  Classification  Guides  and  several 
Local  Guides  were  provided  for  the  reviewers 
use.  The  AEC  DoC  staff  members  were  available 
for  assistance  and  counseling  and  made  final 
decisions  on  declassification  where  questions 
arose  on  the  application  of  the  classification 
guides.  The  review  at  Oak  Ridge  was  the  first 
phase  of  a  comprehensive  review  of  the  7.5  mil¬ 
lion  classified  documents  in  AEC  controlled 
files.  Reviews  are  currently  being  held  at  Use 
Albuquerque,  N.  M.  offices.  It  will  probably 
take  another  two  years  to  complete  the  AEC-wlde 
review.  This  will  take  care  of  the  backlog, 
then  we  will  proceed  from  there.  Review  of 
classified  information  will  continue  after  that 
time.  Much  document  declassification  is  per¬ 
formed  at  the  local  level  by  AEC  Field  or  Oper¬ 
ations  Office  Classification  Officers  and  Ana¬ 
lysts  using  approved  classification  guide 
topics. 

AEC  Manual  Chapter  3**02  provides  that 
authority  may  be  granted  by  Field  or  Operations 
Office  Managers  to  AEC  contractors  to  designate 
qualified  personnel  approved  by  that  office  to 
declassify  documents  generated  under  the  super¬ 
vision  of  that  contractor  or  for  which  the  con¬ 
tractor  has  retained  custodial  or  record  re¬ 
sponsibility.  Under  recent  AEC  application  of 
the  provision,  this  authority  is  being  granted 
to  additional  AEC  contractors.  It  should  help 
speed  up  the  declassification  program. 

Notification  and  Marking 

If  all  classified  documents  were  single 
copy  items,  our  task  would  end  with  the  marking 
of  each  document  as  it  is  declassified.  How¬ 
ever,  there  are  normally  multiple  copies  and 
distribution  may  be  rather  extensive.  Because 
classified  documents  generated  by  AEC  and  its 
contractors  are  given  alpha-numeric  identifica¬ 
tion  numbers  (document  numbers)  when  issued, 
the  copies  wherever  they  may  be,  can  be  identi¬ 
fied  and  declassification  markings  applied  by 
the  custodian .  It  is  the  responsibility  or  the 
person  who  declassifies  a  document  to  assure 
that  custodians  of  ail  copies  and  Vie  AEC  De¬ 
classification  Branch  are  promptly  notified. 

In  addition  to  direct  notification  »o  document 
recipients,  the  Declassification  Branch  re¬ 
ports  all  declassification  action  to  the  Tech¬ 
nical  Information  Center  (TIC),  formerly  DTIE, 
at  Oak  Ridge,  The  TIC  distributes  «  bi-monthly 


report  of  classified  report  accessions  to  all 
AEC  and  AEC  contractor  document  treuis  t'er-  ac¬ 
countability  stations.  Included  in  this  report 
is  a  listing  of  all  declassification  actions 
reported  to  TIC.  The  transfer-accountability 
stations  use  this  listing  as  their  authority  to 
declassify,  i.e.  mark  copies  of  the  declassi¬ 
fied  documents  in  their  accountability  system. 
Following  a  comprehensive  team  review,  such  as 
the  one  at  Oak  Hidge,  a  special  report  listing 
all  declassification  action  is  distributed  to 
all  AEC  and  AEC  contractor  transfer-accounta¬ 
bility  stations.  Distributing  such  a  listing 
for  over  1,000,000  documents  constitutes  a  siz¬ 
able  reporting  Job  in  itself.  This  is  part  of 
the  coot  of  declassifying  documents.  Perhaps 
this  is  a  good  time  to  mention  another  impor¬ 
tant  aspect  of  document  review — evaluation  of 
the  document,  itself.  Evaluation  is  primarily 
a  records  management  responsibility,  but  it 
also  has  a  bearing  on  the  declassification  pro¬ 
gram.  We  should  not  have  to  go  co  the  trouble 
and  expense  of  declassifying  a  document  if  it 
is  of  marginal  value  and  might  Just  as  well  be 
destroyed  as  classified  scrap.  It  would  seem 
that  the  best  approach  would  be  a  review  for 
retention  value  or  current  worth  of  documents 
prior  to  any  consideration  for  declassification 
review. 

Summary 

In  summary,  review  of  all  classified  docu¬ 
ments  for  declassification  is  an  enormous  un¬ 
dertaking  in  the  AEC  and  DoD  complexes .  The 
systems  are  different,  but  the  needs  and  the 
problems  are  similar.  The  most  important  need 
1b  timely,  precise,  authoritative  classifica¬ 
tion  guidance  to  be  applied  by  reviewers.  In 
the  AEC  complex  guidance  is  controlled  by  a 
single  authority,  the  Atomic  Energy  Commission, 
through  its  Division  of  Classification.  The 
second  need  is  qualified  reviewers  who  have 
authority  to  declasniiy  documents.  If  ade¬ 
quate,  detailed  classification  guidance  is  pro¬ 
vided,  a  reviewer  need  not  be  an  expert  on  the 
subject  with  which  a  document  deals  te.  declas¬ 
sify  it.  He  must  be  technically  oriented  and 
knowledgeable  in  the  security  classification 
field,  but  needs  only  a  general  knowledge  of 
the  subject  matter  of  a  document  to  review  it 
for  declassification.  The  third  requirement 
for  a  declassification  program  is  a  system  for 
notification  and  marking  and  the  manpower  to 
implement  it.  This  last  need  may  be  a  major 
problem  with  the  current  budget  squeeze  and  the 
order  of  priorities,  but  it  is  essential  to 
completion  of  the  Job. 

Classification  is  a  national  responsibil¬ 
ity.  Declassification  appears  to  be  the  order 


of  the  day.  The  AEC  and  its  contractors  have 
begun  a  concentrated  program  to  carry  out  the 
order.  Our  Job  is  to  complete  the  task.  And 
that  Oentleaen  (and  Ladies)  is  the  AEC  Declas¬ 
sification  Program. 
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PRESS  PANEL 

Mr.  Ralph  SMITH,  Moderator,  Public  Affairs 
Advisor,  U.S.  Anas  Control  and  Disarmament 
Agency,  Washington,  D.C. 

Mr.  Abraham  MELLINKCF7,  Spreaker,  City  Editor, 
San  Francisco  Chronicle,  San  Francisco,  Calif. 

Mr.  Kip  COOPER,  Speaker,  San  Diego  Union, 

San  Diego,  Calif. 

Mr.  Louis  FLEMING,  Speaker,  Chief  Editorial 
Writer,  Los  Angeles  Times,  Los  Angeles,  Calif. 

Mr.  Donald  TOLLEFFSON,  Speaker,  Editor, 

Stanford  Daily,  Stanford  University,  Palo  Alto, 
Calif. 

Mr.  Richard  DURHAM,  Speaker,  Classification 
Advisor,  U.S.  Arms  Control  and  Disarmament 
Agency,  Washington,  D.C. _ 


Mr.  Smith;  In  the  course  of  the  argument  which 
took  place  on  the  television  film  we  saw  yester¬ 
day,  it  seemed  to  he  assumed  by  both  sides  that 
there  could  be  a  thoroughly  satisfactory  classi¬ 
fication  system.  One  of  the  sides  kept  refer¬ 
ring,  in  this  connection,  to  "an  independent 
federal  commlslon."  The  concept  of  a  more  or 
less  ideal  system  really  wasn't  disputed  by 
either  side,  and  so  I  think  this  raises  a 
double  question:  First  of  all,  could  there  be 
such  a  generally  accepted  and  satisfactory 
classification  system — so  that  the  press  would 
be  willing  to  accept  the  principal  of  a  news¬ 
paper's  being  prosecuted  for  violating  classi¬ 
fication?  That's  the  first  part  of  the  question. 
Secondly,  does  the  new  system  of  classification 
that  we  have  under  the  new  Executive  Order 
constitute  such  a  system? 

Now  in  this  connection,  I  want  to  ask  our 
distinguished  colleague  Dick  Durham  if  he  would 
give  a  very  brief  resume  of  what  is  different 
now,  under  the  new  system  of  classification 
emanating  from  the  Executive  Order — what  is 
different  now  from  what  existed  before.  Perhaps 
he  will  do  that  now  for  the  benefit  of  the 
panelists  in  particular. 

Mr.  Durham.  Mr.  Donald  Garrett's  excellent 
briefing  on  the  first  day  has  made  us  axperts 
on  the  new  Executive  Order  116S2.  For  the 
benefit  of  the  panel,  utopia  isn't  here  yet; 
however,  this  audience  is  all  looking  forward 
to  tomorrow  when  utopia  will  arrive  and  the 
scales  between  over  classification  and  under- 
classification  will  come  into  balance.  With 


the  establishment  of  an  inner  departmental 
committee  under  the  National  Security  Council 
as  a  watch  dog  committee  to  check  on  the  Exec¬ 
utive  Branch  agencies,  we  have  top  level  focus 
on  the  problem.  Also,  a  redefining  and  a 
slight  narrowing  of  what  is  top  secret,  secret 
and  confidential  has  been  accomplished  in  the 
new  Order.  I  would  hope  that,  with  this  new 
system,  you  gentlemen  of  the  fourth  estate  will 
see  much  more  information  made  readily  avail¬ 
able.  Again,  I  would  be  kidding  myself  to  say 
that  utopia  is  here.  I  think  only  time  is  going 
to  tell  how  well  those  of  us  in  the  audience, 
and  myself,  exercise  our  judgments  under  this 
new  system. 

Mr  Smith.  Perhaps  a  member  of  the  panel  could 
give  us  an  opinion  about  this  new  system  that 
we  have  as  a  result  of  the  Executive  Order. 

Does  it  give  you  the  kind  of  confidence  that 
you  would  want  in  contemplating  the  principal 
that  the  press  should  be  held  responsible  and 
prosecuted  for  a  violation  o):  classification? 

Do  I  have  any  volunteers  on  this  subject? 

Mr.  Fleming.  I'd  be  glad  to  seize  the  oppor¬ 
tunity  to  say  that  it  doesn't  take  Vice  Presi¬ 
dent  Agnew  to  project  the  diversity  within  the 
press  m  perceiving  what  is  truth  and  what  is 
the  national  Interest.  It  is  Inconceivable  to 
me  that  a  precise  formula  could  ever  be  worked 
out  so  exactly  that  all  the  press  would  agree 
that  anyone  who  violated  it  would  not  be  acting 
in  the  public  interest.  I  would  like  to  go  a 
step  beyond  the  evident  disagreement  within  the 
press  itself  on  an  acceptable  standard  as  what 
should  and  should  not  be  printed,  and  to  argue 
that  I  don't  think  the  United  States  government 
would  ever  want  to  see  the  day  come  when  the 
press  would  be  punished  in  the  court  for  the 
publication  of  secret  documents  since  most  of 
the  secret  material  given  to  the  press  is  given 
deliberately  and  on  orders  of  the  highest 
authorities  of  government  for  a  particular 
purpose . 

Mr.  Smith.  Mr.  Melllnkoff,  do  you  have  any 
thoughts  on  that  subject? 

Mr,  Melllnkoff.  I  think  anyone  who  violates  any 
law  should  be  prosecuted.  I  don't  believe  in 
prior  censorship  of  the  press,  but  if  we  violate 
s  law,  a  security  law  or  any  other  law — speed 
limit,  the  income  tax,  failure  to  have  an 
elevator  in  order,  anything  else — the  violation 
should  be  weighed  by  the  judicial  and  adminis¬ 
trative  process. 

Mr,  Smith.  Mr.  Cooper,  do  you  have  any  thoughts 
on  this  subject? 
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Mr,  Cooper.  I  have  some  thoughts  on  it .  In 
the  first  place,  as  Military  Editor  of  the  San 
Diego  Union,  I  become  privy  to  a  lot:  of  infor¬ 
mation  that  is  classified.  I  don't  print  this 
in  all  Instances.  In  some  instances  I  do.  1 
think  tha*  so  tar  as  prosecuting  the  press  is 
concerned,  it  is  not  the  press  that  has 
violated  a  law.  The  duty  of  the  press  is  to 
publish  news. 


it  you  have  a  home  and  you  want  to  guard  it 
against  burglars,  then  that  is  your  responsi¬ 
bility.  That's  the  responsibility  of  the 
government.  If  you  have  somebody  who  leaves 
the  window  open  and  if  somebody  In  the  house 
hands  something  out  to  you,  you  haven't  stolen 
anything,  it  was  given  to  you,  so  I  don't  sec 
that  the  press  has  committed  a  crime  by  pub¬ 
lishing  something  that  is  given  to  you  anymore 
than  any  other  information  you  get  from  any 
other  source. 

Major  Rlcha  .yens  (Space  and  Missile  Systems 
Organization,) .  For  those  of  you  who  feel  the 
press  should  be  prosecuted  for  publishing 
classified  information,  the  First  Amendment 
applies  to  not  only  the  press  of  course,  but 
to  freedom  of  speech.  Now,  if  I  were  not  a 
government  employer,  or  otherwise  under  con¬ 
tract  to  the  government,  and  1  obtained  classi¬ 
fied  Information,  .  night  take  that  information 
and  mimeograph  it  and  pass  it  out  to  people, 
stand  on  the  street  corner  and  shout  it  to 
people,  or  walk  'wn  co  anv  individual  or  any 
nationality  and  pass  It  on.  Informing  the 
nation  is  not  the  sole  obligation  of  the  press. 

How  would  you  support  my  position  as  a  private 
citizen  if  you  say  that  I  would  not  be  prose¬ 
cuted  in  that  case? 

Mr.  Ralph  Smith.  Mr.  Tolleffson,  do  you  have 
an  opinion?  Would  you  '.Ike  to  handle  that  one? 

Mr.  Tolleffson.  The  way  I  understand  the 
Espionage  Act  in  this  case,  if  a  private 
citizen  were  made  privy  to  classified  informa¬ 
tion  that  truly  did  effect  the  nationol 
security— you  see  tills  Is  the  crucial  Issue 
when  we  talk  about  classification — he  could 
be  prosecuted  for  committing  an  act  of  espio¬ 
nage.  I  think  that *8  the  crucial  point.  If 
he  goes  out  and  -.otneone  leaks  to  him  Informa¬ 
tion  that  really  ,  going  to  effect  our 
national  security,  (  think  there  are  ways  to 
proaecute  it  anti  not  under  the  First  Amendment 
as  you're  looking  at  it  as  Freedom  of  the 
Press. 
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Ms-Jor  Givens.  My  intent  is  to  inform  the  public 
rather  than  to  pass  it  to  a  foreign  intelligence 
organization. 

Mr.  Tolleffson.  It  truly  does  effect  the 
national  security  and  again  I  focus  on  that  issue. 
When  you  come  out,  whether  it's  a  newspaper  or  a 
person  who  does  this,  they  should  be  prosecuted 
for  violating  espionage,  because  If  it  really  is 
going  to  Jeopardize  this  country,  I  don't  think 
it  should  be  done.  I  think  anyone  who  does  some¬ 
thing  In  that  area  should  be  prosecuted — should 
answer  for  it — because  I  think  it's  a  criminal 
act. 

X  think  the  important  part  is  the  one  section 
that  talks  about:  In  no  case  shall  any  infor¬ 
mation  be  classified  in  order  to  conceal  ineffi¬ 
ciency  or  administrative  error,  to  prevent 
embarrassment  to  a  person  or  department,  to 
restrain  competition  or  independent  initiative 
or  for  any  reason  which  does  not  require  protec¬ 
tion  in  the  interest  of  national  security. 

1  think  that  the  major  issue  that  the  press  deals 
with  here  is,  "What  truly  does  effect  national 
security?"  In  that  program — and  I  hope  that 
most  of  you  here  did  see  "The  Advocates"--it  was 
clear  that  there  was  a  big  disagreement  over 
whether  or  not  the  press  can  have  knowledge  of 
what  really  does  a:  feet  national  security,  and 
the  whole  Pentagon  Paper  Issue.  I'm  sure  some¬ 
one  is  going  to  raise  sooner  or  later,  so  I'll 
do  so  right  now:  it  was  the  judgment  of  the 
Jurists  of  both  the  New  York  Times  and  Washing¬ 
ton  Post  and  all  the  other  papers  that  followed 
It,  that  this  Information  was  being  classified 
anti  continued  to  be  classified  mainly  because 
of  this  embarrassment  thing  that  is  mentioned 
in  this  classification  order.  The  former 
administrations  were  afraid  that  if  this  Infor¬ 
mation  was  brought  out  into  the  open  it  would 
make  them  look  stupid  and  this  Is  namely  why 
the  information  continued  to  be  classified,  and 
not  that  it  had  an  imninent  worth  to  national 
security. 

When  the  Pentagon  Papers  were  first  released  in 
the  New  York  Times  that  Sunday  last  June,  there 
was  a  lot  of  action,  to  say  the  least,  in 
Washington,  in  both  the  Justice  and  Defense 
Departments  and  John  Mitchell  and  Melvin  Laird 
were  running  around  trying  to  figure  out  what 
should  he  done.  According  to  a  nianber  of  reports — 
the  credibility  of  which  I  think  has  been  estab¬ 
lished— Bob  Doyle,  who  is  one  of  Nixon's  top 
advisors  and  has  a  lot  to  do  with  Republican 
strategy,  proposed,  as  did  a  number  of  other 
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Republican  advisors,  that  the  publication  of 
these  papers  t>e  allowed  because  It  would 
embarrass  Democratic  Administrations  primarily, 
.iut  it  was  thought  won't,  in  the  future,  some 
lemocratic  Administration  do  the  same  to  us 
and  make  us  look  stupid.'  So  1  think  this  is 
the  whole  Issue  whicn  the  press  has  a  big 
Interest  in — seeing  that  classification  is 
done  truly,  almost  solely,  on  the  basis  of 
national  security  and  not  just  to  protect 
politicians,  military  people,  or  whoever,  from 
getting  egg  on  their  faces  from  a  mistake 
they've  made. 

Question  from  Audience.  Would  the  gentlemen 
agree  to  that  on  the  panel — that  the  press 
should  stand  the  risk  of  being  prosecuted? 

And  I  wonder  what  the  situation  would  be  to 
the  private  citizen  playing  the  same  role. 

Hr.  Durham.  I  think  the  press  has  accepted 
this  view  ever  since  Peter  Zanger.  This  is 
nothing  new. 

Mr .  Fleming .  The  only  point  1  would  make  is 
that  if  it's  regarded  as  the  ultimate  standard 
that  any  violation  of  the  classification 
procedure  is  automatically  a  case  for  the 
courts,  this  would  be  unacceptable  on  both 
sides,  both  for  the  press  and  the  government. 

But  clearly,  there's  no  exception  of  the  press 
from  any  legislative  remedy  to  protecting  the 
national  security. 

Mr.  Melllnkoff.  I  didn't  say  we  should  be 
tried.  I  said  we  should  oe  subjected  to  the 
administrative,  Judici  ,1  process.  They  may 
decide  that  it's  not  verv  good  for  the  country 
to  try  and  put  into  jail  1,787  editors  in  the 
country  who  approved  a  publication  of  parts 
of  the  Pentagon  Papers,  but  l  do  think  that 
every  newspaper,  if  they've  violated  a  law, 
should  be  subject  t.  the  process.  Whether 
they  should  actually  go  to  court  or  not  is 
another  question  entirely. 

Mr ■  Smi th .  If  these  gentlemen  on  the  panel 
should  decide  to  write  anything  about  the 
morning's  procedlngs,  they  do  not  plan  to 
^uote  anybody  by  name,  so  I  hope  that  nobody 
will  feel  inhibited  about  what  he  says. 

Mr.  Robert  D.  Donovan  (United  Technology 
Center) I  would  like  to  address  this  to  the 
gentlemen  members  of  the  panel  up  there.  In 
the  lest  few  days  there  has  been  a  story 
published  by  Ramparts  magazine  by  a  Mr.  Beck 
which  makes  certain  allegations  which  may  not 


be  true.  The  point  is,  had  this  gentleman  come 
to  you,  what  would  your  approach  have  been  to 
that  particular  story?  Would  you  have  printed 
it  as  Ramparts  did? 

Mr,  Mellinkoff.  I  wouldn't  have  published  it  in 
the  way  Ramparts  did.  I  would  have  first  checked — 
which  the  papers  did  when  they  finally  got  around 
to  it — to  see  what  the  situation  actually  was.  1 
had  that  written  down  to  speak  about.  When  the 
story  broke,  we  called  the  Air  Force  in  Washington 
to  find  out  if  the  man  actually  ever  served  with 
the  Air  Force  and  we  were  told  that  was  classified. 
However,  cooler  heads  prevailed  and  we  got  a  call 
back  which  said,  "Yes,  indeed  he  had  served  with 
the  Air  Force.  He  served  with  the  Air  Force  in 
Turkey,"  where  he  said  he  had.  You  listen  to 
people  and  you  try  to  see  if  there's  any  credi¬ 
bility  at  all  to  the  story  and  then  only  do  you 
publish  it — not  the  way  Ramparts  did  it. 

Mr.  Cooper.  The  San  Diego  Union  would  not  publish 
anything  that  could  not  be  substantiated.  When  I 
was  speaking  of  classification  a  minute  ago,  I  was 
thinking  of  a  particular  instance  in  which,  as  a 
member  of  the  Navy  League,  X  was  invited  out  to  a 
Research  Community  in  San  Diego  to  visit  the  base, 
and  I  was  shown  a  movie  on  something  that  was  very 
interesting  to  me  from  a  military  point  of  view, 
and  when  I  went  back  the  next  day  to  ask  the  Public 
Affairs  Officer  for  an  interview  with  the  scientist 
involved,  I  was  told  it  was  classified,  so  then  I 
went  to  Washington  and  I  was  told  it  was  classified. 
Then  I  went  to  the  White  House  and  I  was  told  that 
if  X  had  seen  it,  then  it  obviously  couldn't  be 
classified!  If  I  had  seen  it  then  it  couldn't  be 
classified  because  I  didn't  have  the  security 
clearance.  Well,  to  make  a  long  story  snort,  it 
all  boiled  down  to  this:  I  got  the  story  that  the 
project  had  been  unofficially  "classified"  when 
the  scientist  wcs  working  on  it,  because  he  wanted 
to  retain  publication  rights  for  a  professional 
journal.  This  is  the  type  of  classification  I 
think  the  Journalist  lias  the  right  to  violate. 

Major  Gtvenb.  Perhaps  I  misunderstood  you.  I 
think  I  heard  you  say  that  if  you  were  passed 
information  by  someone  out  the  window,  you  thought 
you  had  the  right  to  publish  this  Information  with¬ 
out  any  prosecution  for  doing  so? 


Major  Givens.  Right,  even  though  it  was  classified? 

Mr.  Cooper.  I  don't  take  everything  at  face  value. 

Ms  jo.  1.1  yens.  Well,  the  reason  l  say  this,  you  say 
you  shouldn't  be  prosecuted;  however,  I  want  to  say. 


Mr.  Cooper.  If  1  could  substantiate  it. 
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every  day  you  read  in  the  paper  where  someone 
who  has  received  stolen  goods  is  being  prose¬ 
cuted.  Evidently  the  material — though  it  may 
not  be  considered  stolen — if  taken  out  of  a 
document  control  center,  or  out  of  a  set  of 
files,  mimeographed,  or  in  its  original  form 
is  released  to  someone  else,  this  is  stolen 
copy. 

Mr .  Cooper .  I  think  that  you  misunderstood  me. 
What  I  said  was,  if  you  have  property  that  you 
want  to  protect,  it's  your  responsibility  to 
protect  that.  It's  not  my  responsibility  to 
protect  it.  Now  In  my  case,  and  on  my  news¬ 
paper,  we  do  protect  classified  matter;  but 
I  think  that  the  burden  of  the  protection  for 
the  property  you  have  belongs  to  you  and  not 
to  me,  not  to  the  receiver. 

(Unknown) .  It's  a  very  interesting  point  that 
the  last  question  was  made  by  Chief  Justice 
Berger  in  the  Pentagon  Papers.  Ho  felt  that 
it  could  only  be  construed  as  "hot  goods"  in 
effect  and  should  have  been  returned  to  the 
source.  It's  interesting  that  in  that  parti¬ 
cular  case  that  in  the  6  to  3  decision,  the 
court  really  split  9  ways.  I  think  Mr.  Berger 
alone  cited  that  particular  point  only.  Two 
of  the  ,'ustices  saw  this  whole  affair  as  the 
First  Amendment,  pure  and  simple,  and  there 
were  really  9  different  opinions  that  strayed 
all  over  the  map,  which  is  a  reflection  of  how 
unclear  the  highest  Judicial  thinking  is  on 
this  problem,  let  alone  ours. 

(Unknown) .  I'm  a  little  curious  listening  to 
all  this.  You're  all  talking  about  the  govern¬ 
ment.  I  wonder  what  my  company  would  do  If 
the  same  thing  happened  to  some  proprietary 
information-if  such  material  had  been  released 
or  stolen  by  one  of  my  employees  and  been 
givsn  to  a  publisher. 

(Unknown) .  When  1  talk  about  security,  I'm 
not  talking  about  the  security  ot  your  company 
or  of  my  company.  I  feel  that  security,  as 
we're  discussing  here,  only  refers  to  the 
security  of  the  Country.  Now  if  we  study  this 
document  that  somebody  slipped  us  and  thought 
it  hurt  the  Country,  I’d  return  it  to  you.  If 
I  didn't  think  so,  I  would  feel  free  to  use  it 
ana  take  the  legal  consequences  of  doing  it. 

(Unknown) .  I  would  ask  the  question.  You 
would  accept  the  legal  consequences? 

Mr.  Smith.  What  criteria  do  you  use  in  deter¬ 
mining  whether  something  is  newsworthy? 


Mr,  Mellinkoff.  Jt'B  obvious  1 rom  the  different 
media  and  independent  journalists  within  cny 
particular  branch  that  every  editor  sees  it  in 
a  highly  subjective  and  very  different  way. 
Cenerally,  I  think  moat  media — and  specking  now 
for  newspapers — try  to  sell  their  products.  On 
the  one  hand  part  of  that  judgment  is  popularity 
or  general  Interest  or  what  we  assume  to  b n  that 
general  interest,  I  think  the  difference  between 
the  mediocrity  and  the  superiority  in  the  press 
then  is  the  degree  to  which,  rot  only  that  judg¬ 
ment,  but  a  more  sophisticated  Judgment  Is  applied 
to  the  news .  The  aim  is  to  try  to  grasp  what  may 
be  of  edurational  or  historical  or  imaginative 
value  beyond  just  simply  what  is  popular  or 
sensational  or  titilating  for  the  day.  But  we 
have  to  a 9k:  does  It  get  into  a  highly  subjective 
area?  In  that  area,  I  think,  each  of  us  would 
require  a  half  hour  to  outline  our  own  judgment. 

Hr.  Tolleff oon.  1  think  one  thing  I  would  like 
to  raise  here  is  about  what  defines  "news  worthi¬ 
ness."  I  think  it's  important  to  look  at,  as 
there  are  very  few  journalists  who  can  make  by 
themselves  a  single  determination  as  to  what  is 
news.  I  know  that  my  paper,  a  lowly,  humble 
student  newspaper,  tries  to  follow  what  I  think 
most  good  newspapers  do — the  whole  concept  of 
collective  news  judgment.  Most  good  newspapers— 
the  Los  Angeles  Times  of  course,  the  Saint  Louis 
Post  Dispatch,  whatever,  drew  many  collective 
judgments.  So  it  isn't  like  one  person  with  an 
incredible  bias  and  incredibly  Irresponsible  who 
is  going  to  make  a  judgment  in  his  own  warped 
mind  about  what  may  affect  the  national  security. 

1  hope  that  you  people  would  put  a  little  more 
trust  in  the  collective  judgments  of  the  experi¬ 
enced  journalists  who  work  on  most  newspapers. 

Jackie  Anderson  is  the  exception,  and  it's  going 
to  be  a  sore  spot  but  here  is  an  individual  who 
pretty  much  has  free  reign  over  what  he  can  do, 
and  obviously  he's  not  answerable  to  anyone  but 
good  ole  Jack  Anderson.  A  lot  of  people  in  here 
would  disagree  with  some  of  his  judgments  about 
what  the  national  security  is,  but  let's  remember 
that  there  are  very  few  people  with  the  freedom 
and  the  power  of  Jack  Anderson.  The  major  amount— 
almost  all  the  decisions  in  Journalism  are  collec¬ 
tive  judgments  of  people  who  have  a  lot  of  exper¬ 
tise  and  are  not  a  bunch  of  crazy  people  trying  to 
hurt  the  national  Interest. 

Mr ,  Smith,  aren't  there  more  objective  criteria, 
so  to  speak,  as  to  what  is  newsworthy?  Abe,  do 
you  have  some  thoughts  on  that? 
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Mr.  Mallinkof f ,  I  have  to  agree  it's  a  very 
long  question.  I  spoke  about  this  at  a  con¬ 
ference  at  Stanford  for  two  hours.  To  summa¬ 
ries  It  In  a  very  flip  way,  It  boils  down  to 
this:  news  la  what  people  want  to  read.  In 
other  words,  the  readership  determines  the 
news  value.  If  you  people  don't  read  some¬ 
thing— if  enough  of  you  don't  read  it— we 
won't  publish  it. 

(Unknown) .  There  was  a  television  program,  1 
think  it  was  called,  "The  Selling  of  the 
Pentagon."  Do  you  feel  that  television  or  a 
portion  of  it  can  hurt  the  credibility  in 
the  newspapers? 

Mr.  Fleming.  Kell,  I'd  be  glad  to  say  no.  I 
haven't  seen  that  program  but  in  part  of  it, 
the  quotes  were  used  out  of  context.  There’s 
no  question  that  a  different  meaning  was 
attributed  to  one  of  the  people  on  the  program 
and  I  think  this  is  a  very  serious  error,  and 
most  unfortunate  that  the  network  never  saw 
fit  to  acknowledge  and  apologize  for  this 
particular  defec  t.  But  the  general  feeling 
of  our  people  who  did  see  the  program  and  who 
reviewed  it,  was  that  it  deserved  the  rewards 
it  received  despit p  that  defect.  1  think,  in 
general,  the  public  affairs  functioning  of 
television,  sparse  as  it  is — it  compromises 
something  like  4%  of  their  network  time— has 
often  been  outstanding  in  a  way  of  communi¬ 
cating  very  complicated  subjects,  A  recent 
one  on  the  politics  of  Chile,  for  example,  to 
a  broad  and  popular  audience  which  we  cannot 
reach. 

(Unknown; .  I  think  itv  een  pretty  well 
publicized  that  there  -  such  an  institution 
as  "backgrounder"  reaching  newspaper  people 
bv  government,  and  that  there  is  another 
lather  well  publicized  activity  that  goes  on, 
the  eager  search  by  reporters  for  information 
wherever  they  can  find  it,  and  sometimes,  I 
suppose  they  pursue  this  information  that  the 
government  considers  to  be  classified.  Is 
there  a  position  that  the  members  of  the  press 
here  would  like  to  find,  whether  a  backgrounder 
type  of  briefing  if  it  does  occur,  establishes 
in  the  newspaper  audience  a  responsibility  for 
the  protection  of  that  information  from  that 
time  on  until  they  have  knowingly  been  informed 
of  release  without  restraint,  because  the  same 
information  might  be  leaked  unofficially.  You 
might  hear  about  and  you  might  feel  that  now 
that  is  out  of  the  bag,  my  obligation,  if  1 
had  one.  Is  gone.  Is  that  question  clear? 


Mr.  Fleming.  Yes,  X  think  I  understand  what  you 
are  saying.  In  other  words,  we  learn  something 
off  the  record — what  you  call  "backgrounder." 

Then  you  learn  about  it  from  another  source. 

What  is  your  obligation?  If  you  want  to  keep 
your  sources — forgetting  morality  now— you  go  back 
to  the  person  who  gave  you  the  information  off  tha 
record,  tell  him  the  situation  and  you're  forced 
to  abide  by  his  judgment.  That's  the  danger  of 
accepting  Information  off  the  record. 

This  is  a  very  complicated  question.  The  question 
of  protecting  the  source  of  background  meetings, 
which  I  think  you  were  also  asking  about,  and 
there  was  the  recent  spectacular  in  which  the  text 
of  a  backgrounder  was  published  in  the  Congressional 
Record  attributing  it  to  Henry  Kissinger  while  the 
reporters,  up  until  that  moment,  had  respected  the 
source  as  confidential  and  contributed  only  to  high 
American  sources.  So  there's  always  that  dilemma 
posed  with  reporters  of  the  background  when  someone 
else  learns  who  gave  the  backgrounder  and  publishes 
the  name  In  the  press.  It  has  become  so  muddy  that 
one  of  the  large  Eastern  establishment  papers  (that 
we're  not  going  to  mention),  I  guess,  has  now 
declined  r.o  send  reporters  to  backgrounders  in 
Washington , 

(Unknown) ■  Yes,  but  they  don't  mind  printing  AP 
and  UP  stories  of  those  backgrounder  meetings.  So 
I  think  that  Is  what  you  might  call  a  cheap  shot! 

(Unknown; .  I  would  like  to  turn  the  conversation 
around  a  little  bit  and  ask  the  panel  for  their 
opinion  on  proposed  government  merger  of  confiden¬ 
tial  sources  that  you  are  using.  Has  the  govern¬ 
ment  elected  to  oublish  it  ’  What  would  you  feel  is 
the  government's  responsib 1 1 lty  in  that  kind  of  a 
contract? 


Mr.  Durham.  I  wonder  ii  this  may  not  be  a  good  time 
to  bring  to  your  attention  a  current  situation  at 
the  Stanford  Daily  which  is  germane  to  this  issue. 


Mr.  Fleming.  You  are  aware  that  this  Is  the  subject 
of  a  recent  Supreme  Court  decision.  My  own  news¬ 
paper  felt  that  the  decision  was  widely  construed 
as  written  to  risk  some  element  of  the  First  Amend¬ 
ment.  We  do  feel,  for  example,  that  our  reporters 
would  have  to  risk  imprisonment  rather  than  have  to 
reveal  sources  under  a  wide  variety  of  circumstances, 
but  we  do  not  argue  that  absolute  immunity  must  be 
granted  to  reporters  on  the  revelation  of  sources. 
There  are  all  kinds  of  new  answers  to  this.  The 
reporter  who  observes  a  crime,  for  example,  as 
opposed  to  a  reporter  who  becomes  involved  in  a 
confidential  arrangement  to  obtain  information. 
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Mr.  Smith.  Right.  If  Don  Tolleffson  will  tell 
us  about  that. 

Mr.  Tolleffson.  I  hope  you  can  bear  with  me 
for  a  few  minutes  while  I  try  to  give  you  a 
little  background  on  the  whole  issue.  I  don’t 
come  here  for  an  opportunity  to  attack  the 
Nixon  Administration.  I  come  for  a  two-way 
dialog  and  I  first  want  to  thank  all  of  you 
people  because  I  think  what  you  are  doing  is 
very  good.  I  think  there  is  obviously  a  need 
for  more  professional  management  in  the  work 
in  which  you  deal,  and  I  think  you're  to  be 
commended  for  coming  together  each  year  and 
working  together  to  try  and  improve  the  situ¬ 
ation,  and  1  think  we  would  both  agree,  it 
can  use  improvements. 

However,  1  hope  you'll  bear  with  me  for  just 
a  moment.  I  sat  in  on  some  of  your  panels  and 

heard  some  of  your  problems  and  I  would  like 
to  take  a  moment  and  just  run  into  it  with  the 
mention  of  the  Caldwell  Decision  in  court. 

Let's  look  for  a  moment  at  some  of  the  problems 
we  have  and  maybe,  hopefully,  you  can  get  a 
little  bit  of  understanding  of  what  I  think  Is 
a  bad  thing  that  has  been  happening  to  the 
press  In  this  country  recently. 

My  Impression*,  of  President  Nixon,  and  I  have 
studied  the  ran  quite  a  bit,  and  obviously 
I've  been  aound  that  long,  hut  from  what  I've 
studied  of  aim  I  think  everyone  believes  that 
President  Nixon  takes  a  strong  anti-communist 
position  and  he  has  traditionally  done  this  as 
far  back  as  the  McCarthy  days.  One  of  his 
major  complalt  is  about  communist  nations  and 
this  was  raised  recently  when  Congress  had  to 
fight  over  whether  to  maintain  funding  for 
Radio  Free  Europe,  or  free  pres.*,  ideas  in 
eastern  tur;,,,oan  countries,  and  President  Nixon 
was  saying,  "Well,  we  need  to  keep  a  second 
voice,  ycu  know,  and  have  some  kind  of  alterna¬ 
tive  to  tho  propaganda  machine  to  these 
countries,  at  least  for  their  press.  And  I 
think  It  is  kind  of  weird  here  that  in  essence, 
if  you  look  at  the  Caldwell  Decision — and  now 
I'm  going  to  lead  into  a  case  where  we  are 
currently  involved  In  Federal  District  Court — 
we  have  sort  of  a  strange  moving  possibility 
of  the  press  and  that  model  of  the  press  propa¬ 
ganda  of  the  governments.  The  Caldwell  Decision 
concerned  Earl  Caldwell,  reporter  of  the  New  York 
Times,  who  had  clone  some  articles  on  the  Black 
Panthers  and  was  subpoenaed  by  a  C r and  Jury  to 
isclose  infer;  iu  tion  about  Ills  sources  and  about 
e  information  they  had  given  him. 


He  refused  to  do  that.  His  newspaper  obviously 
wanted  him  to  refuse.  Also,  he  personally,  didn't 
think  that  they  could  violate  the  confidentiality 
of  those  sources,  so  he  didn't.  What  happened  Is 
a  case  which  was  argued  by  a  Stanford  Law  Professor. 

The  Supreme  Court  ruled  in  essence  that  the  press 
Is  not  lmmuned  from  Grand  Jury  Subpoenas  and  they 
have  to  answer  them,  and  there  are  many  key  men  of 
the  press  that  may  become  unwillingly  aid  to  the 
government  because  they  will  be  forced  to  compro¬ 
mise  confidentiality  and  lose  a  lot  of  sources, 
and  I  think  this  can  only  hinder  the  role  of  the 
press,  and  what  we  are  talking  about  here  is  the 
press  classicly  can  be  considered  sort  of  an 
adversary  of  government. 

Now  Mr.  Agnew  claims  that  the  press  has  a  liberal 
slant,  when  It's  just  attacking  the  Nixon  Adminis¬ 
tration.  You  need  to  go  back  in  the  early  '60's, 

In  the  Democratic  Administrations;  and  just  look 
at  the  Pentagon  Papers,  for  that  embarrassed 
Democrats.  In  1968,  80%  of  the  papers  lncompasslng 
80%  of  the  circulation  in  this  country,  endorsed 
President  Nixon  for  election  to  Presidency.  The 
statement  that  we  bad  this  overwhelming  left  liberal 
bias  in  the  press  is  kind  of  wrong  you  know.  It 
surprised  me  because  the  press  has  to  fill  an 
adversary  role  no  matter  what  administration  is  in 
there. 

The  press  lias  a  responsibility  to  the  American 
people  to  act  as  a  watch-dog,  not  only  on  the 
government  but  everything  else  going  on  in  society, 
and  hopefully,  1  think  for  a  pursuit  of  truth. 

It's  my  nature  to  amend  that  most  journalists  who 
have  any  integrity  are  committed  to  this  truth 
factor.  It's  a  long  introduction  and  I  apologize 
for  that. 

What  our  case  involved  was  bark  about  a  little  over 
a  year  ago.  There  was  a  demonstration  at  the  Stan¬ 
ford  Hospital  and  this  Involved  the  firing  of  a 
janitor.  A  number  of  local  radical  groups  rallied 
to  the  cause  and  It  ended  up  in  a  sit-in  in  the 
hospital  here. 

As  a  result  of  this  sit-in,  the  police  were  called 
in  to  evict  demonstrators  one  night  and  it  was  a 
major  tactical  plow  tire  wav  the  police  went  in. 
Obviously,  they  would  never  do  what  they  did  again. 
They  sent  too  few  offirers  and  one  got  overwhelmed 
by  ttie  number  of  demonstrators  and  it  was  very 
tragic  because  a  couple  of  ol fleers  were  hurt  very 
seriously,  and  one  policeman  had  to  end  his  career 
rather  early.  The  people  responsible  for  that 
should  be  prosecuted,  definitely. 
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What  happened  was  Chat  a  few  days  subsequent  to 
that  we  had  had  photographers  and  reporters  on 
the  scene.  The  powers  of  the  Police  Department 
came  to  the  offices  ot  the  Daily  and  for  the 
first  time  in  the  United  States  the  files  of  a 
le  itimate  newspaper  were  searched  by  a  law 
eni  rcement  agency.  The  Search  Warrant  encom¬ 
passed  negatives.  They  wanted  negatives  we 
had  taken  there,  but  they  not  only  looked  for 
negatives,  they  went  through  everything  in  our 
newspaper  office,  through  files,  through  garbage 
cans,  through  everything  and  made  a  completely 
thorough  search. 

Now,  what  we  have  done  is  gone  into  court  for 
violation  of  a  number  of  different  Amendments: 
our  First  Amendment  right,  and  our  Fourth  Amend¬ 
ment  right  against  an  unlawful  search.  In 
essence  we  feel  they  went  in  and  searched  with¬ 
out  going  through  the  normal  channels  such  as 
getting  a  subpoena.  They  had  no  assurance 
other  than  hearsay  from  one  person  that  we  would 
not  honor  a  subpoena.  In  fact,  our  policy  has 
been,  and  continues  to  be,  i f  we  are  ’awfully 
subpoenaed  we  are  going  to  honor  the  subpoena. 
There's  not  much  choice  about  that. 

Now  the  whole  question  here,  this  kind  of  govern¬ 
ment  action  against  the  i  ress  is  very  dangerous 
because  if  you  can  allow  the  government  to  come 
on  into  an  office  and  go  through  everything  in 
your  office,  and  have  the  right  to  conduct  such 
a  blanket  search  of  newspaper  offices,  it  is 
just  really  going  to  inhibit  what  the  press  can 
do  and  curtail  the  role  of  free  press  in  our 
country  which  is  really  vital  to  making  this 
the  best  country  in  the  world. 

It  just  has  terrible  connotations  and  1  hope 
you  can  understand  that  we  are  fighting 
vigorously  against  this,  because  confidential 
sources  are  important  to  newsmen.  No  Journalist 
would  deny  that,  and  I  think  th.tt  people  ought 
to  realize  that  we  have  to  have  confidential 
sources.  I  argue  to  lawyers  and  doctors  in  the 
client  confidentiality  relationship.  A  lot  of 
people  in  the  press  business  argue  that  we 
should  have  similar  privileges.  1  think  this 
is  crucial  to  understand.  If  your  sources 
start  drying  up  because  police  and  law  enforce¬ 
ment  agencies  have  a  right  to  come  in  and  search, 
you  are  really  going,  to  see  an  end  to  what  I 
think  is  a  vital  part  oi  a  Democracy,  tills  free 
press . 

Just  one  more  point  I  want  to  make.  All  of  you 
have  to  read  a  lot  of  newspapers.  1  read  about 
six  a  day  In  my  Job  and  I'm  Just  inundated  witli 
information.  All  of  us  are  aware  that  there  Is 


an  over-kill  of  information.  You  have  a  lot  of 
facts  and  they  come  in  one  ear  and  out  the  other. 

In  the  development  in  journalism,  and  1  think  all 
of  my  colleagues  would  agree,  over  the  past  ten 
years  this  has  been  a  realization  that  you  not 
only  have  to  teport  facts  but  you  have  to  put 
them  into  perspective,  and  also,  try  and  make 
things  more  readible,  more  understanding,  so  that 
you  just  don't  present  straight  facts,  that  as  I 
say,  a  lot  of  times  go  in  one  ear  and  out  the 
other.  You  talk  about  the  mmportance  of  the 
feature  story.  Now  1  just  want  to  give  you  one 
example  of  how  searclies  and  subpoenas  which  would 
end  a  lot  of  our  use  of  confidential  sources  and 
our  ability  to  have  them  would  really  curtail 
free  press  in  this  country  and  curtail  democracy. 

Drug  problems  are  things  I'm  very  aware  of,  being 
in  the  under-30  generation.  1  think  there  is  a 
serious  drug  abuse  problem  in  this  country.  I 
think  there  is  a  lot  that  has  to  be  done  to 
correct  it,  but  let's  talk  about  trying  to  bring 
this  across  to  people  tliat  heroin  addiction  is  a 
major  problem,  1  tliink  you  know  this  has  to  be 
done.  Now  the  one  way  tliat  lias  been  done  is  to 
sit  there  and  say  we  have  all  these  figures  about 
heroin  addiction  and  we  can  say  12%  of  this  number 
of  people  in  this  geographic  block  has  used  heroin 
one  to  tliree  times  etc.,  and  tliose  kind  of  facts 
are  going  to  go  like  I  say,  to  readers  and  a  lot 
of  them  are  just  going  to  disregard  them.  You  get 
so  many  damn  facts  every  day  from  your  newspapers 
and  your  media.  Now  the  way  to  liandle  a  story 
like  tliat,  1  think,  should  be  like  a  lot  of  news¬ 
papers  have  done  very  success  fully— to  reduce  it 
to  a  feature,  say  on  one  lieroin  addict,  so  that 
you  see  t lie  trugedv  that  is  Involved  to  heroin 
addiction  by  only  one  human  being.  You  can  really 
understand  the  problem  a  lot  more  vividly  than 
seeing  a  lot  of  statistics.  Now  It's  very  arguable 
to  say  a  heroin  addiet  Is  committing  illegal  acts, 
the  mere  possession  of  heroin  is  making  him  into 
a  criminal,  and  if  ihis  decision  to  search  against 
a  Daily  is  allowed  to  stand  up  in  court,  and  if 
we  sav  that  the  press  should  have  no  immunity  to 
maintain  the  confident!  ility  of  their  sources- - 
like  this  lieroin  add  iot--whnt  would  be  in  it  lor 
him  to  eonie  and  talk  to  you  on  any  sort  of  level, 
anonymously  or  not,  in  which  the  police  could 
come  in  and  subpoena  your  records,  all  your  records, 
search  void  offices  and  find  out  who  he  is  and  put 
tlie  guy  in  Jail.  I  would  like  to  present  to  you 
people  that  these  kinds  of  searches  are  kind  of 
like  the  recent  Supreme  Court  decision.  They 
place  the  press  in  major  jeopardy,  in  its  continual 
effort  to  fulfill  its  role  as  a  fioc  press.  1  want 
to  thank  you  Ini  hearing  with  roe  on  that. 

Mr,  Smith.  Would  anybody  he  so  hold  as  to  express 
a  contrary  point  of  view.' 
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(Unknown) .  I  Just  have  a  question.  Would  you 
be  willing  to  submit  to  me  a  list  of  all  your 
confidential  sources  and  allow  me  to  decide 
whether  they  should  continue  to  be  protected? 

Mr.  Tolleffson.  Now,  are  vou  speuxing  of  you 
as  a  government  official,  or,  what  role  are 
you  saying,  "Give  them  to  you,"  just  as  a 
private  citizen?  Do  vou  want  me  to  give  my 
sources  to  a  pi ivate  citizen  or  what?  lust 
what  I'm  asking,  "Who  am  1  giving  these  to, 
first  of  all,  before  1  answer  the  question? 

I  don't  think  the  private  citizen  has  a  right 
to  know  what  my  confidential  sources  are.  As 
1  said  before,  1  don't  thin*  the  government 
really  has  the  right  to  know  who  these  sources 
are. 

(Unknown) .  You're  trying  to  say  that  the  press 
should  determine  what  Is  sensitive  and  what  is 
not.  What  makes  the  press  so  eminently  quali¬ 
fied  to  pass  judgment  on  confidentiality? 

Mr.  Tolleffson.  Now  all  I'm  saving,  and  let  me 
bring  it  down  to  a  sense  as  to  why  the  l’entagon 
Papers  were  published,  is  this  In  essence  I 
think  it  is  a  disagreement  as  to  whether  or  not 
the  press  has  any  brains  and  could  figure  out 
what  is  really  valuable  as  far  as  national 
security  is  concerned  What  tne  press  is  doing 
in  the  Pentagon  Papers,  m  essence,  lri  publish¬ 
ing  them,  was  trying  to  get  '  ts  wuich  in  the 
judgment  of  the  press  clearlv  had  newsworthy 
value,  and  in  the  judgment  of  the  press  were 

by  proof  of  the  national  security,  because 
the  press  has  a  lot  ot  expertise  available.  We 
have  former  military  men  I  have  two  of  them 
right  here  with  me.  We  nave  all  sorts  of 
sources  who  have  a  pretty  lear  picture  of  the 
national  security  available  to  us.  You  Just 
have  to  put  some  sort  of  trust  in  a  t  ree  press 
to  make  judgments  about  these  questions. 


The  reporter  is  the  one,  or  the  photographer  is 
the  one,  who  is  going  to  he  held  in  contempt  of 
court,  in  essence,  11  that  subpoena  Isn't 
answered.  ts  going  to  he  nls  body  who  goes 
to  Jail  lor  five  days  or  ilteen  days,  or  how 
many  davs  they  decide  to  put  him  awav  for.  We 
allow  the  reporter  or  the  photographer  to  make 
that  decision  based  on  whether  he  committed 
to  maintain  that  individual  notes  on  that  Issue, 
or  those  particulars,  whether  or  not  he  thinks 
it's  worth  going  to  jail  or  answering  the 
subpoena.  It's  up  to  the  individual  person  in 
that  case. 
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Mr.  Fleming.  I  sense  a  certain  hostility  to  the 
press  here,  J  have  the  impression  that  all  of 
you  must  have  had  extraordinary  experiences  with 
the  press  on  the  question  of  breaches  of  security. 

I  would  like  to  hear  some  of  the  specifics  that 
have  troubled  you.  I  prefer  presenting  a  loaded 
case,  for  example,  the  restraint  exercised  by  the 
press  at  the  time  of  the  Bay  of  Pigs.  Had  the 
press  neen  less  restrained  on  information,  it 
might  have  saved  the  United  States  from  an  extra¬ 
ordinary  error.  On  the  other  hand,  I  think  of 
the  difficulty  the  press  would  have  encountered 
had  it  respected  security  in  the  General  Lavelle 
case,  or  in  the  My  Lai  case,  and  not  published 
any  of  the  data  when  it  was  leaked  on  those 
particular  events.  We  do  not  see  ourselves  in 
the  role  of  obstructing  justice.  A  person's 
photographs,  which  we  have  taken,  would  normally 
become  available  to  anyone  who  comes  into  our 
library  or  purchases  them  from  the  commercial 
section.  We  do  not  keep  from  the  District 
Attorney  material  that  we  would  sell  to  the  general 
public.  We  are  very  keen  on  supporting  the  law. 

The  delicate  area  dealt  with  in  the  recent  Supreme 
Court  case  had  to  do  only  where  confidentiality 
was  essential  to  obtain  material  used  in  criminal 
cases,  not  in  government  security  matters.  I 
really  wonder  what  has  leaked  out  of  your  opera¬ 
tions  to  the  press?  , 

(Unknown) .  I  come  back  to  the  point  1  made  earlier,  | 

I  bet  99%  of  the  stuff  is  deliberately  given  by  j 

senior  government  officials,  whether  it's  the 

Secretary  of  Defense,  Secretary  of  State  or  within 

the  White  House  complex,  for  purposes  of  policy 

control ,  particularly  at  appropriations  time. 

( 

Mi,  Melllnkoff.  It  seems  to  me  we  are  confusing  i 

two  subjects:  One  is  the  security  of  r.he  United 

States  vis-a-vis  enemies  abroad.  I  think  we're  j 

all  agreed  here  that  nothing  should  he  printed  or  i 

published  or  anyway  broadcast  that  would  hurt  the  ^ 

security  of  the  country.  Now  there  is  the  other  i 

problem  about  the  security  of  individuals.  If  1 

were  to  talk  with  this  gentleman  and  he  told  me  j 

something  ol  f  the  record,  and  then  1  were  to  print 
it  and  attribute  it  to  him  by  name — and  let's  say  ^ 

it  has  nothing  to  do  wi th  national  security,  but  i 

only  with  the  profits  of  his  company — he  would 

have  objections.  I'm  sure  he  would  want  me  to  > 

respect  his  confidence,  as  if  he  was  talking  to  j 

another  businessman  on  a  confidential  basis.  This 
is  just  human  decency  and  people  should  do  that.  ] 

It  just  so  happens  that  we  In  the  press  are  given 

more  secrets  than  most  people  and  have  to  hold  more  i 

in,  that ' s  al 1 . 


Now  we  feel  it's  only  fair  to  the  reporter  that  Mr.  Smith.  Kip,  you  have  something  on  that? 
if  he's  the  one  who  is  going  to  have  to  spend 

time  behind  bars  that  lie  have  some  say  In  whether  Mr.  Ceoper.  Yes,  I  wanted  to  clarify  because  1 
or  not  he's  going  to  do  that.  think  there  may  he  some  misconception  about  what 

1  mean  about  publishing  classified  Information. 
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I  spent  23  years  in  the  military  and  1  used  to 
classify  some  Information  and  1  know  reasons 
why  some  was  and  was  not  classified.  I  think 
that  so  far  as  the  type  of  companies  that  you 
represent  are  concerned,  that  there  are  many 
many  sources  of  Information  from  within  your 
companies  and  1  think  that  you  underestimate 
the  Intelligence  of  a  newspaper  man  to  get  this 
type  of  information  when  it  is  presented  to  him, 
and  I  think  also  that  sometimes  you  Insult  his 
profession  by  some  of  the  things  that  are  said 
about  it. 

I  want  to  cite  two  examples.  Most  all  of  your 
companies  have  house  organs.  You  publish  news¬ 
papers  or  little  things  and  you  send  these  out 
to  the  press,  and  I'm  quite  sure  that  most 
people  read  them.  Now  when  you  have  something, 
say  for  example,  in  recent  case  there  was  a 
very  beautiful  article  In  a  house  organ  about 
a  new  missile  that  is  being  developed  for  the 
U.S.  Navy  and  it  was  in  very  great  detail.  So 
far  as  I'm  concerned,  when  something  like  that 
is  published,  in  that  type  of  a  publication, 
where  everybody  who  works  for  that  company  in¬ 
cluding  the  janitors,  can  get  it  and  take  it 
home,  drop  it  on  the  streetcar  or  on  the  street 
corner,  that  when  I  call  up  the  public  affairs 
officer  of  that  company,  and  eventually  to  the 
vice-president,  and  he  tells  me  that  he  can't 
discuss  this  because  it's  classified,  1  feel 
that  I  can  take  the  Information  from  the  house 
organ  and  use  the  company  as  the  basis  for  it. 

Now  another  instance  of  classification  which 
happened  a  couple  of  years  ago.  A  manufacturer 
saw  fit  to  put  a  very  large  device  on  the  back 
of  a  flatbed  truck  and  take  it  down  a  public 
street,  and  I  saw  it,  and  a  lot  of  other  people 
saw  it.  Having  been  in  the  Navy  I  had  some  idea 
as  to  what  it  was  for  and  when  I  called  up  the 
company  about  that,  they  said  it  was  classified. 

Now  these  are  the  types  of  instances  of  classi¬ 
fied  information  1  feel  a  reporter  is  free  to 
use,  stuff  that  you  carelessly  let  get  out  into 
the  public  domain  and  then  try  to  deny  that  it 
exists . 

Now  If  somebody  brought  me  something  on  a  piece 
of  green  paper  or  a  piece  of  pink  paper,  I 
wouldn't  use  it.  I  wouldn't  even  read  it.  I 
have  been  in  briefings  where  people  would  say, 
"I'm  going  to  tell  you  something  that  is  classi¬ 
fied,"  and  I  told  them,  "I  don't  want  to  know 
It.  Don't  tell  me.  I  might  forget  where  I 
got  it  from  and  publish  it." 


Mr.  Tolleffson.  In  the  Instance  of  the  policy 
Investigating  a  major  crime  and  you  have  infor¬ 
mation  which  you  did  not  get  from  confidential 
source,  which  could  aid  them,  it's  newsworthy, 
and  ought  to  be  published  because  of  that,  and 
the  police  can  use  It  when  it's  published. 

But  I  think  that  if  you  went  and  called  up  the 
police  and  that  became  known  to  confidential 
sources  you  have,  you'd  lose  them  pretty  quickly 
because  they  would  fear  that  you  are  cooperating 
with  the  police  in  that  way  rather  than  Just  on 
the  basis  of  news  judgment. 

(Unknown) .  I  have  not  yet  arrived  at  any 
definition  of  people's  rights. 

Mr.  Smith.  The  definition  of  people's  rights  to 
know.  Does  anybody  want  to  take  that  one? 

(Unknown) .  I  think  that  is  what  we  are  talking 
about  today  and  everybody  that  has  spoken  here 
has  been  talking  about  that  subject.  Somebody 
has  to  decide  what  the  people  are  going  co  know. 
No  paper  has  the  facilities  to  print  everything 
that  comes  to  its  attention  and  we  try  and  make 
our  best  Judgment  on  what  the  people  should  know 
in  any  given  case.  I  don't  think  it  can  be 
summarized  briefly  In  one  sentence. 

Mr.  Durham.  In  the  Executive  Order  that  was  Just 
referred  to,  there  is  an  exhaustive  reference  to 
this,  and  the  further  reference  in  the  Preamble 
to  sections  of  the  U.S.  Code  which  shows  the 
Presldenc  and  Congress  have  sought  to  define  the 
people's  rigf  t  to  know. 

Mr.  Smith.  I  wonder  if  I  could  throw  out  a 
question  now  at  the  members  on  the  floor,  and  I 
hope  somebody  can  answer  this  one.  There  has 
been  a  fair  amount  of  discussion  of  covering  up 
things  in  government,  using  classification  to 
"avoid  embarrassment,"  and  I  wonder  if  someone 
could  offer  an  opinion  about:  "How  often  does 
this  happen?  To  what  extent  do  you  think  that 
people  have  classified  things  for  that  type  of 
purpose?" 

Mr.  Durham.  It's  happened.  We  all  know  its 
happened.  We've  all  seen  It  happen.  At  least 
most  of  us  have.  We  all  hope  that  tomorrow  will 
be  a  new  dawn  and  it  won't  happen  again. 

1  can  think  of  an  instance  of  a  professional 
seminar  where  the  subject  matter  of  the  seminar 
was  embarrassing  to  one  government  agency  and  the 
papers  being  presented  by  the  University  complex 
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at  that  particular  aaminar  were  classified  by 
that  government  agency  to  preclude  the  public 
knowledge  of  that  particular  subject  matter. 
That's  a  classic  case. 

1  think  my  colleagues  In  the  audience  are  now 
older  and  wiser  and  hopefully  these  type  of 
things  will  not  happen  again,  but  obviously 
we're  not  utopia.  1  would  like  to  hear  If  some 
of  my  colleagues  agree  with  me  or  not. 

Mr,  Tolleffson.  Ralph,  may  I  get  in  here  for 
just  a  minute?  1  have  a  study  here  which  says 
that  in  1970  a  special  task  force  on  secrecy 
set  by  the  Pentagon's  Defense  Science  Board 
reported,  "The  amount  of  scientific  and  techni¬ 
cal  information  which  is  classified  could 
probably  decrease  perhaps  by  as  much  as  90X  by 
limiting  the  amount  of  information  classified 
and  the  duration  of  its  classification." 

In  essence  the  Pentagon  is  saying  here— is 
admitting — that  a  lot  of  stuff  gets  classified, 
for  reasons  other  than  national  security.  I 
think  the  most  vivid  example  of  this  is  in  the 
Pentagon  Papers  case.  When  it  was  being  argued 
in  Appellate  Court,  the  Solicitor  General, 
Griswold,  was  speaking  and  he  was  drawing  up  a 
complaint  to  try  to  show  how  much  of  this  stuff 
was  really  important  in  national  security  and 
they  were  trying  to  cite  specific  examples 
within  them.  It  says  here  that  "Griswold  took 
reams  of  notes  on  a  yellow  legal  pad  as  three 
of  his  advisors  reeled  off  a  total  of  41  items 
they  were  most  concerned  about  in  the  Pentagon 
Papers,  and  after  reading  each  item  in  the  a 
papers,  Griswold  found  that  in  his  judgment 
many  could  lead  to  a  situation  of  political 
embarrassment,  but  would  surely  not  endanger 
national  security.  It  was  perfectly  plain  to 
him  that  the  papers  were  over-classified  in 
places  according  to  one  high  ranking  Justice 
Department  official.  I  think  that's  the  kind 
of  problem  I'm  talking  about  when  we  talk  about 
classification  be  based  on  national  security 
interests  and  not  on  political  embarrassment. 

Now  I  want  to  find  out  from  you  what  is  wrong 
with  the  secrecy  reports.  I  think  most  of  us 
agree  that  there  is  a  problem  with  overclassi¬ 
fication  and  political  embarrassment  and  that 
is  the  tiling  I  think  your  Society  is  really  to 
be  commended  for,  because  it  seems,  what  I  can 
see,  you  are  trving  to  lessen  that  and  that 
should  be  done  and  that's  what  we're  talking 
about. 

Nr.  Fleming.  My  paper  has  argued,  and  I 
certainly  agree  with  them,  this  has  to  be  left 
as  a  rather  ambiguous  proposition,  and  that 


through  the  history  of  this  country  the  kind  of 
tension  and  confrontation  that  has  always  existed 
between  those  in  power  and  out  of  power,  anu  the 
citizen  and  the  government  is  unavoidable.  The 
press  is  seen  by  this  audience,  I  think,  as  hostile 
to  government,  but  there  are  large  groups  in  this 
country  that  see  the  press  as  part  of  the  estab¬ 
lishment  or  oligarchy  who  is  hostile  to  the  public 
interest.  It  is  a  curious  dilemma  trying  to  find 
a  balance. 

These  are  broad  generalities  to  say  that  I  don't 
believe  you  can  write  a  precise  rule  book  and  the 
courts  will  one  by  one  in  different  ways  deal  with 
these  as  the  whole  history  of  the  Supreme  Court  on 
this  has  shown  In  the  past. 

One  of  the  reasons,  frankly,  that  we  were  appre¬ 
hensive  about  the  decision  of  the  New  York  Times 
and  the  Washington  Post  to  publish  the  textual 
material  of  the  Pentagon  Papers,  Is  that  we  thought 
this  action  would  invite  court  action.  We  would 
have  preferred  to  avoid  that  kind  of  a  legal  con¬ 
frontation  and  to  leave  the  ambiguity  that  1 
referred  to  previously  which  would  have  been  the 
case  had  mere  excerpts  or  references  to  content 
been  used  by  the  papers  that  had  the  material,  ami 
which  has  in  the  past  been  the  usual  way  in  handling 
highly  classified  material  that  became  available 
in  this  way. 

(Unknown) .  If  government  or  major  companies  wetc 
to  release  everything  that  could  be  released  with¬ 
out  violating  the  nation's  security,  I  don't  think 
then  there  would  be  nearly  the  pressure  from  the 
media  to  get  information. 

In  all  the  years  I've  had  contact  with  the  military, 
both  as  a  member  of  it  and  as  an  observer  of  it,  I've 
never  heard  of  anyone  who  was  reprimanded  for  over- 
classifying  something. 

Although  this  new  order  says  that  overclassification 
can  be  penalized,  1  would  wait  to  see  the  first  man 
who  was  publicly  chastized  for  cancelling  something 
or  overclassifying  it.  When  that  happens,  1  think 
the  media  will  have  a  greater  belief  in  this  Execu¬ 
tive  Order  and  how  it  is  going  to  affect  us. 

Mr,  Cooper.  There  have  been  several  statements  made 
about  the  adversary  role  of  the  press,  the  govern¬ 
ment  and  various  people.  I  would  like  to  say  that 
when  I  was  in  the  Navy,  many,  many  moons  ago,  many 
of  the  officers  who  were  Ensigns  and  Second  Lieuten¬ 
ants  then  are  Admirals  and  Generals  now,  and  I  can 
say  that  we  have  remained  friends  even  though  1  am 
now  in  the  press.  They  don't  tell  me  any  secrets. 
Many  of  the  people  In  Defense  Industry,  people  who 
have  formerly  been  in  the  military  that  I  know  and 
particularly  in  public  affairs,  and  I  don't  think 
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Chat  there  Is  any  adversary  relationship  and 
there  should  not  be  one  in  my  job  as  a  military 
reporter  dealing  with  people  like  you,  because 
I  think  that  when  you  become  an  adversary  of 
the  person  with  whom  you  are  dealing,  when  you 
are  confronting  each  other,  then  you  are  not 
communicating,  and  if  I  can't  communicate  with 
the  people  in  your  business  and  in  government, 
then  1  don't  have  anything  to  write  about. 

Mr.  Tolleffson.  May  I  speak  on  that  for  just 
a  minute.  I  use  the  term,  "adversary,"  and  a 
lot  of  Journalists  use  that,  and  1  just  want 
to  explain  what  I  mean.  I  have  a  few  friends 
in  government,  locally  here  in  student  govern¬ 
ment,  city  government,  whatever,  and  it  does 
not  imply  hostility  but  in  the  way  in  which 
the  free  press  would  envision  in  this  country, 
part  of  its  major  function  should  be  and  is  a 
watch-dog  function  toward  the  government.  This 
does  not  mean  that  necessarily  everything  the 
government  says,  I,  as  a  journalist  have  to  say 
something  different  or  try  to  contradict  what 
they  are  doing.  That's  not  true.  I  think  the 
word,  'Vat ch-dog , "  is  sort  of  a  loose  term  but 
its  meaning  is  a  little  bit  better  than 
"adversary"  which  has  its  connotation  in  clob- 
bing  each  other  over  the  head. 

Mr.  Smith.  I  think  I  can  confirm  that  there  is 
a  change.  I  know,  in  my  own  case,  when  the  new 
system  came  into  effect  I  had  to  do  a  memo,  and 
finally  I  decided  I  did  not  know  how  to  classify 
it;  so  I  went  and  delivered  the  message  verbally! 

Mr.  Durham.  I  think  Ralph's  point  is  well  taken. 
The  Executive  Order,  if  you  read  it  closely,  says 
"The  preferable  method  of  transmission  of  top 
secret  is  orally."  I  trust  though,  under  the  new 
definition,  what  you  said  earlier  wasn't  top 
secret! 

(Unknown) .  The  problem  of  what  to  do  about  de¬ 
classified  information  is  still  with  us,  and  I  do 
not  think  that  we  have  a  completely  ready  answer 
for  you.  What  I  am  trying  to  say  just  briefly, 
more  specific  is,  classified  information  some¬ 
times  contains  proprietory  information,  patent 
information  and  when  you  take  the  wraps  off 
declassification,  there  is  a  problem  about  publi¬ 
cations.  Now  on  the  other  hand,  if  you  have 
technology,  let  us  say,  valuable,  and  it  doesn't 
deserve  class irl cat ion  and  nevertheless  there  is 
a  law  in  this  country  that  says  that  some  of  that 
technology  will  not  be  exploited  without  a 
license,  the  problem  then  is  always  one  of  evalu¬ 
ating  whether  valuable  technology  should  be 
protected  because  of  a  statutory  desire  that  it 
be  protected,  and  the  silver  platter  concept  is 


brought  up  in  connection  with  that  more  than  it 
is  with  classification  and  is  a  constant  problem. 
I'm  glad  that  Dick  mentioned  it. 

I  would  like  to  suggest  as  an  observation  that 
it  always  bothers  me  a  little  bit  when  I  read  in 
the  newspaper  that  the  following  Information, 
classified  by  the  government,  has  been  obtained 
and  here  it  is.  Would  it  rot  be  in  the  spirit 
of  cooperation  if  the  press  could  say  that  we 
have  obtained  the  following  information  and  here 
it  is,  rather  than  saying  the  government  says 
it's  classified.  I  would  like  to  solicit  the 
cooperation  of  the  press  once  it  publishes,  while 
at  the  same  time  explicitly  accusing  the  govern¬ 
ment  of  stupidity. 

(Unknown) .  Doesn't  it  enhance  the  Interest  of 
the  readership  though  if  the  newspaper  can  say 
this  was  classified? 

(Unknown) .  Yes  indeed.  Everyone  else  does  it 
too. 

Lorry  McConnell,  System  Development  Corporation. 

I  have  a  question  on  a  little  different  tack 
here.  I  have  the  Impression  that  there  is  a 
rather  large  volume  of  press  copy  released  by 
the  government.  My  question  is:  To  what  extent 
does  the  press  take  these  releases  on  face  value 
and  print  them,  and  to  what  extent  does  the  press 
do  a  little  investigating  on  its  own  before  it 
publishes  them? 

Mr.  Tolleffson.  For  our  policy  I  think  we  are  a 
little  unique  for  being  a  college  newspaper, 
we're  not  very  big  and  we  don't  have  to  worry 
about  just  putting  out  50  pages  a  day  so  that  we 
don't  publish  any  press  release  verbatim.  We 
take  all  press  releases  and  they  are  read  by 
people  who  have  specific  areas  to  cover.  If 
it's  newsworthy  then  they'll  check  It  out  and  do 
a  story  using  that  as  source  material,  but  we  do 
not  do  what  I  think  is  a  grievous  sin  in  jour¬ 
nalism-  -running  anybody's  press  release  verbatim. 
You  see  some  classic  examples  of  this;  some  news¬ 
papers,  to  get  something  out  quickly,  will  run  it 
verbatim  ond  look  really  stupid. 

Mr.  Ralph  Smith.  This  is  very  discouraging  to 
writers  of  press  releases! 

Mr.  Cooper.  I  think  you  do  get  a  great  volume  of 
press  releases  from  the  government  and  from  the 
military  everyday.  I  think  that  both  the  mili¬ 
tary  and  industry  save  the  best  stories  for  their 
house  organs  because  they  don't  want  their  own 
publications  scooped,  so  I  read  those  more  care¬ 
fully  than  I  do  the  press  releases;  but  I  think 
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that  any  newspaper,  at  least  a  daily,  a  credible 
newspaper,  will  not  take  a  handout  at  face  value. 
You  not  only  call  the  person  who  originated  it 
to  be  sure  that  he  did,  but  you  also  try  to 
check  out  the  facta  to  be  sure  they  are  as  he 
has  presented  them. 

(Unknown) .  Recently  with  the  new  Executive 
Order  we  are  looking  for  new  and  great  things 
in  classification  management.  We've  received 
so  much  publicity  that  members  of  Congress  are 
rushing  to  get  on  the  bandwagon  by  introducing 
the  main  bill  which  would  take  security  classi¬ 
fication  out  from  under  the  Executive  Order.  1 
wonder  if  the  press  has  considered  this  or 
reviewed  this  with  any  alarm  or  determination, 
or  have  you  had  an  opportunity  to  consider  this? 
How  do  you  feel  about  it?  Do  you  have  any 
feelings  about  an  Executive  Order  or  law?  Would 
it  be  more  of  a  problem  to  you  in  the  long  run? 

(Unknown) .  I  would  throw  out  one  comment  that  I 
think  it  would  be  in  the  interest  of  the  Fourth 
Estate  to  see  it  stay  as  an  Executive  Order 
because  laws  usually  become  more  unflexible  and 
difficult  to  change.  Hopefully,  Executive  Orders 
are  a  little  more  flexible. 

(Unknown) .  It's  easier  to  talk  to  a  Congressman 
than  to  the  President! 

Mr.  TolleffBon.  This  is  a  question  I  would  like 
answered  by  anyone  of  you  people  for  my  own 
benefit.  I'll  get  back  to  a  source  which  is  not 
confidential.  This  is  a  book  by  Stanford  J. 

Unger  from  the  Washington  Post  called,  "The 
Papers  and  the  Papers,"  which  1  think  would  make 
good  reading  but  I  work  neither  for  the  Washing¬ 
ton  Post  or  E.  P.  Dutton,  so  I'm  just  saying  on 
the  basi?  that  I  think  it's  a  good  book.  There 
are  a  lot  of  things  in  it  that  people  won't 
agree  with  but  it's  good  because  it  details  the 
whole  legal  issue  we  are  talking  about  in  light 
as  they  apply  to  the  Pentagon  Papers.  It  says 
in  here  something  I  would  like  to  throw  out 
because  I  think  the  majority  of  you,  if  I'm  not 
mistaken,  work  for  corporations  that  handle 
Defense  contracts  rather  than  working  directly 
for  the  Federal  Government.  Unger  says  in  here, 
"In  some  Instances  the  worlds  of  derivative 
classification  requires  that  any  compilation  of 
documents,  such  as  the  Pentagon  Papers,  receive 
the  highest  classification  contained  in  any  of 
its  parts,  resulting  in  putting  secret  stamps  on 
newspaper  clippings,  public  speeches  and  other 
material  that  is  circulating  freely  in  other 
parts  of  the  government.  Occasionally  defense 
contractors  employ  this  technique  and  extreme 
extension  of  it  in  order  to  direct  more  serious 
attention  to  their  work  from  the  upper  echelon 
in  the  Defense  Department." 


Is  this  a  valid  charge  that  Defense  contracts 
will  up  the  classification  if  they  can  possibly 
do  that  to  make  it  seem  more  important  for  their 
benefit?  Can  somebody  answer  it? 

Now  I.  just  want  to  get  back  off  the  track  for 
just  a  minute.  We  are  all  human  beings  and  1 
think  we  should  have  mutual  respect  for  each 
other.  I  think  there's  a  lot  of  similarity 
between  government  and  the  press.  Most  of  the 
people  in  both  businesses  are  really  truly 
Interested  In  the  society,  Improving  that  society 
and  helping  the  people  in  that  society.  We  do 
it  in  different  ways.  I  think  you  can  see  that 
for  so  many  people  seem  to  go  from  the  govern¬ 
ment  to  the  press,  one  way  or  the  other.  I  have 
the  upmost  respect  for  many  many  career  govern¬ 
ment  people  many  politicians,  but  there  is  also 
the  problem  you  have  to  realize  on  our  part,  that 
there  are  a  lot  of  politicians  who  are  just  out 
to  raise  themselves  quickly  in  the  public  light. 
When  this  gets  into  classification,  that's  where 
our  problem  comes  in  and  that's  what  we're  talking 
about. 

1  think  in  "The  Advocate"  show  yesterday  they 
pointed  out  that  in  the  case  of  the  career  govern¬ 
ment  official,  you  can  easily  trust  his  judgment. 

He  doesn't  have  a  vested  Interest  in  keeping  his 
name  as  the  "white  knight  in  shining  armor,"  and 
that  sort  of  thing.  Some  of  the  politicians  we 
have  to  watch  out  for,  and  I've  worked  with  enougli 
of  them  to  realize  that.  But  I  want  to  say  again, 

I  really  respect  you  people  for  inviting  us  here. 
I've  learned  a  lot  from  this  session  and  I  hope 
you  have.  You  know,  we're  all  human  beings  and 
committed  toward  improving  society  and  if  we  Just 
give  a  little  bit  to  each  other,  look  through  the 
other  guyj  eyes  (which  is  what  I've  been  doing 
this  morning)  I  think  it's  really  going  to  help 
everyone  in  the  long  run. 

Mr.  Smith,  Ladles  and  gentlemen,  on  this  note  of 
understanding  1  think  I  must  point  out  that  we  are 
about  to  run  out  of  time.  I  think  1  speak  for  all 
of  us  in  saying  that,  notwithstanding  so-called 
"adversary"  relationships,  class  feelings,  and 
tilings  of  that  sort,  I  think  everybody  has  had  an 
opportunity  to  look  at  the  other  side  of  the 
problem.  I  hope  I  can  speak  for  all  of  us,  also, 
in  saying,  that  notwithstanding  problems  that 
come  up  from  time  to  time,  we  all  are  grateful  to 
the  press  for  many  things;  and  In  particular,  we're 
grateful  this  morning  to  these  representatives  of 
the  press  who  have  been  kind  enough  to  come  and 
share  their  thoughts  with  us. 
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CLASSIFICATION:  SYSTEM  OR  SECURITY  BLANKET? 
AMROM  H.  KATZ _ 


INTRODUCTION  OF  MR.  AMROM  H.  KATZ 

Mr.  Katz  is  quite  a  distinguished  gentleman,  a 
native  of  Chicago,  raised  and  educated  in 
Milwaukee.  He  has  done  graduate  work  in  math¬ 
ematics  and  physics  at  the  University  of  Wis¬ 
consin.  He  started  his  work  in  the  area  of 
Aerial  Reconnaissance  and  Intelligence  in  1940 
with  the  United  States  Air  Force  Aerial  Recon¬ 
naissance  Laboratory  in  Dayton.  He  was  Techni¬ 
cal  and  Scientific  Advisor  to  the  Air  Force 
Photo  Commander  at  the  1946  Bikini  Boob  Tests, 
leaving  the  Aerial  Reconnaissance  Labs  as  Chief 
Physicist,  he  joined  the  Rand  Corporation  in 
1954  where  he  became  a  member  of  the  senior 
staff. 

He  is  a  senior  member  of  the  American  Institute 
of  Aeronautics  and  Astronautics,  a  Fellow  for 
the  American  Geographic  Society,  a  Fellow  of 
the  Society  of  Photographic  Instrumentation 
Engineers  and  a  member  of  several  other  pro¬ 
fessional  groups,  and  is  a  member  of  the 
Institute  for  Strategic  Studies  in  London. 

Long  active  in  public  and  international  affairs, 
he  was  a  long-time  regular  panelist  on  a  weekly 
TV  program  sponsored  by  the  Dayton  Council  on 
World  Affairs  in  the  early  50's.  He  is  a  mem¬ 
ber  of  the  National  Planning  Association  Com¬ 
mittee  on  Security  Through  Arms  Control.  He 
helped  draft  the  widely  circulated  pamphlet 
"1970,  Without  Arms  Control,"  as  well  as  the 
committee's  other  publications. 

He  is  on  the  board  of  sponsors  of  the  magazine, 
War/Feace  Report.  He  is  consulting  editor  of 
Arms  Control  and  Disarmament.  He  is  on  the 
Advisory  Board  of  Technological  Forecasting  and 
on  the  Editorial  Board  of  Remote  Sensing  of 
Environment. 

Mr.  Katz  is  listed  in  American  Men  of  Science, 
World's  Who's  Who  in  Science,  World's  Who's 
Who  In  Commerce  and  Industry,  Who's  Who  in 
Space  and  Who's  Who  in  the  West  and  we  are 
going  to  listen  in  a  minute  to  "Who's  Who  at 
NCMS ! " 

He  has  published  numerous  articles  on  disarma¬ 
ment  and  arms  control.  He  is  a  consultant  to 
the  Arms  Control  and  Disarmament  Agency,  to 
the  United  States  Air  Force  and  to  the  Depart¬ 
ment  of  State. 


He  enjoys  a  national  reputation  as  a  wit  and 
humorist  about  science,  government  and  bureau¬ 
cracy  and  he  is  a  much  sought  after  speaker. 

Mr.  Katz  is  now  a  consultant  to  several  agencies 
of  the  United  States  Government,  to  industry  and 
to  some  other  Institutions  and  we  want  to  express 
our  appreciation  for  him.  Yesterday  afternoon  he 
was  in  Boston.  He  cut  his  visit  to  be  sure  and 
be  here  for  our  luncheon  today. 

PRESENTATION  BY  MR.  KATZ 

It  is  a  good  thing  that  I  attended  only  the  last 
hour  of  the  morning  seminar  because  I  am  sure  that 
had  I  attended  the  other  meetings  I  would  have 
realized  that  my  entire  speech  had  been  preempted. 

At  the  end  of  what  I  laughingly  call  my  formal 
presentation  I  will  be  happy  to  entertain  questions. 
I  offer  no  guarantee  ol  answering  them,  but  I  will 
entertain  them  anyway. 

However,  it  is  quite  apparent  as  I  look  around  that 
however  you  classify  this  society,  you  cannot  call 
it  a  society  of  male  chauvinist  pigs,  for  which  I 
am  glad! 

Now  we  begin.  A  funny  thing  happened  to  me  on  my 
30  year  Journey  through  classified  bureaucracy 
en  route  to  this  meeting.  I  got  to  know  both 
Dan  Ellsberg  and  Tony  Russo  very  well.  More  on 
this  later.  First,  I  need  to  ensure  that  you  are 
wide  awake  and  paying  attention. 

Whenever  I  hear  the  word  "classification"  it 
reminds  me  of  an  experience  1  had  in  1946  which 
is  getting  increasingly  remote  in  time  and  space. 

I  was  at  the  Bikini  atomic  bomb  tests.  We  were 
out  a  few  months  early  arranging  markings  on  the 
target  ships  we  were  going  to  bomb,  and  Installing 
photogrammetrlc  markers  on  the  islands.  Things 
were  quiet  (it  was  well  before  the  tests)  and  we 
took  a  cruise  among  the  hundred  or  so  odd  ships 
of  the  doomed  fleet.  While  we  were  there  we  saw 
one  ship  lying  a  few  miles  off  with  much  activity 
around  it.  The  Navy  chap  who  was  driving  us  around 
in  a  little  Navy  craft,  none  of  whose  names  are 
familiar  to  me,  told  us,  when  we  asked,  "That's 
the  USS  Nathaniel  Bowdltch." 

Now  Nathaniel  Bowdltch,  I  remembered  from  my 
student  days,  was  a  famous  navigator  and  astronomer 
of  the  previous  century.  I  said,  "What  the  hell  Is 
going  on  there?"  He  said,  "That's  where  all  those 
long  hairs  are."  I  said,  "What  long  hairs?"  "Well, 
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you  know,  you've  heard  about  the  strange  fish 
they've  been  catching."  And  indeed  we  had 
heard,  because  this  was  the  first  American 
marine  expedition  in  that  part  of  the  world  in 
the  previous  half  century. 

I  said,  "Drive  us  over  there."  About  an  hour 
later  I  climbed  aboard  the  ship  wanting  to  see 
the  strange  fish  they  had  caught.  Right  next 
to  me  on  deck  as  1  got  aboard  was  a  clam  of 
some  kind,  about  three  feet  thick,  the  biggest 
damn  clam  ever  caught. 

The  Captain  asked,  "What  can  1  do  for  you?" 

We  said,  "We  want  to  see  some  of  those  strange 
fish  you've  caught."  He  said,  "Stop!"  "You 
can't  see  them!"  "Why  not,"  I  said.  "Well," 
he  said  "we  got  an  order  to  classify  all  fish 
we  caught  and  we  classified  them  secret." 

Absolutely  true! 

Now  you  know  when  you  hear  a  story  like  this 
that  you  are  confronted  with  one  of  two  options: 
whether  it  is  a  made-up  story  or  it  happened, 
and  a  story  like  this  is  too  preposterous  to 
have  been  made-up!  It  has  to  be  much  easier 
to  have  happened.  I  am  sure  you  find  the  same 
thing  that  I  notice  -  the  preposterous  things 
are  what's  happening. 

Clearly  there  are  other  meanings  to  the  word 
"classification,"  than  the  automatic  response 
I  got  on  board  the  USS  Bowditch,  but  we  are 
not  concerned  with  them  here  today. 

A  phrase  frequently  heard  in  the  audience  and 
In  the  panel  (during  the  last  hour  tills  morning) 
is  the  "the  state  of  the  art,"  I  argue  that  it 
is  not  the  state  of  the  art  that  should  concern 
us  here  so  much  as  it  is  the  art  of  the  state. 
That  is  really  the  subject  matter  we  are  talking 
about . 

Allow  me  to  state  what  I  believe  (without  support 
from  a  scientific  sampling  of  opinion)  what  many 
"people"  believe  about  the  "classification 
system"  or  problem. 

It  is  interesting  that  these  two  words  are  often 
used  lnterchangably  -  system  and  problem.  By 
"people"  I  include  lay  people  such  as  the  press, 
members  of  the  House  and  Senate,  ex-government 
classification  experts,  the  Defense  Science 
Board,  you  know,  Just  plain  folks.  They 
believe  — 

1)  The  classification  system  keeps  information 
from  Americans  and  their  friends  but  not 
from  America's  enemies. 
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2)  There  is  too  much  classified  material  and 
much,  If  not  most,  of  It  Is  overclassified. 

3)  The  classification  system  is  a  self-supporting 
and  growing  bureaucracy  that  costs  too  much 
for  what  it  does  and  in  fact,  far  from  doing 
anything  psltive  it  Incurs  costs  and  produces 
negative  effects. 

Now  do  not  get  hostile.  1  am  not  asserting  that 
these  propositions  are  true.  (Nor  am  I  saying  that 
these  propositions  are  false.)  What  Is  important 
is  the  widely  held  belief  that  they  are  true.  The 
objective  fact  does  not  count  as  much  as  the  per¬ 
ception.  I  will  not  "answer"  these  statements, 
but  I  will  comment  on  them  and  on  other  matters, 
trying  to  illuminate  the  subject.  While  I  am 
making  light  of  the  subject,  I  hope  that  at  the 
same  time  I  will  shed  light  on  it.  T  believe  that 
this  audience  of  conscientious  professionals  will 
pick  and  choose  from  among  such  insights  as  I 
produce  and  reject  others  as  they  will. 

is  It  true  that  the  classification  system  costs  too 
much  for  what  it  does?  X  suspect  it  is  true.  But 
on  the  other  hand  1  am  old-fashioned  and  I  believe 
everything  costs  too  much. 

First  let  us  examine  the  charge,  made  under  various 
guises,  that  the  system  costs  too  much  or  that  it 
is  not  cost-effective,  to  use  modern  up-to-date 
jargon.  Similar  arguments  were  made  that  the 
Manaon  trial  cost  too  much.  That  the  Sirhan  trial 
cost  too  much.  No  struggle  is  required  in  order  to 
believe  those  statements. 

I  believe  them  too.  There  is,  fortunately,  however, 
no  way  to  measure  just  how  much  a  trial  and  an 
attempt  at  justice  should  cost  and  such  discussion 
is  properly  out  of  order. 

Take  a  moment  to  consider  Viet  Nam  as  an  exercise 
in  cost  effectiveness,  or  cost  ineffectiveness, 
as  it  turned  out.  Our  maximum  rate  of  expenditure 
in  Viet  Nam  wob  of  the  order  of  30  billion  dollars 
per  year,  that's  with  9  zero's  after  it,  30  x  10  . 
The  maximum  estimate  of  the  enemy  order  of  battle, 
the  enemy  facing  us,  was  300,000  which  is  30  with 
U  zero's  after  it,  30  x  10^.  Now  dividing  the 
first  number  bv  the  second  number,  yields  that 
we  have  been  spending  $100,000  per  year  per  enemy 
dead  or  alive  except  we  have  not  gotten  delivery! 

Now  it  turned  out  that  the  $100,000  which  we  were 
spending  per  year  per  enemy  was  say,  about  15  or 
20  times  the  maximum  life  expected  income  of  the 
average  enemy.  We  were  spending  20  times  per  year 
what  he  would  have  been  expected  to  earn  in  bis 
lifetime  if  we  had  left  him  alone,  so  clearly 
something  if,  wrong. 


Obviously  our  negotiation  process  was  not 
working  and  still  is  not.  It  would  have  been 
cheaper  to  buy  them  and  put  them  on  an  annuity l 

This  is  an  example  of  what  often  happens  when 
you  invert  the  whole  problem.  In  this  case, 
inverting  the  problem  would  have  made  every¬ 
thing  different.  Now  we  go  to  a  hell  of  a  lot 
of  hard  work  to  capture  a  guy  and  persuade  him 
that  he  is  a  VC  and  make  him  talk.  Instead,  by 
offering  him  an  annuity,  we  have  Inverted  the 
problem  and  made  him  prove  he  is  a  VC  I 

Furthermore,  this  idea  has  the  additional 
advantage  that  instead  of  having  open  season  on 
the  enemy  we  would  have  a  closing  date.  More 
advantages  will  occur  to  you  if  you  think  about 
this  proposal  for  a  few  minutes.  Of  course 
there  are  certain  administrative  problems  you 
run  into  such  as  ensuring  they  remain  bought, 
you  can  do  this  by  using  partial  payments,  for 
example.  But  I  happily  turn  this  over  to  the 
administrators  with  the  observation  that  I  am 
only  a  technical  type. 

Back  to  the  Sirhan  Sirhan  and  the  Manaon  trials, 
about  which  I  argued  that  the  remark  that  they 
cos t  too  much  is  inappropriate. 

We  wish  they  had  cost  less  but  we  cannot  scale 
Justice  by  cost. 

However,  another  aspect  of  those  two  examples, 
and  the  criticism  that  they  called  forth,  does 
have  an  analogy  In  the  continued  brouhaha  going 
on  over  the  classification  system.  The  two 
trials  were  certainly  lengthy,  (and  therefore 
expensive)  and  they  tied  up  the  system,  delaying 
trials  of  other  people  and  other  cases.  The 
analogy  with  the  classification  system,  is  that 
everyone  affected  by  the  system,  not  involved  in 
monitoring  it  but  in  complying  with  it  and  work¬ 
ing  within  this  system  finds  it  to  be  an  imped¬ 
ance,  a  nuisance  and  that  it  never  facilitates 
one1 8  work.  It  is  something  you  have  to  take 
time  out  to  do:  to  get  something  classified, 
registered,  receipted,  or  declassified,  unreg¬ 
istered,  unreceipted.  But  you  have  heard  all 
of  this  before  and  you  have  been  insulted,  down¬ 
graded  and  attacked  by  genuine  experts,  so  l  bow 
to  them. 

Were  I  not  already  convinced  that  too  many 
projects,  reports  and  other  artifacts  of  our 
defense  establishment  and  foreign  policy  estab¬ 
lishment  are  overclassified,  and  were  I  approach¬ 
ing  the  discussion  today  armed  with  only  plain 
logic  and  fancy  psychologic,  I  would  argue  that 
overclass  If lcat Ion  Is  Inevitable. 


In  the  first  place  there  is  a  fierce  asymmetry 
between  the  penalties  and  consequencles  for 
underclaaBlfying  and  those  for  overclassifying. 
Suppose  someone  classifies  a  document  TOP  SECRET 
when  it  should  have  been  classified  no  more  than 
CONFIDENTIAL.  I  lay  aside  without  comment  the 
implicit  argument  that  correct  classification 
can  be  determined  objectively,  like  weighing  a 
pound  of  hamburger  (or  should  I  have  said 
bologna).  The  "correct"  classification  is  a 
subjective  thing  at  best,  and  there  is  no  way  of 
measuring,  weighing  and  so  on.  To  detached 
observers,  of  whom  there  is  none  in  my  audience 
today,  I  state  that,  like  a  fish  hook  going  in, 
it  is  easier  to  stamp  a  document  than  un  -  or 
restamp  it. 

Now  back  to  the  asymmetry.  If  one  overclassifies 
a  document  he  may  be  regarded  as  foolish  or 
stupid.  But  if  so,  he  joins  a  multitude  and  the 
epithet  Is  neither  lasting  nor  heinous.  However, 
If  one  underclassifies  some  information,  or 
distributes,  say  unclassified,  some  SECRET  or 
TOP  SECRET  data,  there  are  penalties. 

There  is,  therefore,  a  built-in  bias  to  play 
safe,  a  bias  that  argues  in  favor  of  overclassi¬ 
fying. 

X  can  illustrate  this  from  another  field. 
Intelligence  estimates.  Many  feel  that  a  similar 
bias  exists  in  the  Intelligence  estimating  process 
If  we  overestimate  the  enemy,  it  may  cost  us  money 
to  buy  defenses  against  the  estimated  threat.  If 
we  underestimate  the  enemy,  it  may  cost  us  blood. 
We  can  print  money  but  we  cannot  print  blood. 
(Although  you  can  type  it!)  Clearly  this  example 
is  a  caricature  but  I  think  the  bias  works  in  tills 
general  direction.  This  does  not  mean  that  a 
conspiracy  is  at  work,  rather,  I  conclude  forces 
are  at  work. 

Of  course  there  are  other  reasons  to  overclassify, 
sometimes  operating  at  the  subconscious  level. 

One  may  want  to  shield  and  Insulate  his  project 
from  criticism,  be  it  literary  or  technical. 
Literary  criticism  is  usually  needed  and  deserved 
the  higher  the  classification  of  the  document. 

This  occurs  because  such  documents  do  not  have  to 
meet  the  test  of  open  publication,  and  have  highly 
restricted  readership.  Although  one  may  desire  to 
insulate  his  project  from  criticism  by  hiding  it 
as  best  as  he  can,  sucli  protection  by  Insulation 
does  not  work  very  well.  But  as  long  as  people 
think  it  works,  that  is  what  counts. 

Some,  fortunately  few  in  number,  worship  classi¬ 
fication,  and  regard  any  attacks  on  it  as  an 
assault  on  religious  principles  and  theology.  1 
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am  reminded  here  or  an  old  new  Yorker  cartoon. 
Deservedly  a  classic,  this  cartoon  showed  a 
monastery  high  in  the  Pyrenees.  In  one  room  a 
monk  was  working  at  a  safe  marked  "Sacred," 
and  in  another  room  one  was  working  at  a  safe 
marked  "Top  Sacred." 

Now,  about  the  charge  that  the  classification 
system  is  a  bureaucratic  apparatus?  Of  course 
it  is.  What  is  not?  As  soon  as  you  get  more 
than  two  people,  one  has  to  be  the  boss  and 
issue  orders.  You  have  the  beginning  of 
bureaucracy.  In  the  system  we  are  here  to  cuss 
and  discuss  there  are  many  more  than  two  people! 
A  paradox  inherent  in  bureaucracit'i;  (this  one 
as  well  as  all  others)  is  that  as  they  grow, 
they  get  more  joints,  nodes  and  branches.  But 
they  become  more  rigid;  this  is  a  paradox, 
because  one  would  think  that  they  would  get 
looser  and  more  flexible.  Alas,  they  become 
more  rigid. 

Another  gratuitous  truism  about  bureaucracies 
or  other  lurge  collections  of  people  is  that 
as  they  get  bigger,  intellectual  level  decreases. 
That  is  a  cumbersome  way  of  beating  around  the 
bush  and  I  would  rather  say  it  plain:  they  do 
not  get  smarter,  they  get  dumber! 

Another,  perhaps  minor  shift  occurred  when  we 
shed  the  old  category  RESTRICTED.  My  impression 
is  that  when  we  had  the  categories  RESTRICTED, 
CONFIDENTIAL,  SECRET  and  TOP  SECRET,  there  were 
very  few  TOP  SECRET  documents  around.  When  the 
lowest  classification  was  abolished,  what  we 
used  to  call  RESTRICTED  became  marked  CONFIDEN¬ 
TIAL,  and  there  was  a  general  upgrading,  hence 
the  proliferation  and  liberal  use  of  the  TOP 
SECRET  stamp.  This  is  only  a  partial  explana¬ 
tion,  but  I  think  it  is  or:  the  track. 

Let  us  turn  back  to  the  Pentagon  Papers  case. 

Tons  and  reams  have  been  written  about  this 
historic  episode  and  much  more  will  be  written. 
The  matter  is  now  before  the  third  branch  of 
our  government,  the  Judiciary,  and  I  wili  there¬ 
fore  say  (what  is  for  me)  comparatively  little. 
The  disclosures  did  satisfy,  for  many,  the 
opportunity  of  voyeurism,  permitting  a  peek 
inside  the  government,  but  I  wondered  at  the 
time,  and  I  ask  again,  who  really  read  the 
Pentagon  Papers?  Of  the  thousands  who  pointed 
at,  commented  on  and  hought  the  Papers,  at  best, 
a  microscopic  minority  has  really  read  them.  1 
have  satisfied  myself  about  this  truth  by  going 
around  and  asking  detailed  questions.  But  all 
of  these  people  have  streng  ideas  of  what  t hey 
tli ink  was  proved,  what  was  revealed,  what  was 
flushed  out  and  what  was  given  to  the  American 
public.  People  pointed  at  them  and  some  writers 
made  headlines  by  saying  things  that  you  cannot 
find  in  the  Papers. 


Others  made,  and  still  make.,  the  grievous  error 
of  equating  contingency  pi v  .  weth  marching 
orders.  This  error  is  not  new.  Some  of  you  in 
this  audience  may  be  old  enough  to  remember  that 
The  Chicago  Tribune,  on  or  about,  December  4,  1941, 
three  days  before  Pearl  Harbor,  obtained  and  pub¬ 
lished  the  United  States  War  Hans.  Everybody 
knows  we  did  not  hove  war  plans.  A  little  earlier, 
Lt.  Col.  Eisenhower  was  drilling  in  Louisiana  with 
wooden  rifles.  But  they  published  our  war  plans 
with  the  claim,  based  on  a  semantic  inversion, 
that  because  we  had  war  plans,  we  were  planning 
war. 

To  anyone  who  has  been  an  even  moderately  careful 
newspaper  reader,  the  Pentagon  Papers  offered 
absolutely  no  surprises.  Details  -  yes; 
surprises  -  no.  The  trouble  is  that  many  who  will 
not,  or  do  not  drink  from  the  highly  potable  flood 
of  unclassified  information  are  dying  of  thirst 
fer  secrets. 

Thic  suggests  that  a  titlllation  factor  coupled 
with  an  a  priori  commitment  to  various  conspiracy 
theories  is  hard  at  work. 

With  that  as  an  introduction,  I  turn  to  a  memo  1 
wrote  on  the  Pentagon  Papers  case  on,  July  1,  1971, 
about  two  weeks  after  the  New  York  Times  started 
publishing  the  Papers. 

To  keep  the  memo  short,  I  confined  myself  to  some 
predictions  which,  like  fall  out,  will  descend 
upon  all  of  us. 

First,  and  most  Important,  we  must  recognise  that 
Dan  Ellsberg  invented  something.  What  I  mean  is 
that,  as  the  guy  who  kidnapped  the  first  diplomat 
set  the  stage  for  other  kidnappings.,  as  the  first 
contemporary  airline  hijacking  set  the  stage  for 
other  hijackings,  so  till.,  event  will  serve  as  a 
stimulant  and  a  model  for  future  similar  events. 
(Remember,  I  am  quoting  from  the  memo  of,  July  1, 
1971.)  Ellsberg  has  received  many  accolades,  has 
achieved  martyrdom  and  will  likely  get  off  free 
and  clear,  (the  prediction  1  made  then  still  holds). 
Any  book  he  writes  will  automatically  be  a  best 
seller.  He  is  portrayed  by  many  as  a  patriot,  a 
super  hero  and  so  on.  lie  is  on  TV  frequently  and 
will  be  known  and  commemorated  as  Saint  Daniel! 

I  argue  that  this  general  rea'-*  ion  will  inspire 
further  disclosures  by  others  jho  aspire  to  some 
collection  of  similar  statuses.  We  had  better  he 
alert  to  this.  My  own  favorite  and  incomplete 
list  of  subjects  which  can  make  for  embarrassing 
and  exciting  disclosures,  Include  information  rola 
related  to  our  atomic  weapons  ami  strategic 
delivery  systems,  information  .•Lout  intelligence 
operations,  some  of  our  transactions  in  the  Middle 
East  between  the  United  States  and  Russia  and 
between  the  United  States  and  Israel,  details 


about  strategic  contingency  plans,  a  subject 
that  was  earlier  remarked  upon.  (Everyone  knows 
that  a  contingency  plan  is  never  used,  because 
you  are  always  confronted  by  a  new  contingency 
and  when  you  look  .around  at  a  lot  of  your  plans, 
there  are  none  that  fit.  Besides,  contingency 
plans  are  guarded  by  their  preparers  and  owners, 
like  the  library  books  are  guarded  by  an  old 
maid  librarian.  They  are  to  be  kept  end  not  be 
removed. ) 

So  X  predict,  therefore,  (July  1,  1971)  we  should 
expect  further  disclosures  in  other  areas.  1 
predict  and  expect  further  polarization  between 
the  press  and  the  government,  which  cannot  be 
good.  The  press  equates  secrecy  with  secretive¬ 
ness.  Adding  to  this  is  the  well-known  phenom¬ 
enon  of  overclassification  in  some  areas.  I 
might  add,  parenthetically,  that  as  pointed  out 
in  the  earlier  discussion  that  the  preas  defends 
its  right  to  secrecy,  and  its  right  to  confiden¬ 
tiality  of  sources.  X  understand  this,  but  I 
cannot  reconcile  it  with  the  implicit  denial  of 
the  government's  right  to  secrecy.  Back  to  the 
memo . 

These  events  will  only  launch  the  press  on  the 
warpath  for  more  scalps  and  kudos.  Any  writer 
who  wants  a  Pulitzer  Prize  will  exert  diligence 
to  come  up  with  further  disclosures.  I  noticed 
that  Neal  Sheehan  did  not  get  a  Pulitzer  Prize, 
ana  this  created  quite  a  storm.  Perhaps  he 
should  have  gotten  the  Olympic  medal  for  fencing! 

A  third  prediction  concerned  further  and  possible 
loss  of  confidentiality  internal  to  the  govern¬ 
ment  which  I  estimate  will  contaminate  much 
communication  on  policy  matters.  A  guy  will  be 
writing  classified  messages  with  an  eye  on  the 
possibility  that  they  are  going  to  be  published, 
not  30  years  later,  but  maybe  next  week, 

A  fourth  point  Is  that  we  are  still  in  a  growing 
anti-defense  mood  in  this  country.  Most  people 
will  not  read  the  Pentagon  Papers  (I  confirmed 
later  that  they  did  not),  but  will  only  point  at 
them,  and  will  use  them  as  a  further  weapon  to 
belabor  and  attack  the  defense  establlsliment . 

1  concluded  my  memo  by  remembering  that  in  older, 
and  hopefully  former  times,  the  messenger  who 
brought  bad  news  was  sometimes  shot,  because  of 
mlsidentlf ication  of  the  bad  news  with  itB 
bearer.  In  this  case,  clearly  t  am  only  the 
messenger.  1  want  everybody  to  understand  that! 
That  Is  what  1  predicted.  I  leave  it  to  you  to 
evaluate  these  ideas. 


Let  us  look  at  the  practice  of  secrecy  in  the 
United  States.  What  is  open  and  what  is  secret? 
To  do  this  we  will  start  with  a  short  review 
course  in  the  theory  and  practice  of  deterrence 
in  a  nuclear  era.  Being  well  armed  in  the  face 
of  a  threat  from  an  opponent  is  necessary,  but 
not  a  sufficient  condition  for  protection  in  a 
nuclear  era.  The  fundamental  requirements  of 
deterrence,  if  we  want  to  deter  the  Soviets,  and 
they  want  to  deter  us,  is  that  each  side  has  to 
know  what  the  other  side  has,  and  be  suitably 
impressed  by  it.  In  other  words,  a  truly  secret 
weapon  is  completely  valueless  for  the  purpose  of 
deterrence.  This  is  so  obvious  that  it  is 
usually  forgotten  and  has  to  be  remembered.  A 
secret  weapon,  that  is  a  weapon  whose  existence 
is  not  known  to  the  other  opponent ,  may  be  good 
for  something,  but  not  for  deterrence.  So  how 
do  we  tell  each  other? 

We  have  an  elaborate  disclosure  apparatus  in 
this  country,  in  spite  of  all  of  us  working  with 
the  classification  system.  To  a  member  of  a 
Soviet  intelligence  apparatus  studying  the 
United  States,  the  job  of  drawing  the  wiring 
diagram  of  the  United  States  disclosure  system 
would  be  a  snap.  He  would  have  the  following 
Ingredients:  the  brothers  Stewart  and  Joseph 
Alscop,  Bill  Beecher  of  the  New  York  Times, 

Mike  Getler  of  the  Washington  Post,  Aviation 
"Leak"  as  we  call  it  sometimes,  the  annual 
Secretary  of  Defense  Posture  Statement  and  the 
enormous  collection  of  green  books  and  brown 
books  published  by  the  Senate  and  House  respec¬ 
tively,  the  institutional  advertising,  the  free 

commercial  reports,  the  available  data  . 

He  would  be  drowning  in  information.  In  truth, 
you  would  cause  great  mirth  among  the  Russians  if 
you  told  them  how  we  really  work.  Wc  do  not  have 
a  system.  He  would  have  this  all  wired  together. 
Every  once  in  a  while  1  suspect  he  might  not  be 
all  wrong. 

1  want  to  make  a  plausible  retrospective  case 
that  there  is  a  system  and  it  Is  wired  together. 

I  say  this  because  certain  secret  Information  h >a 
to  be  given  out  without  declassification  or  else 
Is  declassified  by  the  process  of  leaking  it. 

We  need  not  detail  any  further  what  we  all  know 
Is  an  elaborate  disclosure  system.  If  anybody 
wants  to  find  out  how  many  weapons  we  have,  how 
big  they  are,  how  well  they  work,  where  they  are 
located,  roughly  what  our  strategic  doctrine  is; 
etc.,  can  find  out  all  that  information.  Most 
people  who  want  that  information  do  not  even  tap 
the  flood  of  free  information  to  get  it. 
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Now  let  us  look  at  the  Soviets1  disclosure 
system.  Remember  the  symmetry  here  is  that  they 
have  to  tell  us  what  they  have  in  order  for  us 
to  be  scared  and  impressed  by  what  they  have. 

How  do  they  do  it?  Well,  they  are  not  set  up 
very  well  to  do  it,  because  over  there  when  they 
say  a  telephone  directory  is  classified,  they  do 
not  mean  it  has  yellow  pages.  They  mean  it  is 
secret.  We  do  not  understand  that.  We  cannot 
cope  with  such  a  thing.  So  they  are  not  set  up 
at  all  to  reveal  anything,  but  they  do  reveal. 

How  do  they  do  It? 

By  and  large  they  do  have  two  systems;  one  is 
qualitative  and  the  other  is  quantitative.  About 
15  or  18  years  ago  I  wrote  a  paper  suggesting 
that  the  Soviets  were  going  to  have  to  exhibit 
their  missiles  and  that  they  were  going  to  have 
to  constitute  what  I  named,  "The  Moscow  Drag- 
strip,"  to  give  us  a  look,  at  them.  A  moment's 
thought  will  confirm  the  administrative  incon¬ 
venience  of  flying  missiles  by  in  parade.  This 
is  not  a  very  handy  business,  so  I  thought  they 
were  going  to  have  to  drag  them  by,  and  indeed 
they  did  and  do!  And  we  are  impressed,  as  we 
are  supposed  to  be.  That  is  the  purpose  of  it. 

But  nobody  is  deterred  by  quality  alone.  You 
•ire  deterred  by  numbers.  Here  comes  a  fairly 
fancy  word  that  I  find  describes  what  is  happen¬ 
ing:  symbiosis.  To  achieve  credibility  in  the 

number  of  missiles  and  aircraft  and  defensive 
systems:  in  the  state  of  the  art;  to  impress 
China,  West  Germany,  Italy,  France  and  the  United 
States,  to  back  up  and  exert  their  political 
leverage  and  muscle  around  the  world,  the  Soviets 
depend  on  the  United  States  National  Intelligence 
System  and  the  disclosures  set  forth  In  posture 
statements,  reprinted,  elaborated  somehow  by  the 
Institute  of  Strategic  Studies  in  London,  printed 
apparently  independently  In  Aviation  Week.  These 
estimates  all  come  from  the  same  place.  We  are 
doing  the  Soviets'  work  for  them.  We  are  part  of 
their  disclosure  apparatus.  1  leave  the  implica¬ 
tions,  most  of  which  should  he  obvious  to  most  of 
you,  for  you  to  draw,  or  to  the  question  period. 

The  practice  of  secrecy  in  the  Soviet  Union  is 
not  a  dirty  communist  trick  but  is  rather,  an 
old  Russian  habit.  It  pre-dates  the  advent  of 
communism,  which  is  barely  a  hal f  century  old, 
and  goes  way  back.  It  is  truly  an  old  Russian 
habit.  You  cannot  expect  to  have  that  changed 
with  regime  or  modification  of  the  regime. 

It  is  often  alleged  by  some  of  these  lay  or  plain 
folk  l  referred  to  earlier,  that  we  should 
communicate  i  ore  internationally,  coimiun icate 
all  our  information,  declassify  everything. 
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There  is  a  built-in  assumption  (hardly  even 
subjected  to  careful  analysis)  that  more  communi¬ 
cation  between  one  nation  and  another  makes  for 
more  friendship  and  understanding.  Clearly,  the 
existence  of  a  pipeline  is  not  alone  what  counts. 
What  is  coming  through  it?  is  it  dessert  or 
sewage?  What  has  been  communicated  counts  for 
more  than  the  fact  of  communication.  As  I  recall, 
it  was  not  until  we  seriously  listened  to  Hitler’s 
communications  that  we  took  him  seriously,  with 
unpleasant  results  from  Hitler,  so  it  depends 
entirely  on  what  is  being  communicated. 

My  wife,  as  usual,  hit  at  the  heart  of  the  matter. 
She  makes  remarks,  out  of  which  X  make  speeches. 
She  once  pointed  that  the  trouble  with  modern 
communications  -  referring  to  TV,  radio  and  the 
press,  is  that  it  brings  you,  at  high  speed,  in 
great  volume,  from  all  directions,  24  hours  a 
day  -  bad  news!  And  the  more  you  think  about  it, 
the  more  you  realize  this  has  nothing  to  do  with 
what  I  am  talking  about  today,  but  since  I  am 
talking  I  will  finish  this  interesting  diversion 
by  noting  that  most  news  is  bound  to  be  bad, 
because  most  news  is  a  discontinuity,  and  a  dis¬ 
continuity  is  something  breaking,  something 
busting,  something  blowing  up,  and  something 
catching  on  fire  —  it  is  bound  to  be  bad  news. 

Earlier  I  suggested  that  inverting  a  problem  will 
often  provide  a  clue  to  a  solution.  Why  classify 
documents,  projects,  or  activities?  Only  to 
protect  them.  What  is  the  precise  meaning  of  the 
phrase?  Crudely  put,  we  mean  to  see  t"  it  that 
the  wrong,  guy  does  not  read  the  report.  Of  course 
this  result  can  be  obtained  if  nobody  reads  it. 
This  is  known  as  the  Captain  Kidd  effect,  after 
the  unlamented  pirate  who  was  supposed  to  have 
shot  his  fellow  pirates  after  they  helped  him  bury 
his  treasure.  The  net  result  was  that  the  secret 
of  the  treasure  died  with  the  Captain.  The  non¬ 
pirates  among  you  might  prefer  to  call  this 
"throwing  the  baby  out  with  the  bath  water." 

However,  1  have  previously  observed  and  communi¬ 
cated  to  high  officials  of  the  bob,  that  in  10 
years  we  may  expect  to  have  great  difficulty  in 
hiring  people  to  work  on  classified  projects. 

If  so,  tills  is  going  to  cut  down  on  the  reading 
problem  and  the  protection  problem.  If  you  cannot 
hire  ar.y  workers  for  your  projects  it  is  going  to 
be  tough  to  produce  any  classified  reports.  No, 

I  am  not  basing  this  on  an  expansion  or  expected 
continuation  of  the  wide-spread  anti-defense  mood 
or  reluctance  to  work  for  the  bob,  rather  1  argue 
that  very  few  will  he  able  to  get  cleared.  Think 
about  it. 
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Project  what  i*  happening.  By  1984,  a  felici- 
tlous  choice  of  dates,  practically  everyone  in 
the  pool  of  potential  new  employees  will  have 
smoked  pot,  have  been  arrested,  have  been 
plunged  deep  into  one  or  more  kinds  of  so-called 
therapy,  have  been  a  member  of  one  or  more  kinds 
of  subversive  organization  or  have  deviated  from 
the  sexual  norms  of  the  then  current  establish¬ 
ment,  thus  making  clearance  difficult,  perhaps 
in  most  cases  impossible.  This  solution  (when 
no  one  reads  anything)  may  be  coming,  but  never 
fear:  1  have  the  cancellation  orders  in  the 
next  sentence. 

The  supreme  and  over-riding  commandment  of  a 
bureaucracy  is,  "Thou  shalt  not  go  out  of 
business,"  and  therefore,  that  is  sufficient  to 
ensure  that  you  will  not  allow  yourselves  to  go 
out  of  business.  Criteria  will  have  to  be 
changed.  Clearance  criteria  will  be  changed  as 
needed  to  ensure  a  steady  flow  of  employees, 
and  grist  for  your  various  mills. 

I  fear,  and  you  probably  rejoice,  that  I  have 
not  really  solved  your  problems.  Not  all  prob¬ 
lems  are  soluble.  Coping  with  them  Is  fre¬ 
quently  the  best  we  can  hope  for.  We  have 
examined  some  of  the  differences  of  opinion  and 
interpretation  that  occur.  This  does  remind  me 
of  a  closing  story  I  must  tell.  A  friend  of 
mine  who  travels  from  the  east  coast  to  the  west 
coast  fairly  frequently,  once  or  twice  a  year, 
got  fed  up  with  driving  the  turnpikes.  He 
always  drove.  He  said,  "Damn  it  Katz,  I  want 
to  drive  across  the  country  and  see  the  country 
while  there  is  still  country  to  see."  He  drove 
across  the  country  on  old  U.S.  30,  through  Iowa. 
It  was  summer  and  It  was  hot.  He  stopped  at  a 
small  town  of  no  more  than  120  people,  and  the 
temperature  was  about  equal  to  the  population. 

He  got  out  to  get  a  coke  and  refuel  himself  and 
so  forth,  hooking  down  the  two  blocks  of  the 
main  street  of  town,  he  noticed  two  huge 
churches  facing  each  other  across  the  Y  axis  in 
the  main  street.  He  asked,  "What  is  that?" 

"Them  are  our  two  famous  churches,"  the  filling 
station  man  said,  pointing  to  the  first  one, 
"That's  the  Fundamental  Church  of  Christ."  My 
friend  said,  "What's  that  one?"  "That's  the 
Fundamental  Church  of  Christ,  Reformed."  "What's 
the  difference?"  So  the  guy  says,  "Well,  a  vast 
theological  gulf  separates  these  two  churches." 
"The  hell  you  say,"  my  friend  said,  "What  is  it?" 
"They,"  the  attendant  said,  pointing  to  the  first 
one,  "believe  that  Adam's  fall  was  caused  by  his 
eating  of  the  apple  at  the  hand  of  Eve," 

"Really?  What  do  they  believe?"  My  friend 
asked,  pointing  to  the  second  church.  "They 
believe  he  was  a  son-of-a-bitch  from  the  word 
K»." 


Moderator .  Never  again  will  you  ask  me,  who  is 
Amrom  Katz!  Any  questions? 

(Unknown).  You  sound  like  Art  Buchwald.  Do 
you  know  him? 

Mr,  Kat2.  Art  happens  to  be  a  good  friend  of 
mine.  I  had  him  at  my  house  for  lunch  one  day. 

We  were  discussing  something  seriously.  He  said, 
this  reminded  him  of  the  story  of  a  woman  who 
had  two  pet  chickens.  One  of  them  got  sick  so 
she  killed  the  second  one  to  make  chicken  soup 
for  the  first  one! 

There  is  a  universal  moral  there  somewhere. 

Moderator.  Thank-you  very  much.  It  Is  pretty 
obvious  we  thoroughly  enjoyed  your  presentation. 
Someone  wanted  to  ask  Amrom:  What  Is  a  con¬ 
sultant?  You  will  recall  we  had  a  little  query 
about  this  in  Washington  last  year. 

Mr.  Katz.  Long  before  I  became  a  consultant  1 
used  to  tell  this  story  and  although  1  still 
tell  it  occasionally,  I  usually  wince  when  I  do. 

It  seems  that  Farmer  Jones  had  an  unusually  fine 
bull.  A  mighty  stud  animal.  Jones  earned  about 
75 X  of  his  monthly  Income  from  the  services  of 
this  one  bull,  with  negligible  work  by  Jones 
himself. 

He  kept  the  bull  in  a  corral,  about  20  feet 
square,  surrounded  by  a  high  fence. 

One  day  the  farmer  moved  in  a  black  and  white 
Holstein  cow  into  the  pen  next  to  the  bull,  to 
be  serviced,  as  they  say,  the  next  day.  Some¬ 
thing  snapped  in  this  bull's  mind.  He  thought, 
"Those  are  the  most  beautiful  horns  I've  ever 
seen,  the  most  beautiful  sway  back,  the  nicest 
hide,  prettiest  eye  lashes  and  beautiful  purple 
eyes.  I'm  not  about  to  wait  until  tomorrow, 

I'm  going  right  now!"  So  he  backed  off  about 
15  feet  and  made  a  mighty  leap  —  but  he  did 
not  make  it!  He  got  wiped  out  on  the  way  over. 

He  lost,  as  we  say,  his  credentials, 

So  Farmer  Jones  bemoaned  this  tragic  accident. 
With  one  fell  swoop,  or  better  one  foul  swipe, 
he  lost  75X  of  ills  income.  His  neighbors,  who 
were,  of  course,  completely  uninvolved  in  this 
episode,  came  around,  laughed,  and  said,  "Jones, 
what  are  you  going  to  do?  Stioot  the  old  bull?" 

He  said,  "Hell,  no,  I'm  going  to  keep  him  on  as 
a  consultant'.!" 
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A  LOOK  AT  CASUAL  CLASSIFICATION  - 
BY  INDUSTRY 
BY 

JOUKPH  C,  WINGERD,  DMSC,  INC. 

Foreword 

I  would  like  to  state  at  this 
time  that,  this  paper  which  T  am  going 
to  present  is  to  be  considered  in 
strictly  an  academic  light  and  in  no 
way  reflects  the  position  of  the 
Lockheed  Aircraft  Corporation.  As 
yr-u  all  must  well  know,  there  are 
many  Divisions  and  parts  of  Lockheed 
und  I  am  speaking  as  an  individual 
with  rather  extensive  Contract  Admin¬ 
istration  experience  and  the  analyses 
and  the  opinions  stated  nere  today  by 
me  are  my  own  and  are  for  the  purpose 
of  raising  questions  and  pointing  out 
whst  I  consider  are  areas  requiring 
closer  contractual  administrative 
attention. 

Mom  the  viewpoint  of  the  Contrac- 
t  Join-  business  with  the  United 
etates  Government,  Casual  Classifica- 
;  ion  has  many  face  ts,  both  from  a  legal 
approach  under  the  many  Executive  Or¬ 
ders,  Federal  statutes  and  Department 
of  Defense  Directives  and  from  a  basic 
contractual  nceumplishipent.  For  the 
pjreoye  of  this  discussion  today,  I 
sliail  make  no  attempt  to  go  into  the 
;ogai  ramifications  of  all  of  the 
•ib<  v 'mentioned  regulations.  I  shall 
treat  casual  classification  primarily 
!'o,  a  contractual  interpretation  and 
Pm  act  on  the  Defense  Contractor.  To 
1.1  oh  this,  I  have  broken  caGuaJ 
■ 1  ass  'flea  b  ii  n  into  three  (  -,)  basic 
areas  of  consideration.  Tiic  first 
ea  is  that  dealing  wi  „h  Casual  Clas¬ 
sification  by  the  government  to  Protect 
Private  Data  as  well  as  Data  wisicb 
m  *i J tj  be  Determined  as  Injurious  to 
i  ar  National  Defense  if  Disclosed  to 
lJn.  iu  ’  iiori  I’.ed  personnel.  Th  •  .'■'•emi 

is  Ctwuai  Ciasclficati'  n  by  i.lw* 

'i  ver.'Kini  and  InuusUp,  when  a  question 
of  Doubt  Kx i  £  ‘  s  as  to  the  Level  of 
Class  ific  atlcn  .,r  tint  tui  Item  .  liould 
(<  Ciascif i'  <i  at  all,  but  is  then 
Clakrif  J*  «i  as  'ii*  a.siest  Vi  ay  t<  ,'olve 
that  .-.xlsfat  i  iemnu.  Th"  third  an  i 
i  ..  C;  suni  Classification  Direction  t< 

•  c»  a*  net*  r  .  ,,  Word  of  M'utb  *>r  in 
•  :  .■  M  •  i  .  a  o  :“e-t  Change 
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to  the  DD  25 h  Specification  and  Not  by  the 
Contracting  Officer. 

Industry's  responsibility  for  the 
classification  of  information  or  the  safe¬ 
guarding  of  such  classified  information 
only  comes  into  being  at  such  time  as  the 
Contractor  involved  enters  into  a  Contract 
or  some  such  proper  agreement  with  the  United 
States  Government  and  then  requires  access  to 
already  classified  information  or  generates 
such  classified  inform tion  in  accomplishing 
his  contractual  obligations  for  the  U.  !i. 
Government,  primarily  the  Department  of 
Defense.  Since  this  responsibility  is  estab¬ 
lished  solely  by  the  existence  of  this  Con¬ 
tract  or  Agreement,  we  must  look  then  to  the 
contract  for  the  extent  of  his  obligations 
in  complying  with  the  classification  of  in¬ 
formation  which  is  spelled  out  in  the  DD  2j4 
Classification  Specification  for  this  partic¬ 
ular  contract  or  agreement. 

The  Industrial  Security  Manual  for 
Safeguarding  Classified  Information  assigns 
to  the  Contracting  Officer  the  responsibil¬ 
ities  of  furnishing  neccss-iry  classification, 
authorizing  retention  of  classified  nnterlal 
and  certifying  contractor's  need  to  attend 
classified  meetings. 

The  Manual  states  that  "For  the  purpose 
of  this  Manual ,  the  term  Contracting  Officer 
refers  ’<  the  contracting  officer  at  the 
purchusJng  office  who  is  identified  as  the 
Procuring  Contracting  Officer  (PCO)  mid  the 
contracting  officer  at  u  contract  adminis- 
trntive  office  wh<  is  identified  an  tlf 
Administrative  Contracting  Officer  (ACC  ) . 
Hornr  lly,  the  rest-,  nsjb: !  i  which  this 
Manual  assigns  to  <!*■  contracting  offp.-r 
during  ttie  pre-contract,  contract  ava rc 
ami  post-contract  stager  r  1  a  class!  fb  •! 
pr<>cm-en»-nt  wilt  tie  performed  by  the  PCO, 
witli  tit  A  Jo  in  rforming  there  reejiensi  *  iJ* 
i ties  whicli  arise  ejrin,-  ’ne  j  <>rforman<,<  ■ 
stages  of  •  ciassif  od  contract. 

It  cl.  u-iy  apj  e  u's  that  1  ae  lb  > 
Classification  .  j«a:ificati  ■  a  is  basical  !,y 
intended  te  lie  treated  lu  tb*  sane  room  r 

ns  any  •  tiler  contractu , !  ly-i-i  -c.  d  1 1 

ucatj.  h  whe'.h.  V  ;t.  lie  rl'  !''|V  “  ve¬ 

hicle  specif!  "it  ji  u  ■  r  !•*•?■■  r'-.at."'  eg  ’,1- 
j calf '  n;  in  1  tner  rd:  as  a  ..m  ''fi'' 

trout-directed  '■  . . .  1  1  <1  «'  '  ’• 

and  will  'h  •  fit  rl  -r  . 
neg'  t iat  :  '  bio  •  . 


:  an'  . 
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In  this  light  it  very  clearly 
falls  under  the  "Changes  Clause"  of 
the  contract  and  all  its  ramlf ications. 

The  "Changes  Clause"  reads  as 
follows : 

"The  Contracting  Officer  may 
at  any  time,  by  a  written  order, 
and  without  notice  to  the  sure¬ 
ties,  make  changes,  within  the 
general  scope  of  this  contract, 
in  any  or  more  of  the  following: 
(i)  Drawings,  designs,  or  spec¬ 
ifications,  where  the  supplies 
to  be  furnished  are  to  be  spec¬ 
ially  manufactured  for  the 
Government  in  accordance  there¬ 
with;  (ii)  method  of  shipment 
or  packing;  and,  (iii)  place  of 
delivery.  If  any  such  change 
causes  an  increase  or  decrease 
in  the  cost  of,  or  the  time  re¬ 
quired  for  the  performance  of 
any  part  of  the  work  under  this 
contract,  whether  changed  or  not 
changed  by  any  such  order,  an 
equitable  adjustment  shall  be 
made  in  the  contract  price  or 
delivery  schedule,  or  both, 
and  the  contract  shall  be  mod¬ 
ified  in  writing  accordingly. 

Any  claim  by  the  Contractor  for 
adjustment  under  this  clause 
must  be  asserted  within  60  days 
from  the  date  of  receipt  by  the 
Contractor  of  the  notification 
of  change,  provided,  however, 
that  the  Contracting  Officer, 

If  he  decides  that  the  facts 
Justify  such  action,  may  re¬ 
ceive  and  act  upon  any  such 
claim  asserted  at  any  time  prior 
to  final  payment  under  this  con¬ 
tract.  Wlirre  the  cost  of  prop¬ 
erty  made  obsolete  or  excess  as 
result  of  a  change  is  included 
in  the  Contractor's  claim  for 
adjustment,  the  Contracting 
Officer  aliall  have  the  right 
to  prescribe  the  maimer  of  dis- 
]'08itlon  of  question  of  fact 
within  the  meaning  of  the  clause 
of  this  contract  entitled 
"Dlsjuteo”.  However,  nothing  in 
tills  clause  shall  excuse  the 
Contractor  from  proceeding  with 
the  contract  us  changed." 


How,  let’s  consider  Casual  Classifica¬ 
tion  Area  No.  1  in  light  of  this  contrac¬ 
tual  requirement. 


1.  Casual  Classification  by  the 
Government  to  Protect  Private  Data  as 
well  as  Data  which  would  be  Determined 
as  Injurious  to  our  National  Defense 
if  Disclosed  to  Unauthorized  Personnel . 


Since  the  DD  254  Specification  that 
is  included  as  part  of  the  Contractor's 
contractual  obligation  contains  a  refer¬ 
ence  to  the  Industrial  Security  Manual  for 
Safeguarding  Classified  Information  as  part 
of  his  obligation,  and  since  we  must  take 
it  in  its  entirety,  the  type  of  classified 
information  considered  here  would  have  been 
generated  by  the  Government,  its  handling 
and  protection  would  be  In  accord  with  the 
requirements  established  for  the  handling 
of  this  level  of  classified  information 
without  exception.  Nowhere  in  this  contrac¬ 
tual  relationship  is  the  Contractor  given 
the  prerogative  of  analyzing  such  classified 
information  and  questioning  the  reasons  that 
the  Government-authorized  personnel  classi¬ 
fied  such  information  to  the  level  which  he 
received  it.  It  must  be  recognized  und  ac¬ 
cepted  as  an  assumption  that  when  classified 
Information  is  submitted  to  a  Contractor  for 
use  under  a  Government  contract,  tliat  1 1  has 
been  properly  classified  by  an  authorized  in 
dividual  who  has  access  U  background  infor¬ 
mation  that  probably  is  not  available  to  the 
Contractor  and  therefore  his  Judgment  should 
not  be  subject  to  question.  In  this  in¬ 
stance,  if  the  Contractor  takes  it  upon 
himself  to  disugree  with  ilie  level  of  clas¬ 
sification  or  tiie  fact  of  classification  at 
all  and  discloses  tills  information  to  unau¬ 
thorized  individuals,  he  is,  at  the  least, 
in  default  of  his  contractual  obligations 
and  the  Government  should  have  every  right 
to  terminate  such  contract  for  default  and 
withdraw  the  security  clearance  and  al  l. 
classified  nxiterial  from  that  Contractor's 
possession.  The  determination  of  his  gui  J  t 
or  his  innocence  under  tin*  National  Security 
Act  is  u  problem  for  th"  Courts  to  docide 
based  primrily  on  wlwtlur  there  was  a 
cos*>romise  of  information  injurious  the 
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National  Defense. 

The  effect  on  the  Contractor's 
obligations  by  the  classification  of 
the  Government  of  data  for  reasons 
other  than  the  protection  of  our 
National  Defense  information,  is  to 
iuipose  upon  him  a  heavier  burden  of 
classification  than  he  originally 
would  have  anticipated  because  the  un¬ 
derlying  connotation  throughout  the 
Industrial  Security  Manual  is  that  in 
addition  to  that  information  stated  in 
the  DD  2Ljh  Classification  Specification, 
that  tte  Contractor  is  also  responsible 
to  ensure  that  classification  is  applied 
to  all  information  which  is  the  same  as 
or  similar  to  information  that  he  has 
knowledge  of  that  has  been  classified 
previously.  This  poses  a  question:  If 
such  volume  of  classified  information 
becomes  burdensome  or  costly,  who  should 
bear  such  costs?  While  it  is  true  that 
there  is  always  the  channel  of  request¬ 
ing  a  review  by  the  original  classifiers 
to  determine  the  applicability  of  this 
seemingly  ud solas si fled  information  and 
tiii-  cost  of  tiie  handling  and  classifica¬ 
tion  of  similar  information  creates, 
there  may  still  be  in  the  final  analysis 
mucn  unnecessary  cost  imposed  upon  a 
contractor  by  tills  method.  In  this  par¬ 
ticular  area  It  would  seem  that  the  only 
real  answer  is  a  close  working  relation- 
sliii-  with  the  User  Agency  to  apply  down- 
graili  up  In  every  instance  that  is  possi¬ 
ble. 

Now,  from  a  contractual  standpoint, 

- ' 1 1  '  j  ci  as  Icier  Cusuol  Classification  Area 

rj< .  d. 


<•  •  Casual  Classification  by  the 
(!■  -v  -  rumen t  and  Industry  When  a  Question 
■  1‘  P’  ubt  Exists  as  uo  the  Level  of 
C!  c  i  i  1‘lcatlon  or  that  an  Item  Chould 
I  Classified  at  all,  but  is  tlien 
Oi  a  .: !  fled  uu  the  Easiest  Way  to  Golve 
o'1’  Kxjstlnf,  Dilemma. 


c  i 

r  i 


i 


People  being  what  they  are  arid 
i  i unification  by  Interpretation  of  a 
’  ■  ,h  or  what  type  of  inforrrvit  Lon 
'M  be  Injurious  to  the  National 
•'ease  is  going  to  vary  from  individual 
Individual  because  rmich  of  the  inter- 
•eUitlon  aj  piled  to  those  areas  of  jjib- 
i'!e  (ur.blgul  iy  are  strictly  within  tin- 


judgment  factors  peculiar  to  that  individual 
responsible  to  exercise  the  particular  au¬ 
thority  applied  to  this  area  of  interpreta¬ 
tion.  What  then  happens  if  the  Contractor, 
in  hie  Judgment,  does  not  classify  certain 
Information  which  he  considers  is  no 
in  the  DD  2jjk  specification  and  which,  in 
his  judgment  is  in  no  way  injurious  to  the 
National  Defease  if  disclosed  to  an  unau¬ 
thorized  individual,  when  on  the  other  hand 
the  Government  User  Agency  determines  that 
there  is  a  possibility  for  such  information 
to  be  injurious  to  the  National  Defense  and 
feels  that  such  information  should  be  clas¬ 
sified  to  avoid  tills  possibility  and  that 
these  two  actions  happened  independently  of 
each  other,  is  the  Contractor  in  danger  of 
a  security  violation  if  he  has  knowledge  of 
such  Government  interpretation  after  is¬ 
suance  of  the  information  and  does  nothing 
to  resolve  the  opposing  interpretation?  If 
such  classification  by  the  Government,  if 
complied  in  by  the  Contractor,  should  in¬ 
crease  the  Contractor's  cost  since  ho  de¬ 
pended  on  the  type  of  interpretation  that 
he  had  made  and  expected  to  operate  under 
at  the  time  such  specif iention  was  original¬ 
ly  reviewed,  would  this  increased  cost  be 
paid  the  Contractor  through  a  Contract 
Change  for  compliance  or  would  he  have  to 
absorb  it  through  his  misinterpretation  of 
the  security  specification?  It  would  seem 
in  this  type  of  instance  that  it  was  an 
obvious  ambiguity  or  lack  of  specific  dir¬ 
ection  in  the  security  specification,  to 
such  on  extent  that  a  chang e  to  such  cjxie- 
ificaticn  should  be  issupd  through  the 
Contracting  Officer  to  the  Contractor  car¬ 
rying  with  it  the  Contractor's  right  under 
the  Changes  Clause  to  submit  a  claim  for 
additional  coot  and  fee  which  would  then  be 
negotiated  through  the  proper  contractual 
channel s. 

Nov,  let's  consider  Casual  Classifica¬ 
tion  Aren  Hi  .  •>. 


i.  Casual  Cl  goal  I’l  cation  Direction 
to  tin-  Contracti  r  by  Word  of  Mouth  or  in 
Writing  but  Not  by  a  Contract  Ctiange  to 
the  I'D 2‘jh  fpeelf  lcutir-n  and  Hot  by  th<~ 
Contracting  Officer. 

New  this  urr-t  cun  log,  me  quite  contro¬ 
versial  because  of  tin-  l.ro-ul  3ci'i*-  of  secu¬ 
rity  respons ib  il  i i  lee  ipiios'-d  u(ion  •»  Cent  rue- 
tor  when  he  ace' q-*  s  u  Government  Centra'1. 

It  is  roeognlr.il!  tiro  el-isslf icitlon  (loci- 
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cions  are  made  by  the  User  Command  and 
trained  security  people  and  not  by  the 
Contracting  Officer;  however,  Inasmuch 
as  the  Contractor's  channel  of  respon¬ 
sibility  for  contractual  compliance 
lies  solely  within  the  contract  docu¬ 
ment,  it  Is  important  that  any  changes 
to  his  responsibility  are  incremented 
through  such  contract  document.  As  we 
oil  know,  this  is  not  necessarily  al¬ 
ways  done.  When  such  course  is  fol¬ 
lowed  so  that  each  direction  in  clas¬ 
sification  of  upgrading  or  downgrading 
the  Contractor's  responsibility  are 
implemented  by  contractual  change  or 
written  direction  signed  by  the  Con¬ 
tracting  Officer  as  a  Contracting 
Officer,  there  is  no  doubt  of  the  Con¬ 
tractor's  responsibility  to  comply 
fully  with  such  direction  and  to  be 
held  fully  responsible  for  his  action 
or  lack  of  action  under  his  contrac¬ 
tual  obligations.  However,  when  casual 
classification  direction  is  given  to  a 
Contractor  either  by  word  of  mouth  or 
in  writing  by  someone  other  than  the 
Contracting  Officer,  what  impact  doeB 
such  direction  have  in  fact  on  the 
Contractor's  responsibility?  In  the 
event  he  did  not  follow  such  direction 
because  of  disagreement  with  the  inter¬ 
pretation  or  because  it  did  not  come  in 
through  the  proper  channels  for  dissem¬ 
ination,  and,  because  of  this,  Issues 
information  in  that  category  in  an  un¬ 
classified  manner,  is  he  subjected  to 
a  ueeuriLy  violation;  or  on  the  other 
hand,  if  he  should  follow  such  direc¬ 
tion  and  it  substantially  increases 
his  cost  for  compliance  with  the  secu¬ 
rity  requirements,  does  he  get  paid 
with  fee  for  this  additional  cost? 

This  situation  arises  quite  frequently 
und  in  mny  Instances  is  of  insuffi¬ 
cient  Impact  cost-wise  that  such  dir¬ 
ections  ore  accepted  as  port  of  our 
general  responsibility  for  Industrial 
£>'curlty  and  which  condoning  action 
tends  to  create  a  loose  method  of 
ojie  rating  which  should  be  guarded 
against  in  oil  instances.  The  first 
question  of  a  ;>ossible  security  viola¬ 
tion  from  a  contractual  standpoint 
would  appear  to  be  in  the  negative  as 
long  as  it  stayed  in  the  area  us  a 
border U u'  caw  of  a  Judgment  factor, 
finer  the  Contractor  has  an  obligation 
to  protect  classified  information  lm- 
jh <sod  ujion  him  by  his  basic  DD  25 1» 


Classification  Specification  and  the  general 
responsibilities  imposed  upon  him  by  the 
Industrial  Security  Manual,  the  argument  of 
a  security  violation  would  require  complete 
analysis  of  the  facte  involved  in  each  sit¬ 
uation.  Hie  argument  of  cost  would  depend 
upon  the  type  of  contract  involved.  In  the 
Instance  of  a  Fixed  Frice  Contract,  such 
casual  classification  direction  would  be 
strictly  on  the  Contractor  unless  he  could 
convince  the  Contracting  Officer  to  give 
him  a  Contract  Change  to  inclement  such 
direction.  In  the  instance  of  a  Cost 
Reimbursement  Contract,  such  direction 
could  be  considered  as  being  within  the 
general  scope  of  the  DD  254  Specification 
and  the  general  intent  of  the  Industrial 
Security  Manual  and  such  additional  cost 
would  then  be  allowed  aB  overrun  to  its 
Cost  Reimbursement  Contract.  But  on  the 
other  hand,  if  such  casual  direction  was 
not  interpreted  by  the  Administrative 
Contracting  Officer  and  the  various  Defense 
Audit  Agencies,  to  be  within  the  scope  of 
the  DD  254  Specification,  then  such  addi¬ 
tional  costs  would  be  disallowed  and  of 
necessity  then  come  out  of  the  Contractor's 
profits,  a  situation  which  is  certainly  in 
no  manner  fair  to  tne  Contractor  and  I  am 
sure  was  not  the  intent  of  the  Government 
under  such  circumstances  to  impose  on  him. 

In  the  event  of  such  a  happening,  there  is 
of  course  a  channel  open  to  the  Contractor 
which  is  under  the  doctrine  of  Constructive 
Change  to  a  Contract.  This  doctrine  is 
based  on  those  instances  when  a  Contract 
Change  is  requested  or  imposed  uj>on  tho 
Contractor  by  a  person  of  apparent  author¬ 
ity  but  who  has  not  gone  through  the  Con¬ 
tracting  Officer  or  the  proper  contract 
change  document  route.  This  method  is  not 
an  accepted  way  of  doing  business  and  i s 
frowned  on  quite  heavily  by  the  Government 
and  the  Contractor  as  a  method  of  reserving 
these  type  of  differences.  It  is  highly 
recommended  therefore,  both  to  Industry 
and  the  Government,  that  in  those  instances 
where  casual  classification  direction  is 
involved,  that  u;>on  receiving  same,  the 
Industry  representative  should  call  this 
i (mediately  to  the  attention  of  the  Individ¬ 
ual  giving  such  direction  and  request  verif¬ 
ication  by  the  cognizant  Contracting  Officer 
on  behalf  of  the  Government  and  in  the  event 
such  is  not  accomplished,  the  Industry  Rep¬ 
resentative  should  i -on tact  hiB  Contract  Rep¬ 
resentative  and  have  him  immediately  file  a 
Construction  Change  Notice  to  bring  au  -h 
issue  to  tiie  pro|it*r  light  without  any  delay. 
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Problems  in  this  area  can  be  avoided 
by  clearly  stating  in  the  regulation 
that  any  direction  from  the  Government 
that  changes  in  any  mariner  the  Contrac¬ 
tor's  obligations  under  a  Contract  must 
be  submitted  to  the  Contractor  by  the 
Contracting  Officer  through  the  proper 
contractual  channels. 


THE  BRITISH  O 

An  Ex»min»tion 


JACK  ROBINSON 


INTRODUCTION 

All  of  us  have  heard  comments  about  the  British  Official 
Secrets  Act  and  have  heard  murmurs  -  not  to  mention  outright 
recommendations  -  about  adoption  of  such  a  law  here. 

We  are  now  beginning  to  operate  under  a  new  Executive 
Order,  with  an  extensively  changed  but  evolving  set  of  regulations. 
It  seems  timely,  therefore,  to  look  more  closely  at  the  British  Act, 
to  consider  whether  some  of  its  provisions  would  strengthen  proper 
application  of  Executive  Order  11662  and  its  implementing 
regulations. 

The  purpose  of  this  paper,  therefore,  is  to  present  the 
available  information  on  the  British  law,  discuss  tome  facts  about  Its 
relationship  to  our  own.  and  offer  some  observations  about  its 
effect  on  operations.  The  paper  it  a  "highlit, "  not  intended  at  a 
discursive  exposition. 

Another  purpose  of  this  paper  is  to  make  the  Act  available  for 
easier  access.  Recommendations  concerning  the  advisability  of 
adopting  specific  provisions  of  the  Act  are  beyond  the  scope  of  this 
paper. 

THE  ACT 


The  first  point  to  establish  is  that  the  "Act"  is  not  a  single 
law  at  all.  Properly,  it  is  'The  British  Official  Secrets  Acts,  1911  to 
1939."1  This  point  is  not  purely  semantic,  as  anyone  who  reflects 
on  the  range  of  years  covered  will  agree.  We  shall  examine  the 
major  provisions  at  they  have  changed. 

The  law  it  found  in  the  laws  of  Engftnd*  which  it  the  closest 
approximation  to  our  Code  (statutes  are  not  codified  In  the  United 
Kingdom).  The  following  topics  are  covered: 

•  Penalties  for  spying 

•  Meaning  of  prohibited  place 

•  Effect  of  communication  with  foreign  agents 

•  Communication,  etc.,  of  informetion 

•  Communication  of  information  relating  to  munitions 

•  Wrongful  receipt  of  sketch,  etc. 

•  Harbouring  of  spies 

•  Gaining  admission  to  prohibited  place,  etc. 

•  Wrongful  retention,  etc.,  of  official  documents 

•  Obstruction  of  polica,  etc.,  in  prohibited  places 

e  Power  of  polica  to  obtain  information 

•  Offences  by  corporations 

•  Attempts,  incitements,  etc. 


Consent  of  I 
Powers  of  as 


Foatnuta  follom  tht  19KI 


O  Exclusion  of  public  during  hearing 

•  Production  of  telegrams 

•  Accomodation  addresses 

•  Extant  of  Acts  and  place  of  trial 

•  Laws  of  British  possessions 

•  Communication  of  information  concerning  atomic 

energy 

The  last  provision  is,  of  course,  of  more  recent  origin  than 
193B.  In  this  connection,  it  is  interesting  to  note  that  the  first 
formal  act  of  this  type,3  contained  only  the  following  provisions: 

•  Disclosure  of  information 

•  Breach  of  official  trust 

•  Punishment  for  incitement  or  counseling  to  commit 

offence 

•  Expenses  of  prosecution 

•  Saving  for  laws  of  British  possessions 

•  Extant  of  Act  and  place  of  trial  of  offence 

•  Restriction  of  prosecution 

•  Interpretations 

Examining  then  the  Act  of  191 14  which  repealed  the  Act  of 
1889,  one  finds: 

•  Penalties  for  spying 

•  Wrongful  communication  etc.,  of  information 

•  Definition  of  prohibited  place 

•  Power  to  arrest 

•  Penalty  for  harbouring  spies 

•  Restriction  on  prosecution 

•  Search  Warrants 

•  Extent  of  Act  and  piece  of  trial  of  offence 

•  Saving  for  laws  of  British  possessions 

•  Interpretation 

It  is  not  surprising  that  the  Act  of  1911  added  to  the  detail 

and  definition  (e.g.,  the  meaning  of  prohibited  place)  and  added 
provisions.  Among  the  latter  were:  Power  of  arrest,  Penalty  for 
harbouring  spies,  Search  warrants,  and.  the  most  notable  from  our 
view,  the  one  establishing  "Wrongful  receipt"  as  an  offense.  It  thus 
became  an  offense  under  the  Act  for  a  person  to  receive  prohibited 
Information,  just  at  it  was  for  a  person  to  pass  such  information, 
unless  the  receiver  could  prove  that  the  receipt  was  contrary  to  his 
desire.’ 

The  Act  of  1920*  provided  further  extensions  and 
amplification.  Its  sections  included: 

•  Unauthorised  use  of  uniforms;  failifiostion  of  reports, 

etc. 

•  Communication  with  foreign  agents  to  bo  evidence,  etc. 

•  Interfering  with  officers  of  the  police,  etc. 

•  Power  to  require  the  production  of  telegrams 

•  Registration  and  regulation  of  persons.  . .  receiving  postal 

packets 

•  Powers  of  pciice  in  arrest 

t  Attempts,  incitements,  etc 

•  Provisions  as  to  trial  and  punishment  of  offences 


The  mein  elements  in  these  sections  relate  to  detailed 
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definition  of  improper  un  of  uniform*  and  Identification  in 
connection  with  obtaining  information  or  access  to  a  "prohibited 
place";  a  statement  of  details  for  astablishing  evidence  of 
communication  with  a  foreign  agent;  establishment  of  a  arias  of 
records  to  be  kept  by  persons  in  the  business  of  receiving  "postal 
packets"  for  transshipment;  and  reinstftution  of  a  section  pertaining 
to  incitement  to  commit  an  offense  under  the  Act.  Such  a 
provision,  it  might  be  observed,  had  been  in  the  Act  of  1880 7  but 
not  in  the  Act  of  1911. 

Undoubtedly,  the  changes  reflected  experience  gathered  In  one 
way  or  another  during  World  War  I,  as  was  noted  by  Viscount  Peel, 
the  Under  -Secretary  of  State  for  War,  when  introducing  the  bill  for 
a  second  reading  in  the  House  of  Lords: 

"My  Lords,  this  Bill  is  intended  to  amend  the  Official 
Secrets  Act  of  1011.  Of  course,  great  changes  have 
taken  place  in  espionage  during  the  war,  and  graat 
advances,  if  advances  they  may  be  called,  have 
occurred  in  that  somewhat  doubtful  art,  and  the 
experience  of  countering  espionage  which  we  have 
had  during  the  war  is  embodied  in  the  amendments 
contained  in  this  B'.i. . . 

Further,  it  appears  that  many  of  the  amendments  had 
appeared  as  regulations  under  the  Defence  of  the  Realm  Act,  at 
reflected  by  Viscount  Burnham  during  debates: 

"...  I  quite  see  it  may  be  necessary,  with  the 
experience  of  the  war  behind  us,  to  embody  by  way 
of  Statute  those  provisions  which  have  been 
extremely  useful  during  the  war  under  the 
Regulations  made  by  virtue  of  the  Defence  of  the 
Realm  Act. 

The  Act  did  not.  however,  basically  change  the  provision  pertaining 
the  "wrongful  receipt"  although  it  did  add  a  provision,  subject  to 
considerable  debate,  pertaining  to  "wrongful  retention." 

Finally,  the  Act  of  19391 0  extended  the  provisions  of  the 
collective  Acts  to  Northern  Ireland  and  rewrote  section  8  of  the  Act 
of  1020.  That  section  describes  the  procedures  to  be  followed  in 
obtaining  information  from  those  believed  to  have  it  about  offenses 
or  suspected  offenses. 

Though  no  Secrets  Act  has  been  written  since  1030, 
provisions  covering  production  and  use  of  atomic  energy  were  added 
to  the  Lew  by  The  Atomic  Energy  Act  of  1946.' 1 

Another  aspect,  worth  noting,  is  that  tome  provisions  of  the 
Secrets  Act  are  incorporated  in  current  lews.  Two  recent  ones  are 
The  fiadlological  Protection  Act  of  1070  and  the  Civil  Aviation  Act 
of  1071.' 1 

An  excerpt  from  the  latter  will  Illustrate  the  continuing 
application: 

"Section  81  Official  Sacral* 

(1)  For  the  purposes  of  Section  2  of  the  Official 
Secrets  Act  of  1011  (vdiich  among  other  things 
relates  to  the  wrongful  communication  of 
information)  a  member  and  an  employee  of  the 


Authority  shall  be  deemed  to  hold  an  office  under 
Hgt  Majesty  and  a  contract  with  the  Authority  shall 
be  deemed  to  be  a  contract  with  Her  Majesty. 

(2)  For  the  purposes  of  paragraph  (c)  of  section  3 
of  said  Act  of  191 1  (under  which  the  Secretary  of 
State  may  by  order  declare  any  place  belonging  to 
Her  Majesty  to  be  a  prohibited  place  for  the  purposes 
of  that  Act)  a  place  belonging  to  or  used  for  the 
purposes  of  the  Authority  shall  be  deemed  to  be  a 
place  belonging  to  Her  Majesty.  (3)  Subject  to  the 
following  subsection  no  person  shall,  except  with  the 
consent  of  and  in  accordance  with  any  conditions 
imposed  by  the  Authority,  be  entitled  to  exercise  any 
right  of  entry  (whether  arising  by  virtue  of  a 
statutory  provision  or  otherwise)  upon  a  place  which 
by  virtue  of  the  preceding  subsection  it  a  prohibited 
place  for  the  purpose  of  the  said  Act  of  1911." 

These  then,  are  the  provisions  of  the  British  Official  Secrets 
Acts,  1B1 1  to  1039  as  carried  forward  Into  current  law. 

UNITED  STATES  LAW 

In  this  country  the  first  of  the  Acts  of  this  type  was  passed  in 
191 1.”  It  it  perhaps  not  common  knowledge  that  it  was  drawn 
from  the  British  Act  of  1889,  as  the  discussion  in  the  House 
attendant  on  passage  of  the  law  reveals: 

"Mr.  BENNET  of  New  York.  I  would  like  to  ask  the 
gentleman  if  the  language  in  this  bill  It  substantially 
in  the  form  of  foreign  stahites.  Mr.  PARKER.  It  is 
almost  exactly  in  the  form  i '  the  English  statute.  We 
have  stricken  out  the  presumption  of  intent;  we 
thought  that  was  not  fair."  1  * 

An  examination  ol  the  texts  of  the  two  clearly  establishes  the 
relationship  even  though  the  formats  differ  and  neither  "Her 
Majesty"  nor  the  British  possessions  enter  the  discussion.  In  the 
comment  by  Mr.  Parker,  that  the  U.S.  law  nad  "stricken  out  the 
presumption  of  Intent,"  he  apparently  refers  to  the  Section  of  the 
1880  Act  relating  to  providing  such  information  to  a  foreign  source: 

(3.)  Where  a  person  commits  any  act  declared  by  this 
section  to  be  a  misdemeanour,  he  shall,  it  he 
intandad  (emphasis  supplied)  to  communicate  to  a 
foreign  state  any.  .  or  if  he  communicates  the  tame 
to  any  agent  of  a  foreign  state.  .  .",  * 

Our  law  of  1911,  on  the  other  hand,  says  only: 

"SEC.  2.  That  whoever,  having  committed  any 
offense  defined  in  the  preceding  section, 
communicates  or  attempts  to  communicate  to  any 
foreign  government,  or  to  any  agent  or  employee 
thereof,  any.  .  . 

As  evident  from  the  fact  that  Public  Law  470  passed  on  3 
March  191 1  end  the  British  Act  of  191 1  on  26  Audits,  they  ware 
at  the  time  in  the  process  of  preparing  the  Act  of  1911  which 
repealed  tha  Act  of  1880.  The  relation  between  the  Act  of  1011 
and  our  "Espionage  Act"  of  1017  is  also  evident,  but  to  are  tome 
differences.  For  example,  it  is  in  the  Act  of  1011  that  the 
definition  of  "prohibited  placa"  appears  By  inference,  certain 
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named  places  in  the  1389  Act  and  in  our  own  1911  law  certainly 
would  he  considered  as  intended  of  limited  access.  But,  in  the  1917 
law  we  find  essentially  the  addition  of  the  "prohibited  place:" 

"Section  6.  The  President  in  time  of  war  or  in  case 
of  national  emergency  may  by  proclamation  designate 
any  place  other  than  those  set  forth  in  subsection  la) 
of  section  one  hereof  in  which  anything  for  the  use 
of  the  Army  or  Navy  is  being  prepared  or 
constructed  or  stored  os  a  prohibited  place  for  the 
purposes  of  this  title:  Provided,  That  he  shall 
determine  that  information  with  respect  thereto 
would  be  prejudicial  to  the  national  defense."17 

Other  portions  of  this  Title  are  quite  similar  to  those  of  the  Law  of 
1911,  which  was  repealed  by  Title  I  of  the  1917  law.1  *  Aspects  of 
procedure  under  law  and  other  matters  included  in  the  British  Act, 
in  die  U  S.  are  found  in  appropriate  sections  of  the  United  States 
Crde.  In  major  respects,  then,  the  provisions  of  the  British  Official 
Sicrets  Acts  are  found  in  United  States  law;  one,  of  course,  is 
no.  -  namely,  the  part  that  makes  it  unlawful  to  receive  official 
secrets. 

SOME  OBSERVATIONS 

Clearly,  the  Acts  are  part  of  the  fabric  of  current  British  law, 
and  aspects  of  oiders  issued  under  them  can  be  found.  Halsbury's 
Statutory  Instruments  it  similar  to  our  Coda  of  Federal  Regulations. 
One  portion  is  concerned  with  Official  Secrets.1  9 

Of  probably  greater  interest,  however,  are  views  expressed 
over  a  period  of  time  relating  to  the  one  notable  aspect  that  does 
not  appear  In  U.S.  law  -  the  designation  of  receipt  of  prohibited 
information  as  an  offense.  A  few  examples  may  be  illuminating. 

In  the  House  of  Commons  during  the  discussions  and  debates 
incident  to  the  passage  of  the  Act  of  1889,  one  Member 
commented: 

'Sir  G.  CAMPBELL  (Kirkcaldy):  I  do  not  wish  to 
oppose  this  Motion  (reading  the  bill  a  third  time 
preliminary  to  the  final  passage),  but  I  must  say  it 
seems  to  me  that  the  discussion  of  some  measures  in 
this  House  it  scamped.  This  Bill  has  not  bean 
sufficiently  discussed,  and  I  venture  to  say  it  will  be 
of  no  practical  use  until  the  Government  have  the 
courage  to  go  further  and  punish  not  only  those  who 
steal  information,  but  the  receivers  of  the  stolen 
goods  -  the  newspapers.  Until  the  Government  dealt 
with  the  press,  nothing  in  connection  with  this 
matter  will  be  satisfactory. .  .  .",0 

During  the  tame  discussion,  and  reminiscent  of  many  comments 
heard  in  this  country  today,  wet  die  following: 

"Mr.  HANBURY  (Preston)  .  .1  should  also  like  to 
know  what  it  meant  by  a  "Department?"  For 
instance,  in  the  Admiralty,  what  it  the  Department? 

It  it  the  First  Lord.  .  When  we  are  passing  .i  m secure 
of  this  kind  which  inflicts  punishment  not  only  on 
the  person  who  gives  official  information,  but  on 
those  who  take  it.  we  ought  to  have  the  clearest 
information  at  to  what  can  possibly  be  contrary  to 


the  interests  of  a  Deparment,  .  .when  the  Department 
is  acting  for  the  true  benefit  of  the  State.  .  .but 
looking  at  the  way  the  Departments  have  bean 
managed  lately,  I  do  not  think  we  should  render  it 
illegal  to  obtain  information  as  to  that 
management. .  .If  the  words  to  which  I  object  are 
retained.  .  .A  good  many  of  the  Departments  will  not 
be  kept  in  that  good  order  they  ought  to  be  in  if  we 
do  not  obtain  more  information  about  them  in  the 
future  than  we  have  been  able  to  obtain  in  the 


Then,  with  respect  to  effects  on  the  press  and  in  a  not  totally 
dissimilar  vein,  in  the  deoatos  attendant  upon  passage  of  the  Act  of 
1920,  Viscount  Burnham,  the  prestigious  publisher  of  the  Daily 
Telegraph,  expressed  the  foliowing  apprehensions  concerning  a 
clause  relating  to  "wrongful  retention:” 

".  .  .What  I  wish  to  bring  before  your  Lordships  is 
this.  In  the  second  subsection  of  Clause  1  a  series  of 
new  offences  is  created,  and  the  principal  one  is  that 
any  person  who  is  in  possession  of  any  official 
document,  the  return  of  which  is  demanded  by  a 
competent  authority,  is  guilty  of  a 
misdemeanour.  .  .He  is,  therefore,  in  a  very  grave 
position.  I  do  not  know  a  single  editor  of  a  national 
paper  who  from  time  to  time  has  not  been  in 
possession  of  official  documents.  .  and  which  it  may 
be  inconvenient  to  the  Minister  of  the  responsible 
Department  should  have  gene  out.  .  .1  do  not  believe 
any  editor  would  be  safe  if  the  Bill  were  passed  in  its 
present  form.  .  end  I  have  not  such  unlimited  faith  in 
Government  Departments  that  I  wish  to  give  them 
the  sort  of  autocratic  powers  that  have  no  doubt 
been  exercised.  .  .in  other  countries,  which  have 
treated  official  documents  as  if  they  were  inspired 
and  sacrosanct.  .  .  ! 

It  must  be  observed,  of  course,  that  while  modifications  were 
made  in  soma  of  these  points,  the  main  thrust  was  enacted  and 
remains  law.  Clearly  these  aspects  are  matters  of  prime  importance 
In  the  United  States.  More  recent  comments,  much  in  point,  were 
made  by  Lord  Shawcross,  a  former  Attorney  General  of  the  United 
Kingdom,  former  member  of  the  Permanent  Court  of  Arbitration  at 
the  Hague,  and,  at  the  time  of  writing.  Chairman  of  JUSTICE,  the 
British  branch  of  the  International  Commission  of  Jurists,  in 
Encounter  in  1966 

State  Secrets -I  turn  now  to  the  publication  in 
newspapers  of  socalli.d  official  or  government 
secrets:  information  in  the  possession  of  Departments 
of  State  which  they  do  not  care  to  disclose  or 
information  about  matters  taking  place  within 
Departments  In  Britain  there  is  legislation  known  as 
the  Official  Secrets  Acts,  and  there  are  other  statutes 
which  have  somewhat  similar  effect  in  forbidding 
disclosure  in  particular  cases  This  is  not  a  matter 
which  we  can  expect  to  be  left  entirely  to  the 
discretion  of  tlte  newspapers  the  fact  remains  that 
not  every  newspaper  editor  can  at  every  moment  be 
fully  informed  in  every  case  whether  or  not 
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disclosure  of  some  particular  matter  might  be 
detrimental  to  the  State.  There  mutt,  therefore,  be 
eome  degree  of  control  by  law.  The  important  thing 
is  to  ensure  that  it  does  not  go  further  than  the 
necenity  requires  -  and  that  indeed  is  a  danger,  for 
the  moment  that  it  Is  admitted  to  be  right  that  some 
things  should  not  be  published,  the  matter  bocomes 
one  of  degree  and  those  who  seek  to  preserve  secrecy 
in  order  perhaps  to  conceal  mistakes  or  inefficiency 
in  their  Departments  may  push  the  restraint  on 
publicity  too  far.  There  are  perhaps  four  categories  of 
cases  in  which  it  may  be  arguable  that  the  public 
interest  Justifies  a  restraint  on  disclosures: 

1.  information  prejudicial  to  the  security  of 
the  State  —  for  instance,  matters  relating  to 
defence  or  police. 

2.  Information  prejudicial  to  the  national 
interest  -  matters  concerning  foreign  relations, 
diplomatic  negotiations  and,  perhaps,  matters 
affecting  banking,  currency  and  commodity 
reserves  so  far  as  they  are  matters  for  the  state. 

3.  Information  concerning  matters  of  State,  for 
instance  in  regard  to  an  impending  budget,  the 
premature  disclosure  of  which  could  provide 
unfair  opportunities  for  private  financial  gain. 

4.  Information  provided  to  Government 
Departments  in  regard  to  matters  of  State  on 
the  promise  of  nondisclosure. 

In  regard  to  these  tour  matters,  the  realities  of 
political  life  and  of  State  interests  justify  a  restraint 
on  publication  or,  indeed,  even  on  receipt  of 
information  without  authority.  In  regard  to  these  it  is 
legitimate  for  the  State  to  forbid  disclosure  or 
publication. .  . 

Lord  Shawcross  went  on  to  discuss  a  means  by  which  the 
system  it  made  workable.  A  system  of  advisories  called  “D  Notices" 
it  made  available  through  the  official  press  and  broadcasting 
company.  These  provide  warning  on  matters  of  which  the  press  may 
learn  or  hear  as  to  their  sensitivity  in  the  sente  of  The  Official 
Sec,  its  Acts.  He  observes  that  these  have  no  statutory  or  legal 
effect,  but  adds: 

.  .In  practice  this  system  has,  at  least  in  recent 
years,  in  general,  prevented  the  Official  Secrets  Acts 
forming  a  serious  restriction  on  the  liberty  of  the 
Prees  In  matters  relating  to  National  Security.  .  . 

He  observed  further  that  tome  Departments  are  still  prone  to  cause 
problems: 

". .  .But  Departments  not  concerned  with  military 
security  sometimes  dill  continue  to  threaten  the  Press 
with  dire  consequences  under  the  Act.  .  .  ."’  * 

These  problems  appear  similar  to  problems  of  some  U  S  agencies 
which  had  original  classifying  authority,  but  whose  operations  could 
be  only  remotely  related  to  security  matters. 


SUMMARY 

At  the  beginning  of  the  paper,  the  stated  intention  was  to 
present  a  precis  of  the  British  Official  Secrets  Act.  We  have  seen 
that  it  apparently  differs  from  our  law  in  only  one 
respect  -  namely,  receipt  of  prohibited  (classified)  information  is  an 
offense  just  as  is  obtaining,  losing,  or  passing  such  information. 
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APPENDIX  A 

Official  Secrets  Act,  1P89 

An  Act  to  present  the  Disclosure  of  Official  Documents  and 
Information,  126th  August  1889.1 

Be  it  enacted  by  the  Queen's  most  Excellent  Majesty,  by  and  with 
the  advice  and  consent  of  the  Lords  Spiritual  and  Temporal,  and 
Commons,  in  this  present  Parliament  assembled,  and  hy  the  author 
ity  of  the  same,  as  follows: 

1.  (1.|  la.)  Where  a  person  for  the  purpose  of  wronqfully 
obtaining  information- 

(i.)  enters  or  is  in  any  part  of  a  place  belonging  to  Her 
Maiesty  the  Queen,  being  a  fortress,  arsenal,  fac 
tory,  dockyard,  camp,  ship,  office,  or  other  like 
p'ace,  in  which  part  he  is  not  entitled  to  be;  or 
(ii.)  when  lawfully  or  unlawfully  in  any  such  place  as 
aforesaid  either  obtains  any  document,  sketch, 
plan,  model,  or  knowledge  of  any  thing  which  he 
is  not  entitled  to  obtain,  or  takes  without  lawful 
authority  any  sketch  or  plan;  or 
(lii.)  when  outside  any  fortress,  arsenal,  factory,  dock¬ 
yard.  or  camp  belonging  to  Her  Majesty  the 
Queen,  takes  or  attempts  to  take  without  author¬ 
ity  given  by  or  on  behalf  of  Her  Majesty,  any 
sketch  or  plan  of  that  fortress,  arsenal,  factory, 
dockyard,  or  camp;  or 

lb.)  where  a  person  knowingly  having  possession  of.  or  control 
over,  any  such  document,  sketch,  plan,  model,  or  know 
ledge  as  has  been  obtained  or  taken  by  means  of  any  act 
which  constitutes  an  offence  against  this  Act  at  any 
time  wilfully  and  without  lawful  authority  communicates 
or  attempts  to  communicate  the  same  lo  any  person  to 
whom  the  same  ought  not,  in  the  interest  of  the  State, 
to  be  communicated  at  that  time,  ot 
h: )  where  a  person  after  having  been  entrusted  in  confidence 
by  some  officer  under  Her  Majesry  the  Queen  with  any 
document,  sketch,  plan,  model,  »-r  information  relating 
to  any  such  place  as  aforesaid,  or  to  the  naval  or 
military  affairs  of  Her  Majesty,  wilfully  and  to  breach  of 
such  confident-'  communicates  the  same  when,  m  ihe 
interest  of  the  S‘ate,  it  ought  not  to  !«  communicated 
he  shall  he  guilty  of  a  misdemeanor,  and  on  conviction  Ire  liahle  hr 
imprisonment,  with  oi  without  hard  labour,  tor  a  term  not  exceed 
mg  one  year,  or  to  a  fine,  or  to  both  imprisonment  and  a  fine 

(2  1  Where  a  person  having  possession  ot  any  document, 
sketch,  plan,  model,  or  informatron  relating  to  any  fortress,  arsenal, 
factory,  dockyard,  camp,  ship,  office,  or  other  like  place  belonging 
to  Her  Majesty,  ot  to  the  naval  or  military  affairs  of  Her  Majesty,  in 
whatever  marine'  the  same  has  been  obl^ned  or  laken,  at  any  trine 
wilfully  communicates  the  same  to  any  person  to  whom  he  knows 
the  same  ought  not,  in  the  interest  of  the  State,  to  Ire  cotnmuni 
cater!  that  time,  he  shall  be  guilty  of  a  misdemeanour  and  be 
liable  to  the  same  punishment  as  if  he  committed  an  offence  under 
the  foiegomq  provisions  of  this  section 

(3  I  Where  a  lief  son  commits  any  act  det  lated  by  this  section 
to  fa*  a  misdemeanour,  he  shall,  if  he  intended  to  communicate  to  a 
toreiqn  State  airy  iniormation,  document,  sketch,  plan,  model,  oi 
knowlfdqe  obtained  ot  taken  by  him.  or  entrusted  to  him  as 
aforesaid,  or  d  he  communicates  the  same  to  any  ai,ent  of  a  toreiqn 


State,  be  guilty  of  felony,  and  on  conviction  be  liable  at  the 
discretion  ot  the  court  to  penal  servitude  for  life,  or  for  any  term 
not  less  than  five  years,  or  to  imprisonment  for  any  term  not 
exceeding  two  years  with  or  without  hard  labour. 

Where  a  person,  by  means  of  his  holding  or  having 
held  an  office  under  Her  Majesty  the  Queen,  has  lawfully  or  unlaw¬ 
fully  either  obtained  possession  of  or  control  over  any  document, 
sketch,  plan,  or  model,  or  acquired  any  information,  end  at  any 
time  corruptly  or  contrary  to  his  official  duty  communicates  or 
attempts  to  communicate  that  document,  sketch,  plan,  model,  oi 
Information  to  any  person  to  whom  the  same  ought  not,  in  the 
interest  of  the  State,  or  otherwise  in  the  public  interest,  to  be 
communicated  at  that  time,  he  shall  Ire  guilty  of  a  breach  of  official 
trust 

(2.)  A  person  guilty  of  a  breach  of  official  trust  shall 

fa.)  if  the  communication  was  made  or  attempted  to  be  made 
to  a  foreign  State,  be  guilty  of  felony,  and  on  convic 
tion  be  liable  at  the  discretion  of  the  court  to  penal 
servitude  for  life,  or  for  any  term  not  less  than  five 
years,  or  to  imprisonment  for  any  term  not  exceeding 
two  years,  with  or  without  hard  labour;  and 

lb.)  in  any  other  case  be  guilty  of  a  misdemeanor,  and  on 
conviction  be  liable  to  imprisonment,  with  or  without 
hard  labour,  for  a  term  not  exceeding  one  year,  or  to  a 
fine,  or  to  both  imprisonment  and  a  fine. 

(3  (  This  section  shall  apply  to  a  person  holding  a  contract 
with  any  department  ot  the  Government  of  the  United  Kingdom,  or 
with  the  holder  of  any  office  under  Her  Majesty  the  Queen  as  such 
holder,  where  such  contract  involves  an  obligation  of  secrecy,  and 
to  any  person  employed  by  an  person  or  body  of  persons  holding 
such  a  contract,  who  is  under  a  like  obligation  of  secrecy,  as  if  the 
person  holding  the  connect  and  the  person  so  employed  were 
respectively  holders  of  an  office  under  Her  Majesty  the  Queen 

3.  Any  person  who  incites  or  counsels,  or  attempts  to  pro 
ctrte,  another  peison  lo  commit  tin  offence  under  this  Act,  shall  he 
guilty  of  a  misdemeanor,  and  on  conviction  lx1  liahle  to  the  same 
punishment  as  il  he  had  commuted  the  offence. 

4  The  expenses  of  the  prosecution  ot  a  misdemeanor  under 
this  Act  shall  be  defrayed  in  like  mannci  as  in  the  ease  of  n  felony. 

5.  If  try  any  law  made  before  or  after  the  passing  ot  this  Ad 
by  the  legislature  of  any  British  |>ossession  provisions  ate  made 
which  appear  tn  Her  Maiesty  trie  O  een  to  lx:  of  tin'  like  effect  as 
those  contained  in  this  Ad,  Her  Majesty  may.  by  Order  in  Council, 
susirenri  Ihe  operation  within  such  British  possession  of  this  Act  or 
of  any  (Wit  thereof.  1  -  long  as  such  law  continues  in  force  theie, 
and  no  tonger,  and  such  older  shall  have  effect  as  if  d  were  enacted 
in  this  Act 

Piuvided  that  the  suspension  of  this  Act,  or  ot  any  pint 
thereof  in  any  British  ixrssnssion  shall  not  extend  to  the  holder  of 
an  office  undei  Hei  Majesty  the  O  teen  who  is  not  appointed  to 
that  other;  by  the  Government  ol  mat  possession 

The  expression  "British  possession"  means  any  pal  1  ot  Hei 
Maresty’s  dominions  not  within  the  United  Kingdom 

6.  Ill  This  Ail  shall  apply  to  all  acts  made  offences  hy  this 
Ai  l  when  committed  in  any  part  of  Her  Majesty's  dominions,  or 
when  eoimnitied  by  Ibiiisli  officer-  nr  sotrteds  elsewhere 


Thf  Puht"  Gciiri.tf  Ai  t: 
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(2.)  An  offence  under  this  Act,  if  alleged  to  have  beon  com- 
mited  out  of  the  United  Kingdom,  may  be  inquired  of,  heard,  and 
determined,  in  any  competent  British  court  in  die  p  ace  where  the 
offence  was  committed,  or  in  Her  Majesty’s  High  Couif  of  Justice  m 
England  or  the  Centrel  Criminal  Court,  and  the  Act  of  the  forty- 
second  year  of  the  reign  of  King  .eorgc  the  Third,  cnapter  eighty- 
five,  shall  apply  in  like  manner  as  if  the  offence  were  mention'd  in 
that  Act,  and  the  Central  Criminal  Court  as  well  as  the  High  -ourt 
possessed  the  jurisdiction  given  by  that  Act  to  the  Court  of  King's 
Bench. 

(3.)  An  offence  under  this  Act  shall  not  be  tried  Uy  any  court 
of  general  or  quarter  sessions,  nor  bv  :V  sheriff  court  in  Scotland, 
nor  by  any  court  out  of  the  United  Kingdom  which  has  not 
jurisdiction  to  try  crimes  which  involve  trie  greatest  punishment 
allowed  by  law. 

(4.)  The  provisions  of  the  Criminal  Law  and  Procedure  (Ire 
land)  Act,  1887,  shall  not  apply  to  an-,  trial  under  the  provisions  of 
this  Act. 

7. -I1.I  A  prosecution  for  an  offence  agar  it  this  Act  shall 
not  be  instituted  except  by  or  with  the  consent  of  the  Attorney- 
General  . 

(2.)  In  this  section  the  expression  "Attorney  General"  means 
the  Attorney  or  Solicitor  General  for  Eugund;  and  as  respects 
Scotland,  means  the  Lord  Advocate,  and  as  respects  Ireland,  means 
the  Attorney  or  Solicitor  General  for  Ireland;  and  if  the  prosecution 
is  instituted  in  any  court  out  of  the  United  Kingdom,  means  the 
person  who  in  that  court  is  Attorney  General,  or  a  .^reiser  the  like 
functions  as  the  Attorney-General  in  England 

8.  In  this  Act,  unless  the  context  otherwise  requires- 

Any  reference  to  a  place  belonging  to  Her  Majesty  the  Queen 
includes  a  placn  belonging  to  any  depaitmnnt  of  the 
Government  of  the  United  Kingdom  or  of  any  of  Her 
Majesty's  possessions,  whether  thi  place  is  or  is  not 
actually  vested  in  Her  Majesty; 

Expressions  referring  to  communications  include  any  com¬ 
munication.  whether  in  whole  or  in  part  and  whether 
the  document,  skc’ch.  plan,  model,  or  information  itself 
or  the  substance  or  effect  thereof  only  be  commum 
cated; 

The  expression  “document"  includes  part  of  a  document; 

The  expression  "model"  includes  design,  pattern,  and  speci 
men. 

The  expression  “sketch"  includes  any  photoqraph  or  other 
mode  of  representation  ot  any  place  or  thing; 

The  expression  “office  under  Her  Maiesty  the  Queen," 
includes  any  office  or  employment  in  or  under  any 
department  of  th*  Government  of  the  United  Kingdom, 
and  so  tar  as  regards  any  document,  sketch,  plan,  model, 
or  information  relating  to  the  naval  oi  military  affairs  of 
Her  Majesty,  includes  any  off-ce  or  employment  in  or 
under  any  department  ot  the  Government  of  any  of  Her 
Majesty's  possessions 

9.  This  Act  shall  not  exempt  any  person  from  any  proceeding 
for  an  offence  which  is  punishable  at  common  law,  or  by  military 
or  naval  law,  ot  under  any  Act  of  Parliament  other  than  this  Act.  so 
however,  that  no  person  be  punu^sd  twice  for  the  same  offence 

10.  This  Act  may  be  cited  as  the  Official  Secrets  Act.  1889 
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13  So  rt  title 

An  Act  to  re  enact  the  Official  Secren  Act.  1889.  with  Amendments 

122nd  August  1911  j 

ISee  Appendix  A  for  text.) 

General  Note.  This  Act.  the  Official  Secrets  Act  1920,  p. 
2D4.*  post,  and  the  Official  Secrets  Act  1939.  p.  337,  post,  deal 
with  espionage  and  the  unauthorised  obtaining  or  disclosure  of 
fficial  information. 

Bank  of  England.  The  Bank  of  England  Act  1946,  s.  4  14). 
(5).  Vo.'  2.  p.  767,  applies  the  provisions  of  the  Official  Secrets 
Acts  1911  to  1939.  to  certain  directions  end  recommendations 
givan  by  <he  Bank  under  that  section. 

Parliamentary  Commissioner.  Information  obnined  by  the 
Parliamentary  Commissioner  or  his  officers  in  the  course  of  or  for 
the  purposes  of  an  investigation  under  the  Parliamentary  Commis¬ 
sioner  Act  1967,  Vol.  6,  p.  822.  may  be  disclosed  for  the  purposes 
of  any  proceedings  for  an  offence  under  the  Official  Secrets  Acts 
191 1  to  1939  alleged  to  have  been  committed  in  respect  of  infor 
mat  ion  obtained  by  the  Commissioner  or  any  of  his  officers  by 
vit  tue  ot  the  Act  of  1967  or  for  the  purposes  of  an  inquiry  with  a 
view  to  the  taking  of  such  proceedings,  see  s.  11  (2)  (hi  of  the  Act 
of  1967,  Vol  6.  p  829 

Diplomatic  misttom.  The  Official  Secrets  Acts  1911  to  1939 
extent!  lo  a  diplomatic  agent  dealing  with  documents  of  the  diplo¬ 
matic  mission  which  employs  him,  see  ft  v.  A.B..  (19411  1  K.B. 
4b4 

Duties  of  chief  officers  of  police.  Chief  officers  of  police  must 
report  offences  alleged  to  have  been  committed  aginst  the  Official 
Secrets  Acts  1911  to  1939  In  their  districts  to  the  Director  of 
Public  Prosecutions,  see  the  Prosecution  of  Offences  Regulations 
1946,  S  R  &  O  1946  No  1467.  rag.  6  (2)  (6  Halsbury's  Statutory 
Instruments,  title  Criminal  Law  IPart  1A  li)  ). 

Official  Secrets  Acts  1911  to  1939.  By  the  Official  Secrets 
Act  1939,  s  2  (II.  p.  337.  /tost,  the  following  Acts  may  be  cited 
together  by  this  collective  title  and  tie  to  be  construed  as  one  the 
Official  Secrets  Act  191 1  (this  Act);  tfse  Official  Sacrets  Art  1920, 


Hd/tbury  i  Stdtutff  of  £ rHfi*nd. 

Third  Edition.  Vokuinr*  ft. 
fluttorwortht,  t  ondon,  1969 

!*  Inters  reference*  m  text  refer  to  «hti  volume  ) 
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p.  294,  post;  tha  Official  Secrets  Act  1939,  p.  337,  post  At  to 
construction  see  the  note  "Construed  as  one"  to  the  Official 
Secrets  Act  1920,  s.  11,  p.  302,  post. 

Northern  Ireland.  This  Act  applies.  As  respects  Northern  Ire- 
lani  s.  5  was  repealed  and  ss.  6  and  10  were  partly  repealed  by  the 
Criminal  Law  Act  {Northern  Ireland)  1967,  Sch.  2. 

1.  Penalties  for  spying 

(1)  If  any  person  for  any  purpose  prejudicial  to  the  safety  or 
interests  of  the  State- 

la)  approaches  (inspects,  passes  over)  or  is  in  the  neigh 
bourhood  of,  or  enters  any  prohibited  place  within  the 
meaning  of  this  Act;  or 

(b)  makes  any  sketch,  plan,  model,  or  note  which  is  calcu 
lated  to  be  or  might  be  or  is  intended  to  be  directly  or 
indirectly  useful  to  an  enemy;  or 

Ic)  obtains,  (collects,  records  or  publishes,!  or  communi¬ 
cates  to  any  other  person  (any  secret  official  code  word, 
or  pass  word,  or|  any  sketch,  plan,  model,  article,  or 
note,  or  other  document  or  information  which  is  calcu 
lated  to  be  or  might  be  or  is  intended  to  be  directly  or 
indirectly  useful  to  an  enemy; 
he  shall  be  guilty  of  felony  .  .  . 

(2)  On  a  prosecution  under  this  section,  it  shall  not  be  neces 
sary  to  show  that  the  accused  person  was  guilty  of  any  particular 
act  tending  to  show  a  purpose  prejudicial  to  the  safety  or  interests 
of  the  State,  and,  notwithstanding  that  no  such  act  is  proved  against 
him,  ho  may  lie  convicted  if,  from  the  circumstances  of  the  case,  oi 
his  conduct,  or  his  known  character  as  proved,  it  appears  that  his 
purpose  was  a  purpose  prejudicial  to  the  safety  or  interests  of  the 
State;  and  if  ary  sketch,  plan,  model,  article,  note,  document,  or 
information  relating  tu  or  used  in  any  prohibited  place  within  the 
meaning  of  this  Act,  or  anything  in  such  a  place  lor  any  secret 
official  code  word  or  pass  word] ,  is  made,  obtained,  (collected, 
recorded,  published  I ,  or  communicated  by  any  person  other  than  a 
person  acting  under  lawful  authority,  it  shall  be  deemed  tu  have 
been  made,  obtained.  Icollected.  recorded,  published!  or  communi 
cated  for  a  purpose  prejudicial  to  the  safety  or  interests  of  the  State 
unless  the  contrary  is  proved. 

2.  Wrongful  communication,  etc.,  of  information 

(II  If  any  person  having  in  his  possession  or  control  (any  secret 
official  code  word,  or  pass  word,  or|  any  sketch,  plan,  model, 
article,  note,  document,  or  information  which  relates  to  or  is  used 
in  a  prohibited  place  oi  anything  in  such  a  place,  or  which  hat  been 
made  or  obtained  in  contravention  of  this  Act,  or  which  has  been 
entrusted  in  confidence  to  him  by  any  person  holding  office  under 
His  Majesty  or  which  he  has  obtained  I  or  to  vWnch  he  has  had 
access!  owing  to  his  position  as  a  person  who  holds  or  has  held 
office  under  His  Majesty,  or  as  a  person  who  holds  or  has  held  a 
contract  made  on  behalf  of  His  Majesty,  or  at  a  person  who  is  or 
has  been  employed  under  a  person  who  holds  or  has  held  inch  an 
office  or  contract, 

la)  Communicates  the  (code  word,  pats  word, I  sketch, 
plan,  model,  article,  note,  document,  or  information  to 
any  person,  other  then  a  |>eison  to  whom  he  is  author 
ised  to  communicate  it,  or  a  parson  to  whom  it  it  in  the 
interest  of  the  State  his  duty  to  communicate  it,  or, 

I  (aal  Uses  the  informetion  in  his  possession  for  the  benefit  of 


any  foreign  power  or  in  any  other  manner  prejudicial  to 
the  safety  or  interest  of  the  State;] 

(b)  retains  the  sketch,  plan,  model,  article,  note,  or  docu¬ 
ment  in  his  possession  or  control  when  he  has  not  right 
to  retain  it  or  when  it  is  contrary  to  his  duty  to  retain 
it  |or  fails  to  comply  with  all  directions  issued  by  lawful 
authority  with  regard  to  the  return  or  disposal  thereof] 
(or 

Ic)  fails  to  take  reasonable  care  of,  or  so  conducts  himself 
as  to  endanger  the  safety  of  the  sketch,  plan,  model, 
article,  note,  document,  secret  official  code  or  pass  word 
or  information! ; 

that  person  shall  be  guilty  of  a  misdemeanour. 

Ill  A)  If  any  person  having  in  his  possession  or  control  any 
sketch,  plan,  model,  article,  note,  document,  or  information  which 
relates  to  munitions  of  war,  communicates  it  directly  or  indirectly 
to  any  foreign  power,  or  in  any  other  manner  prejudicial  to  the 
safety  or  interests  of  the  State,  that  person  shall  be  guilty  of  a 
misdemeanour;! 

(2)  If  any  person  receives  any  (secret  official  code  word,  oi 
pass  word.  or|  sketch,  plan,  model,  article,  note,  document,  or 
information,  knowing,  or  having  reasonable  ground  to  believe,  at  tfe 
time  when  he  receives  it,  that  the  Icode  word,  pass  word,]  sketch, 
plan,  model,  article,  note,  document,  or  information  is  communi 
cated  to  him  in  contravention  of  this  Act,  he  shall  be  guilty  of  a 
misdemeanour,  inlcss  he  proves  that  the  communication  to  him  of 
the  [code  word,  pass  word. I  sketch,  plan,  model,  article,  note, 
document,  or  information  was  contrary  to  his  desire 

(3)  (Rep  by  the  Official  Secrets  Act  1920.  s.  1 1  12)  arid  Sch 

2) 

3.  Definition  of  prohibited  place 

For  the  purnoses  of  this  Act,  the  ex|Hession  "prohibited  place” 
means 

I  fa)  Any  woik  of  defence,  arsenal,  naval  or  an  force  cstab 
lishmont  or  station,  factory,  dockyard,  mine,  minefield, 
camp,  ship,  or  aircraft  belonging  to  or  occupied  by  or 
on  behalf  of  His  Majesty,  or  any  telegraph,  telephone, 
wireless  or  signal  station,  or  office  si  belonging  or 
occupied,  and  any  place  lieionging  to  or  occupied  by  oi 
on  behalf  of  His  Ma|esty  and  used  for  the  pui|iose  of 
building,  repairing,  making,  or  storing  any  munitions  of 
war,  or  any  sketches,  plans,  models,  or  documents  relal 
mg  tnereto,  or  for  the  purpose  of  getting  any  metals, 
oil,  or  minerals  of  use  in  time  of  warl ;  and 

fh)  any  place  not  belonging  to  His  Majesty  where  any 
Imumtions  of  wail,  or  any  Iskatchas.  models,  p!ans|  oi 
documents  relating  thereto,  are  being  made,  repaired, 
(gotten!  or  stored  under  connect  with,  or  with  any 
person  on  behalt  of.  His  Majesty,  or  otherwise  on  Ivhalf 
of  His  Majesty,  and 

lc)  any  place  belonging  to  |or  used  for  the  purposes  ot|  His 
Majesty  which  is  for  tfte  time  being  declared  I  by  order 
of  a  Secretary  of  State)  to  be  a  prohibited  place  for  the 
purposes  of  this  section  on  the  ground  that  information 
with  respect  thereto,  or  damage  thereto,  would  be  useful 
to  an  enemy,  and 

ld)  any  railway,  road,  way,  or  channel,  or  other  means  of 
communication  by  land  or  water  (including  any  works 


95 


or  structures  being  part  thereof  or  connected  therewith), 
or  any  place  used  for  gas,  water,  or  electricity  works  or 
other  works  for  purposes  of  a  public  character,  or  any 
place  where  any  (munitions  of  war] ,  or  any  (sketches, 
models,  plans)  or  documents  relating  thereto,  are  bein 
made,  repaired,  or  stored  otherwise  than  on  behalf  of 
His  Majesty,  which  is  for  the  time  being  declared  (by 
order  of  a  Secretary  of  State]  to  be  a  prohibited  place 
for  the  purposes  of  this  section,  on  tlie  ground  that 
information  with  respect  thereto,  or  the  destruction  or 
obstruction  thereof,  or  interference  therewith,  would  be 
useful  to  an  enemy. 

4,  5.  IS.  4  rep.  by  the  Official  Secrets  Act  1920.  s.  It  (2)  and  Sch. 
2;  s.  5  rep.  by  the  Criminal  Law  Act  1967,  s.  10  12)  and  Sch.  3. 
Part  III.) 

6.  Power  to  arrest 

Any  person  who  is  found  committing  an  offence  under  this  Act 
or  who  is  reasonably  suspected  of  having  committed,  or  having 
attempted  to  commit,  or  being  about  to  commit,  such  an  offence, 
may  be  apprehended  and  detained 

7.  Penalty  for  harbouring  spies 

If  any  person  knowingly  harbours  any  person  whom  he  knows,  or 
nas  reasonable  grounds  for  supposing,  to  be  a  person  who  is  about 
to  commit  or  who  has  committed  an  offence  under  this  Act,  or 
tnowinqly  permits  to  meet  or  assemble  in  any  premises  in  his 
occupation  or  under  his  control  any  such  persons,  or  if  any  person 
havinq  harboured  any  such  person,  or  permitted  to  meet  or  assem 
lile  m  any  premises  in  his  occupation  or  under  his  control  any  such 
persons,  l wilfully  omits  oi  refusesl  to  disclose  to  a  superintendent 
of  police  any  information  which  it  is  in  hit  power  to  give  in  relation 
to  any  such  person  he  shall  be  guilty  of  a  misdemeanour  .  . 

0.  Restriction  on  prosecution 

A  prosecution  for  an  offence  unde*  this  Act  shall  not  be  instituted 
except  by  or  with  the  consent  of  the  Attorney  General: 

Provided  that  a  person  charged  with  such  an  offence  may  oe 
arrested,  or  a  warrant  for  his  arrest  may  be  issued  and  executed, 
and  any  such  person  may  he  remanded  in  custody  or  on  bail, 
notwithstanding  that  the  consent  of  the  Attorney  General  to  the 
institution  of  a  prosecution  foi  the  offence  has  not  been  obtained, 
liut  no  further  or  other  proceedings  shall  be  tafen  until  that 
consent  has  been  obtained. 

9.  Search  warrants 

(tl  If  a  justice  ol  the  peace  is  satisfied  by  information  on  oath 
that  there  is  reasonable  ground  for  sutpectinq  that  an  o  fence  under 
this  Act  has  been  or  is  about  to  tie  committed,  he  may  grant  a 
search  warrant  authorising  any  constable  named  therein  to  enter  at 
any  time  any  promises  or  place  named  in  the  warrant,  if  recessary, 
by  force,  and  to  search  the  premises  or  place  and  every  person 
found  therein,  and  to  seize  any  sketch,  plan,  model,  article,  note,  or 
document,  oi  anything  of  a  like  nature  or  anything  which  is  evi 
donee  to  an  offence  under  this  Act  having  been  or  being  about  to 
lie  committed,  which  he  may  find  on  the  premises  or  place  or  on 
any  such  porson,  and  with  regard  to  or  in  connexion  with  which  he 


has  reasonable  ground  for  suspecting  that  an  offence  under  this  Act 
has  been  or  is  about  tc  be  committed. 

(2)  Where  it  appears  to  a  superintendent  of  police  that  the 
case  is  one  of  great  emergency  and  that  in  the  interests  of  the  State 
immediate  action  is  necessary,  he  may  by  a  written  order  under  his 
hand  give  to  any  constable  the  like  authority  as  may  be  given  by 
the  warrant  of  a  justice  under  this  section. 

10.  Extent  of  Act  and  place  of  trial  of  offence 

(1)  This  Act  shall  apply  to  all  acts  which  are  offences  under  this 
Act  when  committed  in  any  part  of  His  Majesty's  dominions,  or 
when  committed  by  British  officers  or  subjects  elsewhere. 

(2)  An  offence  under  this  Act,  if  alleged  to  have  been  com 
mitted  out  of  the  United  Kingdom,  may  be  inquired  of.  heard,  and 
determined,  in  any  competent  British  court  in  the  place  where  the 
offence  was  commited,  or  ...  in  England  .  . 

13)  An  offence  under  this  Act  shall  not  be  tried  .  by  the 
sheriff  court  in  Scotland,  nor  by  any  court  out  of  the  United 
Kingdom  which  has  not  jurisdiction  to  try  crimes  which  involve  the 
greatest  punishment  allowed  by  law. 

(4)  The  provisions  of  the  Criminal  Law  and  Procedure  (Ire 
land)  Act,  1887,  shall  not  apply  to  any  trial  under  the  provisions  of 
this  Act. 

11.  Saving  for  laws  of  British  possessions 

If  by  any  law  made  before  or  after  the  passing  of  this  Act  by  the 
legislature  of  any  British  possession  provisions  are  made  which 
appear  to  His  Majesty  to  be  of  the  like  effect  as  those  contained  in 
this  Act,  His  Maiesty  may,  by  Order  in  Council,  suspend  the 
operation  within  that  British  possession  of  this  Act.  or  of  any  part 
thereof,  so  long  as  the  law  continues  in  force  there,  and  no  longer, 
and  the  Order  shall  have  effect  as  if  it  were  enacted  in  this  Act 

Provideo  that  the  suspension  of  this  Act.  or  of  any  part 
thereof,  in  any  British  Possession  shall  not  extend  to  the  Holder  of 
an  office  under  His  Majesty  who  is  not  appointed  to  that  office  by 
the  Government  of  that  possession 

12.  Interpretation 

In  this  Act,  unless  the  context  otherwise  requites. 

Any  reference  to  a  place  lielonging  to  His  Maiesty  includes  a 
place  belonging  to  any  department  of  the  Government 
of  the  United  Kingdom  or  of  any  British  possessions, 
whether  die  place  is  or  is  not  actually  vested  in  His 
Majesty, 

The  expression  "Attorney  General"  means  the  Attorney  or 
Solicitor  General  for  England  and  as  respects  Scotland, 
means  the  Lord  Advocate,  and  as  lespects  Ireland, 
means  the  Attorney  or  SoiicitorGener.il  for  Ireland; 
and,  if  the  prosecution  is  instituted  in  any  court  out  of 
the  United  Kingdom,  means  the  person  who  in  that 
court  is  Attorney  General,  or  exercises  the  like  functions 
as  the  Attorney  General  in  England, 

Expressions  referring  to  communicating  or  receiving  include 
any  communicating  or  receiving,  whether  in  whole  or  in 
part,  and  whether  the  sketch,  plan,  model,  article,  note, 
document,  oi  information  itself  or  the  substance,  effect, 
or  description  thereof  only  be  communicated  or 
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received;  expressions  referring  to  obtaining  or  retaining 
any  sketch,  plan,  model,  article,  note,  or  document, 
include  the  copying  or  causing  to  be  copied  the  whole 
or  any  part  of  any  sketch,  plan,  model,  article,  note,  or 
document;  and  expressions  referring  to  the  communi¬ 
cation  of  any  sketch,  plan,  model,  article,  note  or  docu¬ 
ment  include  the  transfer  or  transmission  of  the  sketch, 
plan,  model,  article,  note  or  document; 

The  expression  "document"  includes  part  of  a  document; 

The  expression  “model"  includes  design,  pattern,  and 
specimen; 

The  expression  "sketch"  includes  any  photograph  or  other 
mode  of  representing  any  place  or  thing; 

(The  expression  "munitions  of  war"  includes  the  whole  or 
any  part  of  any  ship,  submarine,  aircraft,  tank  or  similar 
engine,  arms  and  ammunition,  torpedo,  or  mine, 
intended  or  adapted  for  use  in  war,  and  any  other 
article,  material,  or  device,  whether  actual  or  proposed, 
intended  for  such  use;| 

The  expression  "superintendent  of  police"  includes  any  police 
officei  of  a  like  or  superior  rank  land  any  person  upon 
whom  the  powers  of  a  superintendent  of  police  are  for 
the  purpose  of  this  Act  conferred  by  a  Secretary  of 
Statel ; 

The  expression  "office  under  His  Majesty"  includes  any  office 
or  employment  in  or  under  any  department  of  the 
Government  of  the  United  Kingdom,  or  ol  any  British 
possession. 

The  expression  "offence  under  this  Act"  includes  any  act, 
omission,  or  other  thing  which  is  punishable  under  this 

Act, 

13.  Short  title 

(1)  This  Act  may  be  cited  as  the  Official  Secrets  Act,  1911. 

(2)  (Rep.  by  the  S  L  R.  Act  1927.) 


NOTES  -  ACT  OF  1911 

Section  1 

The  words  omitted  were  repealed,  and  the  words  in  square 
brackets  weie  added,  by  the  Official  Secrets  Act  1920,  ss.  10,  11 
(21  and  Schs.  1,  2. 

Genetal  Note.  In  Chandler  v.  Director  of  Public  Prosecutions. 
119641  A  C  at  p.  777,  1 196?]  3  All  E.R.  142.  the  House  of  Lords 
held  that  on  the  true  construction  of  this  section:  fa)  the  section 
was  not  limited  to  offences  of  spying  notwithstanding  that  its 
marginal  heading  referred  only  to  spying  but  extended  to  the 
saboteur  as  much  as  to  tho  spy,  fbl  "purpose"  within  the  meaning 
of  this  section  was  to  be  distinguished  from  the  motive  for  doing  an 
.*.1.  end  the  words  "any  purpose"  meant  nr  included  the  achieving 
of  the  consequence  which  a  person  intended  and  desired  to  follow 
directly  on  his  act,  vi/  .  his  direct  or  immediate  purtiose  as  opposed 
to  Ins  ultimate  aim,  and  even  if  a  person  had  several  purposes,  his 
immediate  purpose  remained  one  of  them  and  was  within  the  words 
"any  purpose",  Ic)  in  the  phase  "interests  of  the  State"  the  word 
"State"  meant  (per  Lords  Reid  and  Hodson)  the  oigamsed  com 
munity  or  (per  Lords  Devlin  and  Pearcel  the  organs  of  government 
ol  a  national  community,  and  {per  Lords  Devlin  and  Pearcel  the 


"interests  of  the  State"  meant  such  interest  according  to  the  poli¬ 
cies  of  the  State  as  they  in  fact  were,  not  as  it  might  be  argued  that 
they  ought  to  be 

As  to  the  obtaining  of  information  concerning  offences  or 
suspected  offences  under  this  section,  see  the  Official  Secrets  Act 
1920,  s.  6,  p,  299,  post. 

Purpose  prejudicial  to  the  safety  or  interest  of  the  State.  See 
the  General  Note  above;  and  note  the  provisions  of  sub  s.  (21  above. 

Enemy.  This  includes  a  potential  enemy  with  whom  there 
might  be  war  (fl.  v.  Parrott  (1913),  8  Cr.  App.  Rep.  186). 

Obtains  ...  or  communicates  . .  .  information  . . .  useful  to  an 
enemy.  Communication  or  attempted  communication  with  a  foreign 
agent  is  to  lie  evidence  that  a  person  has  obtained  or  attempted  to 
obtain  information  of  the  kind  mentioned  in  sub  s.  (1)  (c);  see  the 
Official  Secrets  Act  1920,  s  2  (II.  p.  296,  post,  and  sec  also  s  2 
(2)  of  that  Act,  p  296,  post 

The  falsity  of  the  information  given  is  not  material  except  as 
to  a  possible  defence  of  intent  to  mislead  (/?.  v  M.  (1915),  23 
T.L  R .  1,  C.C.A.). 

Shall  be  guilty  of  felony.  The  distinctions  between  felony  and 
misdemeanour  were  abolished,  and  the  law  and  practice  applying  to 
misdemeanour  were  in  general  made  applicable  to  all  offences,  by 
the  Criminal  Law  Act  19C7,  s.  1,  p.  552,  post  See  also,  in 
particular,  s.  12  15)  of  that  Act,  p.  561,  post,  as  to  the  construction 
of  existing  enactments 

The  punishment  is  laid  down  by  the  Official  Secrets  Act 
1920,  s.  8  (1),  p.  300,  post  See  also  s  8  (3H5)  of  that  Act,  p. 
301,  /lost ;  s.  7  of  that  Act,  p.  300,  post  (attempts,  incitements, 
etc.l;  s  6,  post  (power  of  arrest),  s.  7,  post  (penalty  for  har 
bouring),  s,  8,  post  (restriction  on  prosecution);  s.  9,  post  (search 
warrants);  and  s  10,  post  (extent  of  Act  anti  place  of  trial  of 
offencel. 

The  offence  is  excluded  from  the  jurisdiction  ol  all  courts  of 
quarter  sessions;  see  the  Criminal  Law  Act  1967,  s,  8  (21  and  Srh 
1,  List  B,  para.  15,  Vol  71,  title  Magistrates. 

Definitions.  For  "prohibited  place",  see  s  3,  post,  for  "coin 
municates",  "obtains",  "document",  "mode!"  and  "sketch",  see  s. 
12,  post 

Section  2 

The  wolds  in  square  brackets  in  sub  ss  111  and  13)  and  the 
whole  of  sub  ss  (1)  f.u.1  It:).  (1AI,  were  added  by  the  Official 
Secrets  Act  1920,  ss  9  (1)  10  and  Srh  1 

Extension,  This  section  is  applied  to  recommendations  and 
directions  made  under  the  Bank  ol  England  Act  1940;  see  s.  4  (4), 
(5)  of  that  Act,  Vol  2.  p  707 

Relates  to  ...  a  prohibited  place,  etc.  An  offence  under  this 
section  may  be  committed  though  the  cotie  word,  etc  ,  does  not 
relate  to  a  prohibited  place  Iff  v  Sinungton,  1 1921 1  1  K.B  451, 
CCA  I 

Made  or  obtained  in  contravention  of  this  Act.  Sec  s  1(1) 

(hi.  Ic),  ante 

Entrusted  in  confidence  to  him,  etc.  It  is  not  necessary  to 
prove  that  Ihe  inhumation  was  entrusted  es|iccially  in  confidence  to 
him  IR  v  Crisp  and  Hcnwwood  11919),  83  .I  P  121) 

Office  under  His  Ma|estv  See  Ihe  defnition  in  s  1?  post,  and 
the  note  thereto 

Connect  made  on  behalf  ol  His  IWajevty.  Any  contract  with 
the  United  Kingdom  Atomic  Eneigy  Authority  is  to  he  deemed  tor 
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the  purpose*  of  this  section  to  be  >  contract  with  Her  Majesty;  iee 
the  Atomic  Energy  Aut,  ortty  Act  1964.  *.  6  (4!  and  Sell.  3,  Vol. 
37,  tide  Trad*  and  Industry. 

Manner  prejudicial  to  die  safety  or  interests  of  die  State.  Cf. 
the  General  Note  to  t.  1,  ante. 

SMI  be  guUdy  of  a  misdemeanour.  The  note  "Shall  be  guilty 
of  a  felony"  to  t.  1.  ante,  applies  subject  to  the  modification  dial 
in  the  cate  of  misdemeanour*  the  punishment  is  laid  down  by  the 
Official  Secrets  Act  1920,  s.  S  (21,  p.  30Q.  pott. 

Knowing.  Set  the  note  "knows"  to  the  Perjury  Act  1911,  t. 
1.  p.  242,  ante. 

Reasonable  ground  to  Mint.  See  die  Note  "Reasonable  cause 
to  believe"  to  the  Foreign  Enlistment  Act  1870,  (.  8,  p.  186,  ante. 

Untesc  he  proves.  The  burden  of  proof  laid  on  the  defendant 
it  lass  onerous  than  that  resting  on  the  prosecution  as  regards 
proving  the  offence,  and  may  be  discharged  by  satisfying  the  court 
of  the  probability,  or  rather  die  preponderance  of  probability,  of 
what  the  defendant  is  called  to  prove;  see  R.  v.  Carr-Driant,  (1943) 
K  B.  607;  (1943)  2  Alt  E.R.  166.  and  R.  v.  Dunbar.  (19581  1  O.B. 
1,  110671  2  All  E.R.  737. 

Definitions.  For  "prohibited  place,"  see  s.  3,  post,  for  "com- 
municctes",  "receives",  "obtained",  "retains",  "document", 
"model",  "sketch",  "munitions  of  war'  and  "office  under  His 
Majesty",  see  s.  12,  post.  See  also,  as  to  "office  under  His  Majesty", 
tha  note  to  s.  ’2,  post. 

Section  3 

The  words  in  square  brackets  were  substituted  and  added  by 
the  Official  Secrets  Act  1920.  s.  10  and  Sch.  1. 

Para.  (c).  Any  place  belonging  to  or  used  for  the  purposes  of 
the  United  Kingdom  Atomic  Fnergy  Authority  is  regarded  as  a 
place  belong  to  or  used  for  the  purposes  of  Her  Majesty  under  this 
paragraph;  see  the  Atomic  Energy  Authority  Act  1954,  s,  6  (3). 
Vol.  37,  title  Trade  and  Industry. 

Definitions.  For  "document",  "model",  ’munitions  of  war", 
"place  belonging  to  His  Majesty"  and  "sketch",  see  s.  12,  post 

Orders  under  para.  (cl.  The  Office  Secrets  (Ministry  of  Sup 
ply)  Order  1947.  S.H.  A  0  1947  No.  1367;  the  Official  Seuet 
(Ministry  of  Supply)  (No.  2)  Order  1947.  S.R.  &  0.  1947  No. 
2351;  tha  Official  Secrets  (Ministry  of  Supply)  Order  1949,  S  I. 
1949  No.  2316;  the  Official  Secrets  (Ministry  of  Supply)  Order 
1950.  SI.  1960  No.  826;  the  Official  Secrets  (Prohibited  Place) 
Order  1954.  S.l.  1964  No.  243;  the  Official  Secrets  (Prohibited 
Place)  (No.  2)  Order  1964,  S.l.  1954.  No.  1482;  thu  Offical  Secrets 
(Cyprus)  Order  1966,  S.l.  1966  No.  564;  the  Official  Secrets 
(Cyprus)  (No.  2)  Order  1966,  S.l.  1966  No.  1410;  the  Official 
Secrets  (Prohibited  Place)  Order  1966,  S.l.  1965  No.  1497;  the 
Official  Secrets  (Prohibited  Place)  Order  1966,  S.l.  1956  No.  1438; 
tha  Official  Secrets  (Prohibited  Piece)  Order  1958.  S.l.  1958  No. 
1936;  the  Official  Secrets  (Prohibited  Pieces)  Order  1969,  S.l.  1969 
No  705  ’s  emended  by  S.l.  1964  No  92.  the  Official  Secrels 
(Prohibited  Pieces)  Order  1960.  S.l  1980  No.  1348  For  the  places 
specified  by  these  orders,  see  8  Hafsbury’t  Statutory  Instruments, 
title  Criminal  Law  (Part  4) 

Section  6 

The  Words  omitted  were  repealed  by  the  Criminal  Law  Act 
1967,  s  10  12)  end  Sch.  3.  Part  III 


Section  7 

The  words  in  square  brackets  were  substituted,  and  the  words 
omitted  were  repealed,  by  the  Official  Secrets  Act  1920,  *s.  10  and 
1 1  (2)  and  Schs.  t  and  2. 

Knowingly.  See  the  note  "Knows"  to  the  Pwjury  Act  1911,  s. 
1,  p.  242,  ante. 

Wilfully.  Cf.  the  not*  to  the  Perjury  Act  1911.  *.  1,  p.  241, 

ante. 

Superintendent  of  police.  See  the  definition  in  s.  12,  pott. 

Shall  be  guifty  of  a  misdemeanour.  The  note  "Shall  be  guilty 
of  a  felony"  to  s.  1,  ante,  applies  subject  to  the  modification  that 
in  the  caw  of  misdemeanours  the  punishment  is  laid  down  by  tha 
Official  Secrets  Act  1920,  s.  8  (2),  p.  300,  post. 

Section  8 

Attorney-General.  For  meaning  tee  s.  12.  post. 

Section  9 

Definitions.  For  "document",  "model",  "sketch"  and  "super¬ 
intendent  of  police"  see  s.  12.  post 

Section  TO 

The  words  moitted  from  sub-s.  (2)  were  repealed  by  the 
Criminal  Justice  Act  1948,  s.  83  (3)  and  Sch.  10,  hurt  I,  and  the 
Criminal  Law  Act  1967,  s.  10  (2)  and  Sch.  3,  Part  I.  The  words 
omitted  from  sub  s  (3)  were  repealed  by  t.  10  (2)  of,  and  Part  II  of 
Sch.  3  to,  the  Act  of  1967. 

United  Kingdom.  Great  Britain  end  Northern  Ireland;  see 
the  Royal  and  Parliamentary  Titles  Act  1927.  s.  2  (2).  Vol.  6,  p. 
b20. 

Offence  under  this  Act  should  not  be  triad,  etc.  Offences 
under  this  Act  are  also  excluded  from  the  jurisdiction  of  all  courts 
of  quarter  sessions;  see  the  Criminal  Law  Act  1987,  s.  8  (2)  and 
Sch.  1,  List  B.  para.  15.  Vol.  21,  title  Magistrates. 

Criminal  Lew  and  Procedure  (Ireland)  Act  1887.  60  &  61 
Viet.  c.  20.  not  printed  in  this  work. 

Section  11 

See  all  the  OHicial  Secrets  Act  1920.  s.  11  (1)  proviso  ta).  p 
302,  post,  as  to  the  exclusion  of  that  Act  from  application  to  tha 
Dominions. 

British  possession.  For  meaning,  see  the  Interpretation  Act 
1889,  s.  18  (2).  Vol.  32,  title  Statutes. 

Office  under  His  Majesty  See  the  definition  in  s.  12.  post. 
and  the  note  thereto 

Orders  under  this  section.  Tha  Official  Sec.  ts  (Common 
wealth  of  Australia)  Order  in  Council  1916,  S.R  &  O  1915  No. 
1199:  the  Official  Secrets  (Mauritius)  Order  in  Council  1916,  dated 
12th  April  i916  the  Official  Secrets  (Malta)  Order  in  Council  1923, 
S.R  &  O  1923  No  650,  the  Official  Secrets  (India)  Order  in 
Council  1923,  SR  &  0  1923  No.  1517,  the  Official  Secrets 

(Straits  Settlements)  Order  in  Council  1936,  S.R.  &  O  1936  No. 
409;  the  Official  Seciets  (Penang  and  Malacca)  Ordei  in  Council 
1950,  S.l.  1950  No  1779,  the  OHicial  Secrets  (Jersey)  Order  1962, 
S.l.  1952  No  1034 
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Section  12 

The  words  in  square  brackets  defining  "munitions  of  War*' 
were  added,  and  the  words  in  square  brackets  relating  to  the 

definition  of  "superintendent  of  police"  were  subetitutad,  by  the 

Official  Secrets  Act  1920,  ss  9  121,  10  and  Sch.  I. 

United  Kingdom.  See  the  note  to  s  10,  unto. 

Office  under  His  Majesty.  This  also  includes  membership  of  an 
office  or  employment  under  the  United  Kingdom  Atomic  Energy 
Authority  (Atomic  Energy  Authority  Act  1954,  s.  6  (4i  and  Sch.  3. 
Vol.  37,  title  Trade  and  Industry,  which  applet,  however,  only  for 

the  purposes  of  s.  2,  ante),  the  Parliamentary  Commissioner  for 

Administration  and  his  officers  (Parliamentary  Commissioner  Act 
1967,  s.  11  (1),  Vol.  6.  p.  829)  and  police  officers  (Lewis  v  CeWe, 
(19381  2  K,8  464.  (19381  2  All  T.R  368). 

THE  OFFICIAL  SECRETS  ACT  1920 

(10  &  11  Geo  5  c.  75) 

Arrangement  of  Sections 

1  Unauthorised  use  of  uniforms;  falsification  of  reports, 
forgery,  personation,  and  false  documents 

2.  Communications  with  foreign  agents  to  be  evidence  of 

commission  of  certain  offences 

3.  Interfering  with  officers  of  the  police  or  member  of 

His  Majesty's  forces 

4.  Power  to  require  the  production  of  telegrams 

5.  Registration  and  regulation  of  persons  carryong  on  the 

business  of  receiving  postal  packets 

6  Superseded  by  Act  of  1939 

7  Attempts,  incitements,  etc. 

8.  Provisions  as  to  trial  and  punishment  of  offences 

10  Minor  amendments  of  principal  Act 

11  Short  title,  construction,  and  repeAl 

An  Act  to  amend  the  Official  Secrets  Act,  191 1 

(23rd  December  19201 

See  the  Introductory  Note  to  the  Official  Secrets  Act  1911,  p 
250.  mi  hr. 

Official  Secrets  Act  1911  to  1939.  This  Act  is  one  of  the  Acts 
which  may  be  cited  by  this  collective  title,  see  the  Introductory 
Not**  to  the  Official  Secrets  Act  1911.  p  250,  ante 
Northern  Ireland.  This  Act  applies 

1.  Unauthorised  use  of  uniforms;  falsification  of  reports,  forgery, 
personation,  and  false  documents 

(1)  If  any  person  for  the  purpose  of  gaining  admission,  or  of 
assisting  any  other  person  to  gain  admission,  to  a  prohibited  place, 
within  the  meaning  of  the  Official  Secrets  Act.  1911  (hereinafter 
referred  to  as  "the  principal  Act"),  or  for  any  other  purpose  preju 
dicial  to  the  safety  or  interests  of  the  State  within  the  meaning  of 
the  said  Act 

(a)  uses  or  wears,  without  lawful  authority,  any  naval, 
military,  air  force,  police,  or  other  official  uniform,  or 
any  uniform  so  nearly  resembling  the  same  as  To  be 
calculated  to  deceive,  or  falsely  represents  himself  to  U 
a  person  who  is  or  has  been  entitled  to  use  or  wear  any 
such  unitoim,  or 


(bl  orally,  or  in  writing  in  any  declaration  or  application,  or 
m  any  document  signed  by  him  or  on  his  behalf,  know 
ingly  makes  or  connives  at  the  making  of  any  false 
statement  or  any  omission;  or 

(c)  forges,  alters,  or  tampers  with  any  passport  or  any  naval, 
military,  air  force,  police,  or  official  pass,  permit,  certifi¬ 
cate.  licence,  or  other  document  of  a  similar  character 
(hereinafter  m  this  section  referred  to  as  an  official 
document),  or  uses  or  has  in  his  possession  any  such 
forged,  altered,  or  irregular  official  document;  or 

(dl  personates,  or  falsely  represents  himself  to  be  a  person 
holding,  or  in  the  employment  of  a  person  holding 
office  under  His  Majesty,  or  to  be  or  not  to  be  a  person 
to  whom  an  official  document  or  secret  official  code 
word  or  pass  word  has  been  duly  issued  or  comm  uni 
cated,  or  with  intent  to  obtain  an  official  document, 
secret  official  code  word  or  pass  word,  whether  for 
himself  or  any  other  person,  knowingly  makes  any  false 
statement;  or 

M  uses,  or  has  in  his  possession  or  under  his  control. 
Without  the  authority  of  the  Government  Depart  men”  or 
the  authority  concerned,  any  die,  seal,  or  stamp  of  or 
belonging  to.  or  used,  make  or  provided  by  any  Govern 
ment  Department,  or  by  any  diplomatic,  naval,  military, 
or  air  force  authority  appointed  by  or  acting  under  the 
authority  of  His  Majesty,  or  any  die.  seal  or  stamp  so 
nearly  resembling  any  such  die,  seal  or  stamp  as  to  be 
ilculated  to  deceive  or  counterfeits  any  such  die,  seal 
or  stamp,  or  uses,  or  has  in  his  possession,  or  under  his 
control,  any  such  counterfeited  die,  seal  or  stamp; 
he  shall  be  guilty  of  a  misdemeanour 

(2)  If  any  person 

(a)  retains  for  any  purpose  prejudicial  to  the  safety  or 
interests  of  the  State  any  official  document,  whether  or 
not  complied  or  issued  for  use,  when  he  has  no  right 
to  retain  it,  or  when  it  is  contrary  to  his  duty  to  retain 
it.  or  fails  to  comply  with  any  directions  issued  by  any 
Government  Department  or  any  person  authorised  by 
such  department  with  regard  to  the  return  or  disposal 
thereof;  or 

(hi  allows  any  other  person  to  have  possession  of  any 

official  document  issued  for  his  us*?  along,  or  cornmuni 
cates  any  secret  official  code  word  or  pass  word  so 
issued,  or,  without  lawful  authority  nr  excuse,  has  in  his 
|M>sse*sion  any  official  document  or  secret  official  code 
word  or  pass  word  issued  tor  the  use  of  some  person 
other  than  himself,  or  on  obtaining  possession  of  any 
official  document  by  finding  or  otherwise,  neglects  or 
fails  to  restore  it  Jo  the  person  or  authority  by  whom  or 
for  whose  use  it  was  issued,  or  to  a  police  constable,  or 

(ct  without  lawful  inithority  or  excuse,  manufactures  or 

sells,  or  has  in  his  possession  for  sale  any  such  die,  seal 
or  stamp  as  aforesaid, 
he  shall  be  guiidy  of  a  misdemeanor. r 

(3)  In  the  case  of  any  jtfnserulion  under  this  section  involving 
the  {Koot  of  a  purpose  prejudicial  to  the  safety  or  interest;  of  the 
State,  subsection  |?l  of  section  one  of  the  iptncipal  Act  shall  apply 
in  like  manner  as  it  applies  to  (xovh  utions  under  that  section 
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2.  Communfcmiom  for*4«n  agrniw  to  b*  abidance  of  commit- 
•ton  of  otnatn  offancm 

U)  In  any  praotadingi  against  a  parson  for  an  offeree  under 
taction  one  of  the  principal  Act.  the  fact  that  he  has  bean  in  com¬ 
munication  with,  or  attempted  to  communicate  with,  a  foreign 
agent,  whether  within  or  without  the  United  Kingdom,  shall  be 
evidence  that  he  has,  for  a  purpose  prejudicial  of  the  safety  or 
interest  of  the  State,  obtained  or  attempted  to  obtain  information 
which  is  calculated  to  be  or  be  or  is  intended  to  be  directly 

or  indirectly  useful  to  an  enemy. 

(2)  For  the  purpose  of  this  section,  out  without  prejudice  to 
the  generality  of  the  foregoing  provision - 

fa)  A  person  shall,  unless  he  prove?  the  contrary,  be  deemed 
to  have  been  in  communication  with  a  foieign  agent  if- 
(i!  He  has,  either  within  or  without  the  United 
Kingdom,  visited  the  address  of  a  foreign  agent  or 
consorted  or  associated  with  a  foreiyi  agent;  or 
(lij  Either,  within  or  without  the  United  King 
dom,  the  name  or  address  of,  or  any  other  infor¬ 
mation  regarding  a  foreign  agent  has  been  found  in 
his  possession,  or  has  been  tupplied  by  him  to  any 
other  person,  or  has  been  obtained  by  him  from 
any  other  person: 

ft)  The  expression  "foreign  agent"  includes  any  person  who 
is  or  has  been  or  is  reasonably  suspected  of  being  or 
having  been  employed  by  a  foreign  power  either  directly 
or  mdirectly  for  the  purpose  of  committing  an  acl, 
either  within  or  without  the  United  Kingdom,  prejudi¬ 
cial  to  the  safety  or  interests  of  the  State,  or  who  has  or 
is  reasonably  suspected  o'  having,  either  within  oi  with 
out  the  United  Kingdom,  committed,  or  attempted  to 
commit,  such  an  act  in  the  interests  of  a  foreign  power: 
ft)  Any  address,  whether  within  or  without  the  United 
Kingdom,  reasonably  suspected  of  being  an  address  used 
for  the  receipt  of  communications  intended  for  a  foreign 
agent,  or  any  address  at  which  a  foreign  agent  resides,  or 
to  which  he  resorts  for  the  purpose  of  giving  or  receiv 
ing  communications,  or  at  which  ha  carries  on  any 
business,  shall  be  deemed  to  be  the  address  of  a  foreign 
agent,  and  communications  addressed  to  such  an  address 
to  be  communications  with  a  foregin  agent 

3.  Interfering  with  officers  of  the  police  or  members  of  His  Me* 
Mty'j  forces 

No  person  in  the  vicinity  of  any  prohibited  place  shall  obstruct, 
knowingly  mislead  or  otherwise  interfere  with  or  impede,  the  chief 
officer  or  a  superintendent  or  other  officer  of  police,  or  any 
member  of  His  Majesty's  forces  engaged  on  guard,  sentry,  patrol,  or 
other  Similar  duty  in  relation  to  the  prohibited  place,  and,  if  any 
person  acts  in  contravention  of.  or  fails  to  comply  with,  this 
provision,  he  shall  be  guilty  of  a  misdemeanour 

4.  Power  to  require  the  production  of  telegrams 

( 1 >  Where  it  appears  to  a  Secretary  of  State  that  such  a  course  is 
expedient  in  the  public  interest,  he  may.  by  warrant  under  his  hand, 
require  any  person  who  own*  or  conttols  any  telegraphic  coble  or 
wire,  or  any  apparatus  for  wireless  telegraphy,  used  for  the  sending 
or  receipt  of  telegrams  to  or  from  any  place  out  of  the  United 
Kingdom,  to  produce  to  him,  or  to  any  person  named  »n  the 


warrant,  the  originals  and  transcripts,  either  of  all  telegiamt,  or  of 
telegrams  of  any  specified  class  or  description,  or  of  telegrams  sent 
from  or  addressed  to  any  specified  person  or  place,  sent  or  received 
to  or  from  any  place  out  of  the  United  Kingdom  by  means  of  any 
such  cable,  wire,  cr  apparatus,  and  all  other  paper*  relating  to  any 
such  telegram  as  aforesaid. 

(2)  Any  person  who,  on  being  required  to  produce  any  such 
original  nr  transcript  or  paper  as  aforesaid,  refuses  or  neglects  to  do 
so  shall  be  guilty  of  an  offence  under  this  Act,  and  shall,  for  each 
offence,  be  liable  on  conviction  under  the  Summary  Jurisdiction 
Acts  to  imprisonment  with  or  without  hard  labour  for  a  term  not 
exceeding  three  months,  or  to  a  fine  not  exceeding  fifty  pounds,  or 
to  both  such  imprisonment  and  fine. 

13)  In  this  section  the  expression  “telegram"  shall  have  the 
same  meaning  as  in  the  Telegraph  Act,  1968,  and  the  expression 
"wireless  telegraphy"  shall  have  the  same  meaning  as  in  the  Wireless 
Telegraphy  Act,  1904. 

5.  Registration  and  regulation  of  persons  carrying  on  the  business 
of  receiving  postal  packets 

(1)  Every  pet  son  who  carries  on,  whether  alone  or  in  conjunction 
with  any  other  business,  the  business  of  receiving  for  reward  letters, 
telegrams,  or  other  postal  packets  for  delivery  or  forwarding  to  the 
persons  for  whom  they  are  intended,  shall  as  soon  as  may  be  send 
to  the  chief  officer  of  police  for  the  district,  for  registration  by 
him,  notice  of  the  fact  together  with  the  address  or  addresses  where 
the  business  is  carried  on,  and  the  chief  officer  of  police  shall  keep 
a  register  of  the  names  and  address  of  such  persons,  and  shall,  if 
required  by  any  person  who  sends  such  a  notice,  furnish  him  on 
payment  of  a  fee  of  [seven  shillings  and  sixpence)  with  a  certificate 
of  registration,  and  every  person  so  registered  shall  from  time  to 
time  furnish  to  the  chief  officer  of  police  notice  of  any  change  of 
address  or  new  address  at  which  the  business  is  carried  on,  a.id  such 
other  information  as  may  be  necessary  for  maintaining  the  correct 
ness  of  the  particulars  entered  in  the  register 

(2)  Every  person  who  carries  on  such  a  business  as  aforesaid 
shall  cause  to  be  entered  in  a  book  kept  for  the  purpose  the 
following  particulars 

(a)  the  name  and  address  of  every  person  for  whom  any 
postal  packet  is  received,  or  who  has  requested  that 
postal  packets  receive  may  l^e  delivered  or  forwaroed 
to  him 

(h)  any  tnsirut  turns  that  may  have  been  received  as  to  the 
delivery  or  forwarding  of  postal  pack©!*, 

(v)  in  the  case  of  every  postal  packet  received,  the  place 
frt>m  which  the  postal  packet  comes,  and  the  date  of 
posting  (as  shown  by  the  postmark!  and  the  date  of 
receipt,  and  the  name  and  address  of  the  sender  if 
shown  on  the  outside  of  the  packet,  and,  in  the  case  of 
rt  registered  packet,  the  date  and  office  of  registration 
and  the  number  ot  the  registered  packet, 
id)  in  the  rase  of  every  postal  packet  delivered,  the  date  of 
delivery  and  the  name  and  aodress  of  the  person  to 
whom  it  is  delivered _ 

it*)  in  the  case  of  every  postal  packet  forwarded,  the  name 
and  address  to  which  an*'  tlw  date  on  which  it  is 
to*  warded, 

and  shall  not  rfeltver  a  letter  to  any  person  until  that  fx*rson  has 
signed  ,i  receipt  for  the  same  in  such  tK>ok  as  aforesaid,  nor.  if  that 
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person  is  not  the  person  to  whom  the  postal  packet  is  addressed, 
unless  there  is  left  with  h*m  instructions  signed  by  the  last 
mentioned  person  as  to  the  delivery  thereof,  and  shall  not  forward 
any  postal  packet  to  another  address  unless  there  is  left  with  him 
written  instructions  to  that  effect  signed  by  the  addressee, 

(3)  The  books  so  kept  and  all  postal  packets  received  by  a 
person  carrying  on  any  such  business,  and  any  instruct'on  as  to  the 
delivery  or  forwarding  of  postal  packets  received  by  any  such 
person,  shall  be  kept  at  all  reasonable  times  open  to  inspection  by 
any  police  constable. 

(4)  If  any  person  contravenes  or  fails  to  comply  with  sny  of 
the  provisions  of  this  section,  or  furnishes  any  false  information  or 
makes  any  false  entry,  he  shall  be  guilty  of  an  offence  under  this 
Act,  and  shall,  for  each  offence,  be  liable  on  conviction  under  the 
Summary  Jurisdiction  Acts  to  impiisonment  with  or  without  hard 
labour  for  a  term  not  exceeding  one  month,  or  to  a  fine  not 
exceeding  ten  pounds,  or  to  both  such  imprisonment  and  fine 

(5)  Nothing  in  this  section  shall  apply  to  postal  packets 
address  to  any  office  where  any  newspaper  or  periodical  is  pub 
lished,  being  postal  packets  in  reply  to  advertisements  appearing  in 
such  newspaper  or  periodical. 

(B)  Nothing  in  this  section  shall  be  construed  as  rendering 
legal  anything  which  would  be  in  contravention  of  the  exclusive 
privilege  of  the  Postmaster  General  under  the  Post  Office  Acts. 
1908  to  1920,  or  the  Telegraph  Acts,  1963  to  1920. 

6.  l(1|  Where  a  chief  officer  of  police  is  satisfied  that  there  is 
reasonable  ground  for  suspecting  that  an  offence  under  section  one 
of  the  principal  Act  has  been  committed  and  for  believing  that  any 
person  is  able  to  furnish  information  as  to  the  offence  or  suspected 
offence,  he  may  apply  to  a  Secretary  of  State  for  permission  to 
exercise  the  powers  conferred  by  this  subsection  and.  if  such  per 
mission  is  granted,  ne  may  authorise  a  superintendent  ot  police,  or 
any  police  officer  not  below  the  rank  of  inspector,  to  require  that 
person  believed  to  be  able  to  furnish  information  to  give  any 
information  in  his  power  relating  to  the  offence  or  suspected 
offence,  and,  if  so  required  and  on  lender  of  his  reasonable  ex 
penses,  to  attend  at  such  reasonable  time  and  place  as  may  be 
Sf>ecified  by  the  superintendent  or  other  officer,  and  if  a  |x?rson 
required  in  pursuance  of  such  an  authorisation  to  g»ve  information, 
or  to  attend  as  aforesaid,  fails  to  comply  with  any  such  requirement 
or  knowingly  gives  false  information,  he  shall  he  guilty  of  a  misde 
meanoui 

(2)  Where  a  chief  officer  of  police  has  reasonable  grounds  to 
believe  that  the  case  is  one  of  great  emergency  and  that  m  the 
interest  of  the  State  immediate  action  is  necessary,  he  may  exercise 
the  powers  conferred  by  the  last  foregoing  subsection  without 
applying  for  or  being  granted  the  permission  of  a  Secretary  of  State, 
but  it  he  does  so  shall  forthwith  report  the  circumstances  to  the 
Secretary  of  State 

(3)  References  in  this  section  to  a  chef  officer  of  police  shall 
Ire  construed  as  including  rnf^renr-ps  to  any  other  officer  police 
expressly  authorised  by  a  chief  officer  of  police  to  act  on  his  Iwhalf 
for  the  purposes  of  this  section  when  by  reason  of  illness.  absence 
of  other  cause  he  is  u.iafotp  to  do  so  ] 


7.  Attempts,  incitements,  etc. 

Any  person  who  attempts  to  commit  any  offence  under  the  princi¬ 
pal  Act  or  this  Act,  or  solicits  or  incites  or  endeavours  to  persuade 
another  person  to  commit  an  offence,  or  aids  or  abets  and  does  any 
act  preparatory  to  the  commission  of  an  offence  under  the  principal 
Act  or  this  Act,  shall  be  guilty  of  a  felony  or  a  misdemeanour  or  a 
summary  offence  according  as  the  offence  in  question  is  a  felony,  a 
misdemeanour  or  a  summary  offence,  and  on  conviction  shall  be 
liable  to  the  same  punishment,  and  to  be  proceeded  against  in  the 
same  manner,  as  if  he  had  committed  the  offence. 

8.  Provisions  as  to  trial  and  punishment  of  offences 

0)  Any  person  who  is  guilty  of  a  felony  under  the  principal  Act 
or  this  Act  shall  be  liable  to  penal  servitude  for  a  term  of  not  less 
than  three  years  and  not  exceeding  fourteen  years. 

12)  Any  person  who  is  guilty  of  a  misdemeanour  under  the 
principal  Act  or  this  Act  shall  be  liable  on  conviction  on  indictment 
to  imprisonment,  with  or  without  hard  labour,  for  a  term  not 
exceeding  two  years,  or.  on  conviction  under  the  Summary  Jurisdic¬ 
tion  Acts.  Vo  imprisonment,  with  or  without  hard  labour,  for  a  term 
not  exceeding  three  months  or  to  a  fine  not  exceeding  fifty  pounds, 
or  both  such  imprisonment  and  fine: 

Provided  that  no  misdemeanour  under  the  principal  Act  or 
this  Act  shall  be  dealt  with  summarily  except  with  the  consent  of 
the  Attorney  Genet al 

(3)  For  the  purposes  of  the  trial  of  a  person  for  an  offence 
under  the  principal  Act  or  this  Act.  the  offence  snail  be  deemed  to 
have  been  committed  either  at  the  place  in  which  the  same  actually 
was  committed,  or  at  any  place  in  the  United  Kingdom  in  which 
the  offender  may  l>e  found 

(4)  In  addition  and  without  prejudice  to  any  {towers  which  a 
court  may  possess  to  order  the  exclusion  of  the  public  from  any 
proceedings  if,  in  the  course  of  proceedings  before  a  court  against 
any  peison  lor  an  offence  under  the  priruipa1  Act  or  this  Act  or  the 
proceedings  on  appeal,  or  in  the  course  of  the  trial  of  a  person  for 
felony  or  misdemeanour  under  the  principal  Act  or  this  Act.  appfi 
cation  is  made  by  the  prosecution,  on  the  ground  that  the  public;! 
lion  of  any  evidence  to  be  given  or  of  any  statement  to  be  made  in 
the  course  of  the  proceedings  would  l>o  prejudicial  to  the  national 
safety,  that  all  o-r  any  portion  of  the  public  shall  lx?  excluded  during 
anv  part  of  the  hearing,  the  court  may  make  an  order  to  that 
effect,  but  the  passing  of  sentence  shall  in  any  case  take  place  in 
public. 

fb)  Where  the  pet  son  guilty  of  an  offence  under  the  principal 
Act  or  this  Act  is  a  company  or  corporation,  every  director  and 
officer  of  the  company  or  corporation  shall  lx;  guilty  of  the  hkr 
offence  unless  hp  proves  that  the  act  or  omission  constituting  the 
offence  took  place  without  his  knowledge  or  consent 

9  l Amends  thr  Offh  i.i!  Srs  o'ts  A<  t  W 11  ss.  2,  12.  pp  252,  256, 
ante  ) 

10  Minor  amendments  of  principal  Act 

fhe  amendments  spec  died  m  the  second  column  of  the  f  irst  Sched 
c»!e  to  tins  A«  t  (which  relates  to  minor  details)  shall  tx?  made  m  the 
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provisions  of  the  principal  Act  specified  in  the  first  column  o?  that 
schedule. 

11.  Short  title,  construction,  and  repttl 

(1)  This  Act  may  be  cited  as  the  Official  Secrets  Act,  1320.  and 
shall  be  construed  as  one  with  the  principal  Act,  and  the  principal 
Act  and  this  Act  may  be  cited  together  as  the  Official  Secrets  Acts. 
1911  and  1920. 

Provided  that- 

( a )  this  Act  shall  not  apply  to  any  of  the  following  Domin¬ 
ions,  that  is  to  say.  the  Dominion  of  Canada,  the 
Commonwealth  of  Australia  (which  for  this  purpose 
shall  be  deemed  to  include  Papua  and  Norfolk  Island), 
the  Dominion  of  New  Zealand,  . .  .  [India  .  .  .] ;  and 

(b)  (applies  to  Scotian  t). 

(2)  (Rep.  by  the  S.L.R.  Act  1927.) 

(3)  For  the  purposes  of  this  Act.  the  expression  "chief  officer 
of  police,"- 

(a)  with  respect  to  any  place  in  England  other  than  the  city 
of  London,  has  the  meaning  assigned  to  it  by  the  Police 
Act,  1890; 

(b)  with  respect  to  the  city  of  London,  means  the  Commis 
sioner  of  the  City  Police; 

(c)  (applies  to  Scotland), 

(d)  with  respect  to  Ireland,  means,  in  the  police  district  of 
Dublin  metropolis,  either  of  the  Commissioners  of  Police 
for  that  district,  and  elsewhere  the  district  inspector  of 
the  Royal  Irish  Constabulary, 


NOTES  -  ACT  OF  1920 

Section  1 

Prohibited  place.  For  the  meaning  of  this  term,  see  the  Offi 
cial  Secrets  Act  1911,  s.  3,  p.  253.  ante,  and  the  notes  thereto. 

Purpose  preiudicial  to  the  safety  or  interest  of  the  State.  Cf 
the  General  Note  to  the  Official  Secrets  Act  1911,  s.  1  p.  251,  ante, 
and  note  sub-$.  (3)  above. 

Uses  or  wears,  without  lawful  authority,  etc.  See  also  the 
Uniforms  Act  1894,  Vol.  29,  title  Royal  Forces,  as  to  the  restric 
lion  of  the  wearing  by  unauthorised  persons  of  naval,  military  and 
air  force  uniforms 

As  to  wrongful  use  of  the  uniform  or  an  association  incor 
porated  by  Royal  charter  and  penalties  therefor,  see  the  Chartered 
Associations  (Protection  of  Names  and  Uniforms)  Act  1926,  s  1 
(3),  (4),  Vol.  37,  title  Trade  Marks  and  Trade  Names. 

Knowingly.  See  the  note  "Knows"  to  the  Perjury  Act  1911.  s 
1.  p  242,  ante. 

Forges  .  .  .  any  passport.  See  also  the  Criminal  Justice  Act 
1925,  s  36.  Vol.  21,  title  Magistrates. 

False.  See  the  note  to  the  Periury  Act  1911,  s  1,  p.  247, 

ante. 

Shalt  be  guilty  of  a  miadameanour  The  distinctions  between 
felony  and  misdemeanour  were  abolished,  arid  the  law  and  practice 
applying  to  misdemeanour  were  in  general  made  applicable  lo  all 
offences,  by  the  Criminal  Law  Act  1967,  s  1,  p  552.  post  See 
also,  in  particular,  s  12  15)  of  that  Act.  p  561.  post,  as  to  the 
construction  of  existing  enactments 


The  punishment  is  laid  down  by  s.  8  (2),  post.  See  also  s.  0 
(3)  (5),  post ;  s.  7,  post  (attempts,  incitements,  etc.);  and  (by  virtue 
of  s,  11  (1),  post)  the  Official  Secrets  Act  1911,  ss.  6  10.  pp.  254, 
255,  ante. 

Offences  under  this  Act  are  excluded  from  the  jurisdiction  of 
all  courts  of  quarter  sessions,  see  the  Criminal  Law  Act  1967,  s.  8 
(2)  and  Sch.  1,  List  A,  Division  II.  para.  5  (a),  and  List  B,  para.  15, 
Vol.  21,  title  Magistrates. 

Definitions.  For  "communicates",  "retains",  "document"  and 
"office  under  his  Majesty",  see  (by  virtue  of  s.  11  (1),  post)  the 
Official  Secrets  Act  1911,  s.  12,  p.  256,  ante.  See  also  as  to  'office 
under  his  Majosty"  the  note  to  s.  12  of  the  Act  of  1911,  p.  257, 
ante;  and  note  as  to  "official  document",  sub  s.  (1)  ( c )  above. 

Section  2 

Enemy.  See  the  note  to  the  Official  Secrets  Act  1911,  s.  1,  p. 
251,  ante. 

Unless  he  proves  the  contrary.  See  the  fir:  note  to  the 
Prevention  of  Corruption  Act  1916,  s.  2,  p.  291,  ante. 

Principal  Act.  /.<?.,  the  Official  Secrets  Act  1911;  see  s.  1  (1), 
ante.  For  s.  1  of  that  Act,  see  p.  250,  ante. 

Section  3 

In  the  vicinity  of.  This  expression  means  "in  or  in  the  vicinity 
of",  see  Adler  v  George,  [1964)  1  AH  E.R.  628. 

Obstructs.  Obstruction  need  not  involve  physical  violence;  see, 
in  particular.  Borrow  v.  Howland  (1896),  74  L  T.  787,  and  Hinch- 
liffe  v.  Sheldon.  11955]  3  All  E.R.  406.  In  fact  there  is  authority 
for  saying  that  anything  which  makes  it  more  difficult  for  a  person 
to  carry  out  his  duty  amounts  to  obstruction;  see  Hinchliffe  v. 
Sheldon  above  Vet  standing  by  and  doing  nothing  is  not  obstruc 
tion  unless  there  is  a  legal  duty  to  act;  see  Swallow  v  London 
County  Council.  1 1916)  1  K.B  224;  [1914  15)  All  E.R.  Rep.  403; 
and  contrast  Baker  v.  Ellison,  [1914]  2  K  B  762;  but  see  Rice  v 
Connolly.  119661  2  Q.B.  414.  [1966)  2  All  E.R.  649 

Knowingly.  See  the  note  "Knows"  to  the  Perjury  Act  1911,  s 
f,  p  242,  ante. 

Shall  be  guilty  of  a  misdemeanour.  See  the  note  to  s.  1,  ante. 

Definitions.  For  "chief  officer  of  police",  see  s.  II  (3),  post; 
by  virtue  of  s  11  (1),  post,  for  "prohibited  place"  and  "superin 
tendent  of  police",  see  ss  3  and  17.  respectively,  of  the*  Official 
Secrets  Act  1911.  pp  253,  256,  ante. 

Section  4 

United  Kingdom,  /.<?.,  Great  Britain  and  Northern  Ireland;  see 
the  Royal  and  Parliamentary  Titles  Act  1927,  s  2  (7).  Vol.  G,  p. 
520. 

Herd  labour  Imprisonment  with  hard  labour  was  abolished  by 
the  Criminal  Justice  Act  1948,  s.  1  (2),  p.  339,  post 

Not  exceeding  three  months.  As  the  maximum  term  of  impns 
onment  is  not  more  than  three  months,  trial  by  jury  may  not  be 
claimed  under  the  Magistrates'  Courts  Act  1952,  s  2b,  Vo*  21,  title 
Magistrates 

Summary  Jurisdiction  Acts  This  expression  is  defined  by  the 
Interpretation  Act  1889.  s  13  (10).  Vol  32,  title  Statutes  The 
Acts  have  been  largely  consolidated  by  the  Magistrates’  Courts  Act 
1952,  Vol  21,  t'd*’  M  gisfrates,  as  resorts  England  and  Wales 

Telegraph  Act  1869.  See  Vol  35,  title  Telegtaphs  and 
Telephones  "Telegram"  is  defined  in  s  3  of  that  Act 
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Wireless  Telegraphy  Act  1904.  That  Act  expired  on  1st  June 
1954;  tor  the  meaning  of  "wireless  telegraphy",  see  now  the  Wire¬ 
less  Telegraphy  Act  1949,  3.  19  11),  Vol.  35,  title  Telegraphs  and 
Telephones,  by  virtue  of  s.  18  (2)  of  that  Act. 

Section  5 

The  words  in  square  brackets  in  subs.  (1)  were  substituted  by 
the  Miscellaneous  Fees  (Variation)  Order  1968.  S.l.  1968  No.  170 
(made  under  the  Local  Government  Act  1966,  s.  35  (2)  and  Sch.  3, 
Part  II,  Vol.  19,  title  Local  Government),  and  the  fee  in  question 
may  be  further  varied  or  may  be  abolished  by  order  made  under 
that  power. 

Chief  officer  of  police.  For  the  meaning  of  tins  term,  see  s.  1 1 

(3),  post 

If  any  person  contravenes.  "Any  person"  includes  a  parson 
using,  as  well  as  keeping,  the  accommodation  address;  see  Stevenson 
v.  Fulton ,  (19361  1  K  B.  320. 

False.  See  the  note  to  the  Perjury  Act  1911,  s.  1.  p.  242, 

ante. 

Hard  labour.  Imprisonment  with  hard  labour  was  abolished  by 
fhe  Criminal  Justice  Act  1948.  s.  1  (2),  p.  339,  post. 

Not  exceeding  one  month.  Cf.  the  note  "Not  exceeding  three 
months"  to  s  4,  ante. 

Summary  Jurisdiction  Acts.  See  the  note  to  s.  4,  ante. 

Post  Office  Acts  1908  to  1920.  All  those  Acts  have  been 
repealed,  as  to  the  exclusive  privilege  of  the  Postmaster  General,  and 
its  infringement,  see  new  the  Post  Office  Act  1953,  ss.  3,  4,  Vol. 
25.  title  Post  Office 

Telegraph  Acts  1863  to  192b.  For  the  Acts  which  may  be 
cited  by  this  collective  title,  see  the  introductory  Note  to  the 
Telegraph  Act  1863,  Vol.  35,  title  Telegraphs  and  Telephones. 

Section  6 

The  whole  of  this  section  was  substituted  by  the  Official 
Secrets  Act  1939,  s.  1. 

Reasonable  cause  for  suspecting;  for  believing,  to  believe  Cf. 
the  note  "Reasonable  cause  to  believe"  to  the  Foreign  Enlistment 
Act  1870,  s.  8,  p.  186,  ante. 

Knowingly.  See  the  note  "Knows"  to  the  Perjury  Act  1911,  s 
1.  p.  242,  ante. 

False.  Sec  the  note  to  the  Perjury  Act  1911,  s  1,  p.  242, 

ante 

Shall  be  guilty  of  a  misdemeanour.  See  the  note  to  s.  1,  ante 
Definitions.  For  "chief  officer  of  police",  see  s.  11  (3),  post 
(and  note  sub  s.  (3)  above),  for  "superintendent  of  police",  see  (by 
virtue  of  s  11  (1),  post]  the  Official  Secrets  Act  1911,  s  12.  p 
256,  ante. 

Principal  Act  Defined  ms.  1(1),  ante,  as  the  Official  Secrets 
Act  1911.  For  s  1  of  that  Act,  see  p  250,  ante. 

Northern  Ireland.  For  modifications  of  this  section  in  its 
applicatio  \  to  Northern  Ireland,  see  the  Official  Secrets  Act  1939,  s 
2  (2),  p.  337,  post 

Section  7 

Attempts.  As  to  attempts,  see  R  v  O/sson  (1915).  31  T.L  R 
559.  C  C  A. 

And  does  any  act  preparatory,  etc.  In  this  phrase  the  word 
"or"  should  he  read  for  "and"  (tf  v  Oates.  {1Sb9}  2  All  E.R.  92, 
CCA  ) 


Falony;  misdemeanour.  See  the  first  paragraph  of  the  note 
"Shall  be  guilty  of  a  misdemeanour"  to  s.  1,  ante. 

Principal  Act.  Defined  in  s.  1  (1),  ante,  as  the  Official  Secrets 
Ac?  1911,  p.  250,  ante. 

Section  8 

Felony;  misdemeanour.  See  the  first  paragraph  of  the  note 
"Shall  be  guilty  of  a  misdemeanour"  to  s.  1,  ante. 

Penal  servitude  for  a  term,  etc.  In  the  cases  mentioned  in 
sub-s.  (1)  above,  imprisonment  for  up  to  fourteen  years  his  taken 
the  place  of  the  punishment  provided  by  that  subsection;  tee  the 
Criminal  Justice  Act  1948.  s.  1  (1),  p.  339.  post. 

Where  each  of  several  offence*  charged  in  an  indictment  is 
separate  and  distinct  the  judge  has  a  discretion  whether  the  sen 
fences  imposed  should  be  consecutive  or  concurrent,  and  his  discre 
tion  is  not  limited  so  as  to  prevent  him  awarding  consecutive 
sentences  which  would  be  longer  in  the  aggregate  that  the  maximum 
permitted  for  any  one  of  the  offences  by  itself  (R.  v.  Blake,  (1961) 
3  All  E.R.  125,  C.C.A.). 

Hard  labour.  Imprisonment  with  hard  labour  was  abolished  by 
the  Criminal  Justice  Act  1948,  s.  1  (2),  p.  339,  post. 

Not  exceeding  three  months;  United  Kingdom.  See  the  notes 
to  s.  4,  ante 

Attorney  General.  For  meaning,  see  (by  virtue  cf  s.  11  (1), 
post)  the  Official  Secrets  Act  1911,  s.  12,  p.  256,  ante. 

Unless  he  proves.  See  the  first  note  to  the  Prevention  of 
Corruption  Act  1916,  s  2,  p.  291,  ante. 

Knowledge.  See  the  note  "Knows"  to  the  Perjury  Act  1911,  s. 
1,  p.  242.  ante. 

Consent.  There  is  authority  for  saying  that  this  presupposes 
knowledge;  see  Re  Caughey,  Ex  parte  Ford  (1876),  1  Ch.  D.  571, 
C.A.,  at  p.  523.  per  Jessel,  MR,  and  Lamb  v.  Wright  &  Co.. 
(19241  1  K.B  857;  (  (924}  All  E.R,  Rep.  220.  at  p  864  and  p. 
223,  respectively.  It  is  thought,  however,  that  actual  knowledge  is 
not  necessary;  cf  Knox  v.  Boyd.  1941,  S.C  (J.)  82.  at  p  86,  and 
Taylor's  Central  Garages  (Exeter).  Ltd.  v.  Roper  (1951),  115  J  P 
445,  at  pp.  449,  450,  per  Devlin.  J.;  and  see  also,  in  particular, 
Ma/lon  v  Al/on,  (1964)  1  Q.B.  385;  (19631  3  All  E.R.  843,  at  p 
394  and  p.  847,  respectively. 

Principal  Act.  Defined  in  s.  1  (1),  ante,  as  the  Official  Secrets 
Act  1911,  p.  250,  ante 

Summary  Jurisdiction  Acts.  See  the  note  to  s  4,  ante. 

Section  10 

Principal  Act.  Defined  in  s  1  U),  ante,  as  the  Official  Secrets 
Act  1911,  p.  250,  ante 

Section  11 

The  words  in  square  brackets  were  substituted  by  the  Govern 
ment  of  India  (adaptation  of  Acts  of  Parliament)  Order  1937,  S.R 
&  O  1937  No  230,  arts  2  and  Schedule,  Part  II,  as  to  the 
construction  of  the  term  "India",  see  the  Indian  Independence  Art 
1947,  s.  10  (1),  Vol.  4.  p  327  The  words  omitted  from  sub  s.  (1) 
(a)  in  the  first  place  were  repealed  by  the  Newfoundland  (Conse 
quant ial  Provisions)  Act  1950,  s  1  and  Schedule,  Part  II,  and  the 
South  Africa  Act  1952,  s.  2  (3)  and  Sch  5,  and  in  the  second  place 
were  repealed  by  the  Burma  Independence  Act  1947,  v  5  and  Sch 
2,  Part  I 

Construed  as  one  /e.  every  part  of  uach  Act  is  to  In* 
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conitiund  a«  if  contain**!  in  one  Act.  unlaw  there  i»  some  manifest 
discrepancy;  see  for  example  Phillips  v.  Parnaby,  (1934  )  2  K.B. 
299;  |f834)  All  E  R.  Rep.  267,  at  p,  30?  and  p.  26S,  respectively; 
see  also  Preliminary  Note  to  title  Statutes  in  Vol  32. 

Principal  Act.  Defined  in  s.  1  (1),  ante,  as  the  Otfn.Mi  Secrets 
Act  1911,  p.  250,  ante. 

Police  Act  1890.  Repealed  by  the  Policu  Act  1964,  s.  64  (31 
and  Sch.  10,  Part  I;  see  now  s  62  (bl  of,  and  Sch.  8  to,  that  Act, 
Vol.  25,  title  Police 

Northern  Ireland.  As  to  "district  inspector  of  the  Royal  Irish 
Constabulary",  see  the  Constabulary  Act  (Northern  Ireland)  1922 
<c.  8)  (N.I.),  s.  1  (4)  (not  printed  in  this  work). 

(Sch.  1  amends  the  Official  Secrets  Act  1911.  p.  250,  ante; 
Sch.  2  rep.  by  the  S.L.P.  Act  1927.) 

THE  OFFICIAL  SECRETS  ACT  1933 

(2  &  3  Geo  6  c.  121) 

An  Act  to  amend  section  six  of  the  Official  Secrets  Act,  1920 

(23rd  November  1939) 
See  the  Introductory  Note  to  the  Official  Secrets  Act  1911,  p. 
250,  ante 

Northern  Ireland.  This  Act  applies;  see  s.  2  (2),  post. 

1.  (Substitutes  a  new  s.  6  in  the  Official  Secrets  Act  1920,  p.  299, 
ante  3 

2.  Short  title,  construction,  citation,  and  application  to  Northern 
Ireland 

(1)  This  Act  may  be  cited  as  the  Official  Secrets  Act,  1939,  and 
this  Act  and  the  Official  Secrets  Acts,  1911  and  1920,  shall  bn 
construed  as  one.  and  may  be  cited  together  as  the  Official  Secrets 
Acts,  1911  to  1939. 

(2)  It  is  hereby  declared  that  this  Act  extends  to  Northern 
Ireland;  and,  in  the  implication  thereof  to  Northern  Ireland,  this  Act 
shall  have  effe .  t  to  the  following  modifications,  that  is  to 

say,  for  referent  to  a  chief  officer  of  police  there  shall  bo 
substituted  reference*  : .  a  district  inspector,  for  reference?  to  a 
Secretary  of  State  tht:e  shall  be  substituted  references  to  the 
Minister  of  Home  Affairs,  and  for  the  reference  to  the  rank  of 
inspector  there  shall  be  .  it>3*'tuted  a  reference  to  the  rank  of  head 
constable . 


NOTES  -  ACT  Of-  1039 

Const i  usd  as  one.  See  the  note  to  the  Official  Secrets  Act 
1920,  s.  11.  p.  302,  ante. 

Official  Secrets  Acts  1911  and  1920.  i.c ,  the  Official  Secrets 
Act  1911,  p.  2SQ,  ante,  and  the  Official  Secrets  Act  1920,  p  294, 
ante,  seo  s  11  I  D  of  the  Act  of  1920,  p.  302,  ante 


APPENDIX  C 

HALSBURY'S  LAWS  OF  ENGLAND 
Third  Edition,  Volume  10 

SECT  4.  OFFENCES  IN  RESPECT  OF  OFFICIAL  SECRETS 

Penalties  for  spying.  A  person  is  by  statute1  guilty  of 
felony2  who,  for  any  purpose  prejudicial  to  the  safety  or  interests 
of  the  state.’5  (1)  approaches,  inspects,  passes  over  or  is  in  the 
neighbourhood  of  or  enters  any  prohibited  place;4  or  (2)  makes  any 
sketch.5  plan,  model,6  or  note  which  is  calculated  to  lie  or  might 
be  or  is  intended  to  be  directly  or  indirectly  useful  to  an  enemy;7 
or  (3)  obtains,  col'ects,  records,  or  publishes  or  communicates15  to 
any  other  person  any  secret  official  code  word  or  pass  word,  or  any 
sketch,  plan,  model,  article,  or  note  or  other  document9  or  infer 
mation  which  is  calculated  to  be  or  might  be  or  is  intended  to  be 
directly  or  indirectly  useful  to  an  enemy. 

Meaning  of  prohibited  place.  For  this  purpose  a  orohibited 
place  is  defined  as  being.  (2)  any  work  of  defence,  arsenal,  naval  or 
air  force  establishment  or  station,  factoiy,  dockyard,  mine,  mine¬ 
field,  camp,  ship,  or  aircraft  be*v.  (ging  to  or  occupied  by  or  on 
behalf  of  Her  Majesty  or  any  telegraph,  telephone,  wireless  or  siqnal 
station,  or  office  so  belonging  or  occupied,  and  any  place  belonging 
to  or  occupied  by  or  on  behalf  of  Her  Majesty  arid  used  for  the 
purpose  of  building,  repairing,  making,  or  storing  any  munitions  of 
war,  or  any  sketches,  plans.,  models,  or  documents  relating  thereto, 
or  for  the  purpose  of  getting  any  metals,  oil.  or  minerals  of  use  in 
time  of  war;  (2)  any  place  not  belonging  to  Her  Majesty  whjre  any 
munitions  of  war,10  or  any  sketches,  models,  plans,  or  docu 
ments1 1  relating  thereto,  are  being  made,  repaired,  gotten,  or  stored 
under  contract  with,  or  with  any  person  on  behalf  of.  Her  Majesty, 
or  otherwise  on  behalf  of  Her  Majesty;  (3)  any  place  belonging  to 
or  used  for  the  purposes  of  Her  Majesty12  which  is  for  the  time 
being  declared  by  order  of  n  Secretary  of  State  to  lie  a  prohibited 

I  3 

place  '  on  the  ground  that  information  with  respect  thereto,  or 
damage  thereto,  would  be  useful  to  an  enemy;  and  (4)  any  railway, 
road,  way,  or  channel,  or  other  means  of  communication  by  land  or 
water,  including  any  works  or  structures  being  part  thereof  or 
connected  therewith,  or  any  place  used  for  gas,  water,  or  electricity 
works  or  oth  r  wurks  for  purposes  of  a  public  character,  or  any 
place  where  ai  v  ■  umirions  of  war  or  any  sketches,  models,  plans, 
or  documents  i  u»n<>  **reto,  are  mring  made,  repaired,  or  stored 
otherwise  than  <  i  behalf  of  Her  Majesty,  which  is  for  the  time 
being  declared  by  order  of  a  Secretary  of  State  to  he  a  prohibited 
place  for  the  purposes  of  th's  section,  on  the  ground  tnat  informa 
tion  with  respect  thereto,  or  the  destruction  or  obstruction  thereof, 
or  interference  therewith,  would  l»e  useful  to  an  enemy  14 

Effect  of  communication  with  foreign  agent*.  In  any  pro 
ceedings  against  a  person  in  respect  of  the  offences  dest ribed.1  1  the 
fact  that  he  has  been  in  communication  with  or  attempted  to 
communicate  with,  a  foreign  agent,  whether  within  or  without  tire 
United  Kingdom,  is  evidence  that  he  has  for  a  purpose  prejudicial  to 
the  safety  or  interests  of  the  state  obtained  or  attempted  To  obtain 
information  which  is  calculated  to  tie  or  might  be  or  is  intended  to 
tie  directfy  or  indirectly  useful  to  an  enemy 
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Communication,  tic.,  of  information.  A  person  is  by  stat 
ute17  guilty  of  a  misdemeanour10  if  fie  commits  certain  acts  when 
he  has  in  his  possession  or  control  any  secret  official  code  word  or 
pass  word,  or  any  sketch.19  plan,  model,20  article,  note,  docu 
ment,21  or  information,  (1)  which  is  connected  with  a  prohibited 
place;22  or  <2)  which  has  been  made  or  obtained  in  contravention 
of  the  Official  Secrets  Acts;23  or  (3>  which  has  been  entrusted  to 
him  in  confidence24  by  a  person  holding  office25  under  the  Sower 
eign,  or  (4)  which  he  has  obtained  or  has  had  access  to  bee  msc  he 
holds  or  has  field  office  under  the  Sovereign  or  holds  or  has  held  a 
contract26  made  on  behalf  of  the  Sovereign,  or  because  he  is  or  has 
teen  employed  by  a  person  who  holds  or  has  held  such  an  office  or 
contract.  In  these  circumstances  an  offence  is  committed  if  the 
person  concerned  (1)  communicates27  the  code  word,  etc.,  to  any 
person  other  than  a  person  to  whom  he  is  authorised  to  commuru 
cate  it  or  a  person  to  whom  it  is  in  the  interest  of  the  state  his 
duty  to  communicate  it;  or  (2)  uses  the  information  in  his  posses 
sion  for  the  benefit  of  any  foreign  power  or  in  a  way  prejudicial  to 
the  safety  or  interests  of  the  state;  or  (3)  retains  the  sketch,  plan, 
model,  article,  note,  or  document  in  his  possession  or  control  when 
he  has  no  right  so  to  do  or  when  it  is  contrary  to  his  duty  so  to  do, 
or  fails  to  comply  with  law  ul  directions  with  regard  to  its  return  or 
disposal;  or  (4)  fails  to  tike  reasonable  care  of  or  so  conducts 
himself  as  to  endanger  the  safety  of  the  sketch,  plan,  model,  article, 
note,  document,  secret  officnl  code  or  pass  word  or  information.28 

Communication  of  information  relating  to  munitions.  A  per 
son  is  by  statute  guilty  of  a  misdemeanour28  who  having  in  his 
possession  or  contio’  any  skotch,30  plan,  model,31  article,  note, 
document,32  or  information  r  .dating  to  munitions  of  war,  cornmuni- 
cations  '  it  directly  or  indirectly  to  a  foreign  power  or  in  any  other 
way  prejudicial  to  the  safety  and  interests  of  the  state.34 

Wrongful  receipt  of  sketch,  etc.  A  person  is  by  statute  guilty 
cf  j  misdemeanour35  who  receives  any  sketch,16  secret  official 
code  word  or  pass  wind,  oi  plan,  model,37  ^  tide,  note,  docu 
ment.  or  information,  knowing  or  having  reasonable  ground  to 
believe,  at  the  time  of  receipt,  that  the  sketch,  c*tc  ,  is  communi¬ 
cated39  m  him  in  contravention  of  the  Official  Secrets  Acts,  unless 
he  proves  that  the  communication  was  contrary  to  his  desire  40 

Harbouring  spies.  A  person  is  by  statute  guilty  of  a  misde 
meanour4  who  ( 1 }  harbours  any  person  whom  he  knows  or  has 
leasonable  qruunds  for  supposing  to  be  a  person  about  to  commit 
or  who  has  committed  an  offence  against  the  Official  Secrets  Acts; 
or  who  (2)  knowingly  permits  any  such  persons  to  meet  or  assemble 
in  piemises  in  his  occupation  nr  under  nis  control;  or  who  (3) 
having  harboured  such  person  or  permitted  such  iiersons  to  meet  or 
assemble  in  premises  in  his  occupation  or  under  his  control,  wilfully 
omits  or  refuses  tu  disclose  to  a  superintendent  of  police42  any 
information  which  t  is  in  Ins  power  to  qiven  in  relation  to  any  such 

4  3 

person. 

Gaining  admission  to  prohibited  place,  etc.  A  person  is  he 
statute44  guilty  of  a  misdemeanour45  who  for  the  purpose  of 
gaming  admission  or  helping  another  to  gam  admission  to  a  pro 
hihited  place46  or  for  any  other  f>uri>ose  prejudicial  to  the  safety 
and  interests  of  the  state4  '  does  any  of  the  following  ac»s 

Ml  Uses  or  wears  without  lawiul  authority  any  naval,  m»h 
tary,  nr  force,  police  or  other  official  uniform  or  any  uniform  so 


similar  as  to  be  calculated  to  deceive,  or  falsely  represents  himself 
to  be  a  person  who  is  or  has  teen  entitled  to  use  or  wear  such 
uniform;  or 

12)  Oraily  or  in  writing  knowingly  makes  or  connives  at  the 
making  of  any  false  statement  or  omission  in  a  declaration  or 
application  or  any  document  signed  by  him  or  on  his  behalf;  or 

(3)  Forges,  alters,  ur  tampers  with  a  passport,  or  any  naval, 
military,  air  force,  police,  or  official  pass,  permit  certificate,  licence, 
or  other  official  document,  or  uses  or  has  in  his  posses,  ion  any  such 
forged,  altered,  or  irregular  official  document;48  or 

(4)  Personates  or  falsely  represents  himself  to  be  a  person 
holding  office  under  the  Queen  or  employed  by  such  a  person,  or 
to  be  or  not  to  be  a  person  to  whom  an  official  document  or  secret 
official  code  word  or  pass  word  has  teen  duly  issued  or  communi 
cated,  or  knowingly  makes  a  false  statement  to  obtain,  whether  for 
himself  or  any  other  person,  an  official  document,  secret  official 
code  word  or  pass  word;  or 

(5)  Uses  or  has  in  his  possession  or  under  his  control  without 
authority  a  die.  seal,  u;  stamp  of.  or  belonging  to,  or  used,  made,  or 
provided  by,  a  government  department  or  any  diplomatic,  naval, 
military  or  air  force  authority,  appointed  by  or  acting  under  the 
authority  of  the  Queen,  or  any  die,  etc.,  so  similar  to  those 
mentioned  as  to  be  calculated  to  deceive,  or  who  counterfeits  any 
such  die,  etc.,  or  uses  or  has  in  his  possession,  or  under  his  control, 
any  such  counterfeited  die,  etc.;  or 

(6)  Unlawfully  makes,  sells,  or  has  in  his  possession  for  sale 
any  such  die,  seal,  or  stamp  49 

Wrongful  retention,  etc.,  of  official  documents.  A  person  is 
by  statute  guilty  of  a  misdemeanour50  who  (1)  for  any  purpose 
prejudicial  to  the  safety  or  interests  of  the  state51  wrongfully 
retains52  an  official  document,53  whether  or  not  completed  or 
issued  for  use.  or  fails  to  comply  with  any  authorised  directions 
with  regard  to  its  return  or  disposal;  or  (2j  who  allows  another  to 
possess  an  official  document  issued  for  his  use  alone,  or  communi 
cates54  any  secret  official  code  word  or  pass  word  so  issued,  or 
unlawfully  possesses  an  official  document  or  secret  official  code 
word  or  pass  word  issued  ♦or  the  use  of  another,  or  who  obtaining 
possession,  by  finding  or  otherwise,  of  an  official  document  fails  to 
give  it  to  the  person  or  authority  by  whom  or  for  whose  use  it  was 
issued  or  to  i  j>olice  constable . 

Obstruction  of  police,  etc.,  in  prohibited  places.  A  person  is 
by  statute  guilty  ot  a  misdemeanour j6  who  in  the  vicinity  of  a 
prohibited  place'*  obstructs,  knowingly  misleads,  or  otherwise 
interferes  with,  or  impedes  the  chief  officer  or  a  superintendent  or 
omer  officer  of  police,  or  a  member  of  Her  Majesty's  forces  on 
duty  tn  relation  to  the  prohibited  place. 

Power  of  police  to  obtain  information  Wheie  a  chief  officer 
of  police59  is  satisfied  that  there  is  reasonable  ground  for  suspecting 
that  an  offence60  has  teen  committed  and  for  believing  that  any 
person  is  able  tu  furnish  information  as  to  the  offence  or  suspected 
offence,  he  may,  having  applied  for  and  obtained  the  permission  of 
a  Secretary  of  Slate  aulhonse  -my  superintendent  of  police61  or 
any  police  officer  not  below  the  rank  of  inspector  to  require  that 
person  to  give  any  information  m  his  power  relating  to  the  offence 
or  suspected  offence,  and.  if  so  required  ami  on  tender  of  his 
reasonable  expense*.  to  attend  at  such  reasonable  place  as  may  be 
specih-td  62 
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Where  a  chief  officer  of  polic*  has  remorvible  ground)  to 
believe  that  the  ca*e  is  one  of  yeat  artcrrgency  and  that  in  the 
interest  ot  the  state  immediate  action  is  rwce«ary,  Iks  may  exercise 
thto  power  without  applying  for  permission  but  must  forthwith 
report  the  circunwtmcef  to  the  Secretary  of  State  53 

Any  person  who  fails  to  comply  with  any  such  requirement  or 
knowingly  gives  falsa  information  is  guilty  of  a  misdemeanour  64 

Offences  by  corporations  Where  a  person  guilty  of  tun 
offence  under  the  Official  Secrets  Acts  is  a  company  or  corporation, 
every  director  end  officer  of  the  company  or  corporation  is  guilty 
of  the  like  offence,  unless  he  proves  that  the  act  or  omission 
constituting  the  offence  took  place  without  his  knowledge  or 
consent.65 

Attempts,  incitements,  etc.  A  person  who  attempts  to  com 
mit  an  offence  under  the  Official  Secrets  Acts,  or  solicits  or  incites 
or  endeavours  to  persuade  another  person  to  commit  an  offence,  or 
aids  or  abets  and  does  nay  act  preparatory  to  the  commission  of 
that  offence  is  guilty  of  a  fe'ony  or  a  misdemeanour  or  a  summary 
offence  according  to  what  the  substantive  offence  is,  and  on  convic¬ 
tion  is  liable  to  the  same  punishment  and  to  bn  proceeded  against  in 
the  same  manner  as  he  had  committed  the  offence  06 

Punrshment.  The  punishment  for  the  foregoing  offences  on 
conviction  on  indictment  is,  in  the  case  of  an  offence  declared  to  be 
a  felony,  imprisonment  for  not  more  than  fourteen  years,  and,  in 
the  case  of  a  misdemeanour,  imprisonment  for  not  more  than  two 
years  67 

Consent  of  law  officer.  Prosecutions  for  offences  under  the 
Official  Secrets  Acts  can  only  be  instituted  with  the  consent  of  the 
Attorney  General  or  Solicitor  General;68  but  a  person  charged  with 
such  an  offence  may  be  arrested  or  a  warrant  for  his  arrest  issuer! 
and  executed,  and  he  may  be  remanded  in  custody  or  on  bail, 
notwithstanding  that  the  consent  has  not  been  obtained  (y 9  Consent 
is  necessary,  however,  before  any  further  or  other  proceedings  are 
token.69 

Powers  of  arrest.  A  person  found  committing  an  offence 
under  the  Official  Secrets  Acts,  or  who  is  reasonably  suspected  of 
having  committed  or  attempted  to  commit  or  to  be  about  to 
commit  any  such  offence,  may  be  apprehended  and  detained  in  the 
same  way  as  a  person  found  committing  a  felony,  whe»het  the 
offence  is  a  felony  or  not  70 

A  justice  of  the  peace  who  is  satisfied  by  information  on  oath 
that  there  is  reasonable  ground  for  suspecting  that  an  offence  under 
the  Official  Secrets  Acts  has  been  or  is  about  to  be  committed,  may 
grant  a  search  warrant  authorising  any  constable  named  therein  to 
enter  at  any  time  any  premises  or  place  namad  cn  the  warrant,  if 
necessary  by  force,  and  to  search  the  premises  or  place  and  every 
person  found  therein  and  to  seize  any  sketch,  plan,  model,  article, 
note  or  document  or  anything  of  a  like  nature  or  anything  which  is 
evidence  of  an  offence  having  been  or  being  about  to  b«  committed, 
which  he  may  find  on  the  premise*  or  place  or  on  any  such  person, 
and  with  regard  to  or  in  connection  with  which  he  has  reasonable 
ground  for  suspecting  that  an  offence  has  been  or  is  about  to  |>*» 
committed  71 

A  supennt  mdent  of  police,  to  whom  is  appears  that  the  case 
is  one  of  great  emergency  end  that  in  the  interests  of  the  state 


immediate  action  is  nece$sary,  may  by  a  written  order  under  his 
hand  give  to  any  constable  the  like  authority  as  may  be  given  by 
the  warrant  of  a  justice.72 

Exclusion  of  public  during  heating.  In  addition  and  without 
prejudice  to  any  powers  which  a  court  may  possess  to  order  the 
exclusion  of  the  public  from  any  proceedings,  if,  in  the  course  of 
proceedings  before  a  court  against  any  person  for  an  offence  under 
the  Official  Secrets  Acts  or  the  proceedings  on  appeal,  or  in  the 
course  of  the  trial  of  i  person  for  felon*/  or  misdemeanour  under 
those  Acts,  application  is  made  by  the  prosecution  on  the  ground 
that  the  publication  of  any  evidence  to  be  given  or  of  any  state¬ 
ment  to  be  made  in  the  course  of  the  proceedings  would  be 
prejudicial  to  the  national  safety,  ihat  all  or  any  portion  of  the 
public  shall  be  excluded  during  any  part  of  the  hearing,  the  court 
may  make  an  order  to  that  effect  73  The  passing  of  the  sentence, 
however,  must  in  any  case  take  place  in  public.74 

Production  of  telegrams.  If  it  appears  to  him  to  be  expedi¬ 
ent  in  the  public  interest,  a  Secretary  of  State  rnay,  by  warrant 
under  his  hand,  require  any  person  who  owns  or  controls  any 
telegraphic  cable  or  wire  or  any  apparatus  for  wireless  telegraphy, 
used  for  the  sending  or  receipt  of  telegrams  to  or  from  any  place 
out  of  the  United  Kingdom,75  to  produce  to  him  or  to  any  person 
named  in  the  warrant  the  originals  and  transcripts  either  of  all 
telegrams  or  of  telegrams  of  any  specified  class  or  description,  or  of 
telegrams  sent  from  or  addressed  to  any  specified  person  or  place, 
sent  or  received  to  or  from  any  place  out  of  the  United  Kingdom 
by  means  of  any  such  cable,  wire,  or  apparatus,  and  all  other  papers 
relating  to  arty  such  telegram/6 

Accommodation  addresses.  Every  person  who  carries  on, 
whether  alone  or  in  conjunction  with  any  other  business,  the  busi¬ 
ness  of  receiving  for  rewaid  letters,  telegrams,  or  other  postal 
packets  for  delivery  or  forwarding  to  the  persons  for  whom  they  are 
intended  must,  as  soon  as  possible,  send  to  the  chief  officer  ot 
police  for  the  district,  for  registration  by  him,  notice  of  the  fact, 
toqether  with  the  address  or  addresses  where  the  business  is  earned 
on.77  The  chief  officer  of  police  must  keep  a  register  of  the  names 
and  addresses  of  such  tier  sons,  and  must,  if  required  by  any  person 
who  sends  such  a  notica,  furnish  him,  on  payment  of  a  fee  of  Is., 
with  a  certificate  uf  registration  77  Every  person  so  registered  must, 
from  time  to  time,  furnish  to  the  chief  officer  of  police  notice  of 
any  change  of  address  or  new  address  at  which  the  business  is 
carried  on,  and  such  other  inhumation  r.s  may  be  necessary  foi 
maintaining  the  correctness  of  the  particulars  entered  in  the 
-egisier  n 

A  |K?rson  who  carrier’  on  such  a  business  must  enter  in  a 
book  kept  foi  the  purpose  the  following  particulars  U)  the  name 
and  address  of  every  fjerson  for  whom  any  f>o$tn!  packet,  is  received 
or  who  has  requested  the  delivery  or  forwarding  of  such  packets, 
f?)  any  instructions  that  may  have?  been  receiver!  as  to  the  delivery 
or  forwarding  of  postal  packets,  (T)  m  the  case  of  a  postal  pocket 
received,  the  place  from  which  n  comes  and  the  date  of  frosting  (as 
shown  by  the  (rostinark)  and  the  date  of  receipt  and  the  name  and 
tKkJress  of  the  sender  if  shown  on  the  outside  of  the  (jacket,  and,  m 
the  cast*  of  a  registered  packet,  the  date  and  office  of  registration 
and  the  number  of  the  registered  packet .  (4)  in  the  case  of  every 
(K>Stal  (J.Kkrl  delivered,  the  date  of  delivery  and  the  n.ane  and 
address  of  the  person  in  whom  it  t*.  delivered,  dd  m  the  rase  of 
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every  postal  packet  forwarded,  the  name  and  address  to  which  and 
the  date  on  which  it  is  forward  78  Such  a  person  must  not  deliver  a 
letter  to  any  person  until  that  person  has  signed  a  receipt  for  the 
same  in  the  book,  or,  if  that  person  is  not  the  person  io  whom  the 
postal  packet  is  address,  unless  the  last  mentioned  person  has  left 
signed  instructions  as  to  the  delivery  thereof,  and  unless  written 
instructions  to  that  effect,  signed  by  the  addressee,  are  left  with 
such  person,  he  must  not  forward  any  postal  packet  to  another 
address.78 

The  books  so  kept  and  all  postal  packets  received  uy  a  person 
carrying  on  any  such  business,  and  any  instruction  as  to  the  delivery 
or  forwarding  of  postal  packets  received  by  any  such  person,  must 
be  kept  at  all  reasonable  times  open  to  inspection  by  any  police 
constable.79 

A  person  who  contravenes  or  fails  to  comply  with  any  of  the 
foregoing  provisions  or  who  furn*ches  any  false  information  or 
makes  any  false  entry,  is  guilty  of  an  offence  and  is  liable,  fo.’  each 
such  offence,  on  summary  conviction,  to  imprisonment  for  n  term 
not  exceeding  one  month,  or  to  a  fine  not  exceeding  Cl 0,  or  to 
both  80 

Extent  of  Acts  and  place  of  trial.  Subject  as  staled  after 
wards81  the  Official  Secrets  Acts  apply  to  all  acts  which  are 
offences  under  their  provisions,  when  committed  in  any  part  of  Her 
Majesty's  dominions  or  when  committed  by  British  officers  or 
subjects  elsewhere  8 1  An  offence,  if  alleged  to  have  been  committed 
out  of  the  United  Kingdom,  may  be  inquired  of,  heard,  and  deter 
mined  in  any  competent  British  court  in  the  place  where  the 
offence  was  committed,  or  ir<  any  county  or  place  in  England  in 
which  the  accused  is  apprehended  or  may  he  in  custody.88 

Foi  the  purposes  of  die  trial  of  a  person  for  an  offence  under 
die  Official  Secrets  Acts,  the  offence  will  be  deemed  to  have  been 
committed  uithu  at  the  place  in  which  the  same  actually  was 
committed  or  at  any  place*  in  (he  United  Kingdom  in  which  the 
offender  may  be  found.84 

Laws  of  British  possessions.  If  by  any  lew  made  by  the 
legislature  of  any  British  possession  provisions  are  made  which 
appear  to  be  of  the  life  effect  as  those  contained  in  the  Official 
Secrets  Act,  1911,  the  operation  of  the  latter  Act,  or  any  part 
thereof,  may  lx?  suspended  within  that  possession,  by  Order  in 
Council,  so  long  as  that  law  continues  in  force  there  and  no  longer, 
and  the  Order  will  have  effect  as  if  it  were  enacted  in  the  Official 
Secrets  Act,  the  suspension,  however,  will  not  extend  to 

the  holder  of  an  office  under  Her  Majesty81*  who  is  not  appointed 
to  that  office  by  the  government  of  that  possession.87  It  has  been 
expressly  enacted  that  the  Official  Secrets  Act,  1920,88  is  not  to 
apply  to  Canada,  Australia  (including  Papua  and  Norfolk  Island), 
New  Zealand,  South  Africa,  India  and  Pakistan  89 

Communication  of  information  concerning  atomic  energy.  A 
person  is  hy  statute  guilty  of  an  offence  who,  without  the  consent 
of  the  Lord  President  of  the  Council  90  communicates  to  any  othc-i 
jierson,  except  one  authorised  by  the  Lord  President  to  receive  such 
information,  any  document,  drawing,  photograph,  plan,  model  or 
other  inhumation  whatever  which  to  Ins  knowledge  describes,  repie 
sents  or  illustrates  1 1)  any  existing  or  propo  '  pi  in-  M  used  or 
proposed  to  be  used  for  the  pm  pose  of  producing  or  using  atomic 
energy,  '  (2)  the  pur;X)Se  or  method  of  operation  of  any  such 

costing  or  proposed  plant,  or  j.'tl  any  process  operated  or  proposed 


to  be  operated  in  any  such  existing  or  proposed  plant.98  Such  a 
person  is  liable  il),  on  conviction  on  indictment,  to  imprisonment 
for  a  term  not  exceeding  five  years,  or  to  a  fine  not  exceeding 
L500,  or  to  both,  or  (2),  on  summary  conviction,  to  imprisonment 
for  a  term  not  exceeding  three  months,  or  to  a  fine  not  exceeding 
L100,  or  to  both.94 

Communication  of  information  in  respect  of  any  plant  of  a 
type  in  use  for  purposes  other  than  the  production  or  use  of  atomic 
energy  is  excepted  unless  the  information  discloses  that  plant  of 
that  type  is  used  or  is  proposed  to  be  used  for  such  production.99 

Where  any  information  has  been  mode  available  to  the  general 
public  otherwise  than  in  the  course  of  tfie  commission  of  this 
offence,  any  subsequent  communication  of  that  information  does 
not  constitute  an  offence.96  The  above  provisions  do  not  apply  to 
anything  done  by  or  to  the  United  Kingdom  Atomic  Energy 
Authority.97 

NOTES  TO  LAWS  OF  ENGLAND 

’Official  Secrets  Act,  1911  (1  &  2  Geo.  5  c  28),  s.  1  (1), 
Official  Secrets  Act,  1920  (10  &  M  Geo.  5  c.  79)  ss.  10,  11,  Schs. 
I,  2.  These  iwo  Acts  and  the  Official  Secrets  Act,  1939  (2  &  3 
Geo.  6  c.  121),  are  to  lie  construed  as  one;  see  ibid.,  s.  2  II). 
Archives  of  a  foreign  embassy  can  be  the  subject  of  a  charge  under 
the  Acts;  an  employee  of  such  an  embassy  enjoys  immunity,  which 
can  be  waived  by  the  arnbassadoi ,  where  the  employee  has  been 
dismissed  and  the  immunity  waived,  then?  can  lie  no  extension  of 
immunity  for  a  reasonable  time  to  allow  th'J  ex  employe  to  leave 
the  countr  (R.  v.A.B.,  119411  1  K.  B  454,  C.  C.  A  ). 

? There  is  power  to  convict  of  misdemeanour  if  the  circum¬ 
stances  warrant  such  a  finding  (Official  Secrets  Act,  1911  (1  8t  7 
Geo  b  c.  28).  s  5).  For  the  punishment  for  felony  under  the  Acts 
see  Section  on  punishment,  post 

8ll  is  not  necessary  to  prove  a  particular  act  tending  to  show 
a  purpose  prejudicial  to  the  safety  or  interests  of  the  state.  It  is 
sufficient  d,  from  the  circumstances  of  the  case,  or  from  the 
conduct  or  known  chuiacmi  of  the  accused  as  proved,  it  appeals 
that  such  was  his  purpose  Where  any  sketch  (see  note  S),  plan, 
model  (see  note  0),  article,  note,  document  (see  note  9),  or  infot 
matioi;  i elating  to  or  used  in  any  prohibited  place  (see  text,  /o/m), 
or  anything  in  such  a  place  ui  any  seciet  official  code  word  or  pass 
word  is  ma‘la.  obtained,  collected,  *e<  orded,  published,  oi  rommuni 
rated  (see  note  8)  by  anyone  othn  than  a  person  acting  unde* 
lawful  authority,  it  will  be  deemed  to  h«w»  been  made,  etc.,  foi 
such  a  pm  pose,  unless  the  contrary  is  proved  (Official  Secrets  Act, 
1911  (1  ft  2  Geo  b  28),  s  I  (7),  as  amended  by  the  Official 
Secrets  Act,  1920  (10  A  11  Geo  b  <  7b),  3  10,  Sch  1)  See  R.  v. 

O'Gntdy  (1941).  7H  O  App  R  33 

4  I  he  meaning  of  "prohibited  place,"  mt  mtru  As  to  the 
premises  of  the  United  Kingdom  Atomic  Energy  Authority,  see  note 
17 

'’"Sketch"  includes  any  photmuaph  or  otnei  mod**  of  lepn* 
senting  a  place  oi  thing  (Official  Secrets  Ait.  1911  (1  &  2  Geo  S  r 
78),  s  }?: 

"Model"  innudes  design,  pattern  and  specimen  (dm/  s 
17) 

1  "f  rirmy"  im  Judes  a  puienli  >1  riirtny  wilt*  wh**u-  theie 
might  be  war  \R  v  P.tnif f  1913),  8  (a  App  Hep  IBfil  I  he 
falsity  of  i  hi'  mini  mate  >n  givmi  is  not  in.<trn,il  e*urpl  a1-  in  pu.'atdr 
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defence  of  intent  to  mislead  (ft.  v.  M.  (1915),  12  T.  L.  R.  1, 
C.  C.  A  ). 

Expressions  relating  to  communicating  or  receiving  include 
any  communicating  or  receiving,  whether  in  wtioli  or  in  part,  and 
whether  the  sketch,  plan,  model,  article,  note,  document,  or  infor 
mation  itself  or  the  substance,  effect  or  description  thereof  only  be 
communicated  or  received;  expressions  referring  to  obtaining  or 
retaining  any  sketch,  etc.,  include  the  copying  or  causing  to  be 
copied  the  whole  or  any  part  of  the  sketch,  etc.,  and  expressions 
referring  to  the  communication  of  any  sketch,  etc.,  include  the 
transfer  or  transmission  of  the  sketch,  etc.  (Official  Secrets  Act, 
1911  (1  &  2  Geo.  5  c.  28),  s.  12). 

9 "Document"  includes  part  of  a  document  {ibid.,  s.  12) 

I  °"Munitiorv»  of  war"  includes  the  whole  or  any  part  of  any 
ship,  submarine,  aircraft,  tank  or  similar  engine,  arms  and  ammuni¬ 
tion,  torpedo  or  mine,  intended  or  adapted  for  use  in  war,  and  any 
other  article,  materia!  or  device,  whether  actual  or  propostxf, 
intended  for  such  use  {ibid.,  s.  12;  Official  Secrets  Act.  1920  (11  ft 
12  Geo.  5  c.  75).  s.  9  (2)). 

I I  For  the  meanings  of  "sketch,"  "model,"  "document,"  see 
notes  5,  6,  and  9. 

12 Any  reference  to  a  place  belonging  to  Her  Majesty  includes 
a  place  belonging  to  any  department  of  the  government  of  the 
United  Kingdom  or  of  any  British  possessions,  whether  the  place  is 
or  is  not  actually  vested  in  Her  Majesty  (Official  Secrets  Act.  1911 
(1  &  2  Geo.  5  c.  28),  s.  12).  Any  place  belonging  to  or  used  for  the 
purpose  of  the  United  Kingdom  Atomic  Energy  Authority  is  for 
this  purpose  deemed  to  be  a  place  belonging  to  or  user!  for  the 
purposes  oi  Hei  Majesty;  and  no  person  other  than  a  constable  or 
officer  of  customs  and  excise  or  inland  revenue  acting  in  the 
execution  of  his  duty  as  such,  or  an  officer  of  any  government 
department  especially  authorised  by  or  on  behalf  of  a  minister  may 
exercise  any  right  of  entry  (whether  arising  by  virtue  of  any  statu 
tory  provision  or  otherwise)  upon  any  place  belonging  to  or  used 
for  the  purposes  of  the  authority  which  is  declared  a  prohibited 
place  (see  infra),  except  with  the  consent  of  the  authority  and 
subject  to  any  conditions  imposed  by  them  (Atomic  Energy  Author 
ity  Act,  1954  (2  &  3  Eli*.  2  c.  32).  s.  6  (3)).  Any  person  aggrieved 
by  a  *efusal  of  consent  or  by  conditions  imposed  may  apply  to  the 
Lord  President  of  the  Council  who  may  authorise  the  exercise  of 
the  right  subject  to  such  conditions,  if  any,  as  he  may  think  fit  to 
impose  {ibid.,  s.  6  (3)  proviso).  As  to  communication  of  infor 
mation  concerning  atomic  energy,  ret*  section  on  communicntio* 
etc.,  post 

,3The  following  orders  made  undei  this  pnwer  are  in  force: 
the  Official  Secrets  (Ministry  of  Supply)  Order,  1947.  S.  R  ft  O 
1947  No.  1357,  the  Officii  Secrets  (Ministry  of  Supply)  (No.  2) 
Order  194/,  S.  R.  ft  O.  1947  No.  2355;  the  Cfficiai  Secret*  (Minis 
try  of  Supply)  Older,  1949,  S  I  1949  No.  2315;  the  Official  Secrets 
(Ministry  of  Supply)  Order,  1950,  No.  826;  the  Official  Secrets 
(Prohibited  Place)  Order  1954.  S.l.  1954  No  243;  the  Official 
Secrets  (Prohibited  Place)  (No.  2)  Order,  1954,  S.L  1954  No.  »462 

^ ** Official  Secren  Act  1911  U  St  ?  Geo.  5  c  7B).  s 
Official  Secrets  Act.  1920  <10  A.  11  Geo  5  c  75).  s  10.  Sch  1 

!sSee  section  of  penalties  for  spying,  ante. 

1  ^Official  Secrets  Act,  1970  HO  &  11  Geo  5  r  75).  «  2  (1| 
by  ibid.,  s  2  (2),  fur  the  purposes  of  the  section  but  without 
prejudice  to  the  generality  of  the  statement  in  the  text,  the  fo’iow 
mg  provisions  apply  (see  bid ,  s  2)  (1)  a  person  is,  unless  he 

proves  the  contrary,  deemed  to  have  been  in  communication  with  a 


foreign  agent  or  consorted  or  associated  with  him,  or  if  the  name  or 
address  of,  or  any  other  information  regarding  a  foreign  agent  has 
been  found  in  his  possession  or  has  been  supplied  by  him  to  .any 
other  person  or  has  been  obtained  by  him  from  any  other  person; 
(2)  "foreign  agent"  include*,  any  person  who  is  or  has  been  or  is 
reasonably  suspected  of  being  or  having  been  employed  by  a  foreign 
power  either  directly  or  indirectly  for  the  purpose  of  committing  an 
act.  either  within  or  without  the  United  Kingdom,  prejudicial  to  the 
safety  or  interests  of  the  state,  or  who  has  or  is  reasonably  sus 
pected  of  having,  either  within  or  without  the  United  Kingdom, 
committed  or  attempted  to  commit,  such  an  act  in  the  interests  of 
a  foreign  power;  (3)  any  address  whether  within  or  without  the 
United  Kingdom  reasonably  suspected  of  being  an  address  used  for 
tiie  receipt  of  communications  intended  for  a  foreign  agent,  or  any 
address  at  which  a  foreign  agent  resides,  or  to  which  he  resorts  for 
the  purpose  of  giving  or  receiving  communications,  or  at  which  he 
carries  on  any  business,  is  deemed  to  fie  the  address  of  a  foreign 
agent,  and  communications  addressed  to  such  art  address  are  com 
muninations  with  a  foreign  agent. 

1  ’official  Secrets  Act,  1911.  (1  &  2  Geo.  5  c.  28),  s.  2  (1); 
Official  Secrets  Act,  1920  (10  &  11  Geo  5  c.  75).  ss  9.  10,  Sch.  \ 

18 As  to  punishment  for  the  offense,  see  section  on  punish¬ 
ment  post. 

19 For  the  meaning  of  "sketch"  see  note  5. 

°For  the  meaning  of  "model"  see  note  6. 

21  For  the  meaning  of  "document,"  see  note  9. 

•in 

See  section  on  prohibited  place,  ante. 

■^Offences  under  heads  (2),  (31,  and  (4)  may  be  committed 
though  the  code  word,  etc  ,  does  not  relate  to  a  prohibited  place 
(ft.  v.  Simington,  (19211  1  K  B.  451,  C.  C.  A  ). 

24 It  is  not  necessary  to  prove  that  the  n. loimat ion  was 
entrusted  especially  in  confidence  to  him  (ft.  v  Crisp  and  Home 
wood  (1919).  83  J.  P.  121,  C.  C.  A  ). 

2r,This  includes  any  office  or  employment  in  or  under  any 
department  of  the  government  of  the*  United  Kingdom  ni  any 
British  possession  (Official  Secrets  Act,  1911  (1  ft  2  Geo.  5  c  28). 
s.  121,  and  membership  of  or  any  office  or  employment  under  the 
United  Kingdom  Atomic  Eneigy  Authority  (Atomic  Energy  Act, 
1954  (2  ft  3  Eli/.  7  c  37).  s  6  '41.  Sch.  3).  A  police  officer  holds 
office  under  the  Sovereign  {Lewis  v  Cattle.  (19381  2  K  B.  454, 
D.  C  ;  (19381  2  All  f  R.  368) 

4<>This  includes  any  contract  with  the  United  Kingdom 
Atomic  I  nergy  Authoiitv  (Atomic  Frier gy  Authority  Act,  1954  {? 
ft  3  r-li/  2  <:  32).  s  r,  (4).  Sch  3) 

2  7  See  no'o  8 

^Official  Secrets  Act,  1911  (1  ft  /  Geo.  5  <  28)  s  2  (1), 
Official  Secrets  Art  1920  (10  ft  11  Geo  5  c  75).  ss  9,  10,  Sch  1 

29For  punishment,  see  section  on  punishment  post. 

39For  the  meaning  of  "sketch"  see  note  6 

31  for  the  meaning  of  "mode!"  see  note  6 

3  For  the  meaning  of  "document”  see  note  9 

3 3 See  note  ft 

34 Official  Sec  lets  Act,  1911  II  ft  7  Geo  5r  ?8),  *  2  <  1  A) , 
Official  Set  rets  An,  1920  (10  ft  11  Geo  5  c.  75),  s  9 
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Official  Secrets  Act,  1920  (10  &  11  Geo.  6  c.  75).  s.  10,  Sch  1. 

41  For  punishment,  see  section  on  punishment  (tost 
^"Superintendent  of  police"  includes  any  police  officer  of 
like  or  superior  rank  and  any  person  upon  whom  the  powers  of  a 
superintendent  of  police  are  for  this  purpose  conferred  by  a  Secre 
tary  of  State  (Official  Secrets  Act.  1911  <1  &  7  Geo.  5  c.  28).  s. 
12;  Official  Secrets  Act,  1920  (10  &  11  Geo.  5  c.  75),  $.  10,  Sch. 
D. 

430fficial  Secrets  Act,  1911  (1  &  2  Geo.  5  c.  28),  s.  7; 
Official  Secrets  Act,  1920  (10  &  11  Geo.  5  c.  75),  ss.  10,  11,  Schs. 
1,  2. 

44OfficUil  Secrets  Act.  1920  (10  &  II  Gw.  5  c.  75),  s.  1  (1), 
(2)  (c). 

4 5 For  punishment,  see  section  on  punishment  post 
46See  section  defining  prohibited  place  ante. 

47ln  the  case  of  any  prosecution  involving  the  proof  of  such  a 
purpose  prejudicial  to  the  safety  and  interests  of  the  state,  s.  1  (2) 
of  the  Official  Secrets  Act,  1911  (1  &  2  Geo.  5  c.  28)  (see  note  3), 
applies  (Official  Secrets  Act,  1920  (10  &  11  Geo.  5  c.  75),  s.  1  (3)). 

4 0 "Document"  includes  part  of  a  document  (Official  Secrets 
Act,  191 1  (1  &  2  Geo,  5  c.  28).  s  12). 

^Official  Secrets  Act,  1920  (10  &  11  Geo.  5  c.  75).  s.  1  (1). 
(2)  (c). 

tj0For  punishment,  see  section  on  punishment  post. 
b1l.»  the  case  of  any  prosecution  under  these  provisions 
involving  the  proof  of  a  purpose  prejudicial  to  the  safety  m  inter 
e$ts  of  the  state,  s.  1  (2)  of  the  Official  Secrets  Act,  1911  (1  H  2 
Geo.  5  c.  78)  (see  note  3),  applies  (Official  Secrets  Act,  1920  (10  & 
11  Geo.  5  .  75),  s.  1  (3)). 
t,;7See  note  8. 

S3Seo  note  9. 

54See  note  0 

^Official  Secrets  Act.  1920  (10  8.  11  Geo  5  c.  75).  s.  1  (2) 
(a),  (b). 

*,(>Fot  punishment,  see  section  on  punishment  post 
’>;See  section  on  piohibited  place,  ante 
^Official  Secrets  Act,  1920  (10  Hi  11  Geo  5  t.  75),  s  3 
jt* Chief  officer  of  police  means  in  England  the  Commissioner 
of  the  City  of  London  Police,  the  Commissioner  of  Police  of  the 
Metropolis  or  the  Chief  Constable  as  the  case  may  be  (Official 
Secrets  Act,  1920  (10  Hi  11  Geo.  5  c  75),  s.  11  (3),  applying  the 
Police  Act,  1890  (53  &  54  Viet,  c  45),  s  33,  Sch  3}  The  turn 
includes  for  the  present  purpose  any  other  officer  of  police  expuis 
st  authorised  hy  a  chief  officer  of  police  to  act  on  his  fjehalt  for 
this  purpose  when  by  reason  of  illness,  absence  or  other  cause  he  is 
unable  to  do  so  (Official  Secrets  Act.  1920  (10  &  11  Geo  5  e.  75), 
s  6  (3).  Official  Secrets  Act,  1939  (2  &  3  Geo  6  <  121),  s  O 

,i0Undrr  s  1  of  flu'  Official  Swifts  Art.  1311  (1  fi  2  Gw  fi 

c.  28) 

Sff  note  43. 

'’■’Oft . .  Swrets  Act,  1920  (10  Si  11  Gw  5  7Si),  s  fi  If,. 

Official  Secrets  Act,  1939  (7  Hi  3  Gen  6  c.  1?1),  s.  1 

o:,Ofh(Ml  Secrets  Act,  1970  (10  &  11  Geo  hr  75).  s  1  <7i. 
Official  Secret  .  Art,  1939  (2  &  3  Geo  6  c  ’ 21 ),  s  1 

Of  final  Secrets  Act,  1920  (10  &  11  Geo  5  c  75),  s  f>  (1), 
Official  Secrets  Ar  t.  1939  (2  &  3  Geo  6  c  121),  s  1 

f*r -sat  Secret*  Act,  1920  (10  &  11  Geo.  5  c.  75).  s  8  (5) 
Ittuf  s  7  As  to  attempts,  sit  ft  v  ()f\wn  (191b),  31 
I  I.  H  559  c.  C  A 

r"Offi<  nil  Secrets  Ar  t.  1970.  (10  Ht  11  Geo  5  c.  75),  s  8  |1), 


(2).  Criminal  Justice  Act,  1948  (11  Hi  12  Geo  G  c.  5F),  s.  1  For 
power  to  tine,  see  p.  494  ,/inre  A  misdemeanour  is  punishable 
summarily  by  imprisonment  tor  a  term  not  exceeding  three  months, 
cr  by  a  fine  not  exceeding  or  by  both  imprisonment  and  fine; 
but  no  misdemeanour  can  he  so  dealt  with  summarily  except  wiJh 
the  consent  of  the  Attorney  General  [ibid.,  s  8  (2)).  As  to 
"Attorney  General,"  see?  note  68 

60Ufficial  Secrets  Act,  1911  (1  &  2  Geo  5  r  28),  s  8;  see 
also  the  Official  Secrets  Act,  1920  (10  &  11  Geo  5  c.  75),  v  8 
(2)).  "Attorney  General”  means  Attorney  or  Solicitor  General  lor 
England  (Official  Secrets  Act,  1911  ( 1  &  7  Geo.  5  c.  20),  r-  12). 
The  chief  officer  of  police  must  report  to  the  Director  of  Public 
Prosecutions  all  offences  alferjed  to  have  been  comiriittf?d  within  his 
police  district  (Prosecution  of  Offences  Regulations.  194G, 
S  R  ft  O  1946  No  1467,  teg.  G  (2)  (a)  (i:)l 

r>90  -  lal  Seciets  Act,  1911  (1  ft  2  Geo  5  <:  28),  s  8 

s  0  A',  to  powers  of  arrest  generally,  see  pp.  342  -  t 
Sf'j-,  ante  A  person  may  In?  arrested  before  the  consent  of  the 
Attorney  General  o<  Solicitor  General  to  proceedings  has  beet 
obtained;  see  p.  610,  ante 

7 1  Official  Seciets  Act,  191 1  (1  Hi  7  Geo.  5  28),  s.  9  ( 1 ) 

7 2 Ibid,  s.  9  (2l  For  the  meaning  of  "superintendent  of 
police."  see  note  43 

''•’Official  Swims  Act.  1920  110  Xi  11  Geo  9  r  7b),  ■■  8  14) 
74 //««/. .  s.  8  (4) 

;'This  ifiin  dues  nut  include  the  Hei'.ul>lic  of  iicl.md;  set? 
note  ik).  p  565,  ante. 

'''Official  Seciets  Art  1920  (10  8.  It  Geo.  6  <•  75).  s  4  (1! 
A  person  who.  on  hmng  reguinxf  U.  do  so.  refuses  ox  neglects  to 
produce  ,mv  such  original,  or  transcript  or  paper  is  guilty  of  an 
offence,  and  for  each  offence  ...  liable  on  conviction  summarily  to 
imprisonment  fm  a  tram  not  exi -ceding  three  months,  01  to  a  fine 
not  exceeding  CbO,  or  to  troth  such  imprisonment  and  fine  (Offu  lal 
Secrets  Art,  1920  (10  ft  11  Ge«,  5  <  75),  s  4  (?))  "Telegram"  has 

tin*  same  uu  .aiinrj  as  in  the  h'leuraph  Ar  t.  1869  (3?  Hi  33  Virt  c 
73),  s.  3,  and  "wireless  lel-  iiaphy "  has  the  same  meaning  as  in  the 
Wileless  Telegraphy  Art.  1904  (4  F dw  7  c  74).  \  1(7)  (Official 
Secrets  Act  1970  (10  ft  11  Geo  h  C  75)  s  4  (3)1  S  1  (/)  of  thf 
Wireless  lelegiaphy  Ac  ,  I *#04  (4  Fdw  7  c  34).  lias  expired  (see 
the  Wii Hess  Telegraphy  A.  t.  1949  (12.  13  8-  M  Geo  6  •  54),  %  18 
(1)),  and  an  extended  meaning  of  wueless  tclegiuphy  appears  <n 
ibid  .  s  19  (1!  See  title  1  ehuftaphs 

"official  Seen 'f(  Art  1,120  ff(i  ft  If  (iw  f>  I  751  s  5  fll 
Nothing  hi  this  section  .  ppli  .  to  postal  patkets  ad  tressed  to  any 
oft  ice  where  any  newsp«»pe»  ■  peiiodii.il  is  published,  being  postal 
packets  m  r <*p1y  to  adverb*  nts  appearing  in  that  newspaper  or 

periodical  ohn!  s  5  (hi*  sin  tion  dor's  runt  legalise  anything 

which  would  hr  in  co'-e  .•  "dun  of  the  exclusive  privilege  of  me 
Postmaster  Genei.il  under  e  ’’osi  Off:  r  Act,  1953  11  Hi  2  Fit/  2 
c  36)  (see  Idle  Pd'-t  ()"  ,  tfic  telegraph  At  |s,  1863  to  1954 
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83Official  Sacrtlt  Act,  1911  (1  &  2  Geo  6  c  281.  *  10  (2) 
(applying  the  Criminal  Jurisdiction  Act,  1802  142  Geo.  3  c.  8611; 
Official  Secrets  Act,  1920  (10  &  11  Geo  5  c.  76),  t  8  (3). 
Administration  of  Justice  (Muceilwwous  Provisions)  Act,  1933  (23 
£  Geo.  5  c.  36),  «  1  (4),  Sch.  1;  Criminal  Just.ce  Act,  1948  (11 
&  12  C>^  6  c.  58),  ».  31  (21,  (3),  83,  Sch.  10,  Pt  1.  Offerees 
cannot  be  triad  by  any  court  of  general  or  quartet  sessions,  or  by 
the  sheriff  court  in  Scotland,  or  by  any  court  out  ot  the  United 
Kingdom  which  hat  not  jurisdiction  to  try  crimes  involving  tire 
greatest  punishment  allowed  by  lav  (Official  Secrats  Act,  191 1  (1  & 
2  Geo,  5  c  28).  s.  10  (3),  Official  Socrets  Act,  1920  (10  &  11  Geo, 
5  c,  75),  s.  11  (II  (b)|. 

84 Ibid.,  s  8  (31 

86 1  &  2  Co.  6  c  28;  for  the  Acts  to  be  construed  as  one 
therewith,  see  no'  .-  1 

88 For  the  meaning  of  this  expression,  see  nota  25 

870fficial  Secrets  Act,  1911  (1  &  2  Geo.  5  c  281,  s.  11  See 
the  Official  Secrets  (Commonwealth  of  Australia)  Order  in  Council, 
1915.  S.  R.8.O.  1915  No.  1199;  the  Official  Secrets  (Mauritius! 
order  in  Council.  1916  iS  fl.SO.  Rev  1918,  Vol.  XVI,  p.  11301, 
the  Official  Secrets  (Malta)  Order  in  Council,  1923,  S,  R.  Si  O.  1923 
No  650;  the  Official  Secrets  (India)  Order  in  Council,  1923, 
S  R.  Si  0,  1923  No.  1517  (as  to  the  effect  of  the  creation  of  the 
Dominions  of  India  and  Pakistan,  see  title  Commonwealth  and 
Dependencies,  Vol  5,  p  530);  the  Official  Secrets  (Straits  Settle 
ments)  Order  in  Council.  1936.  S.  R  Si  O.  1936  No.  409  (as  to  the 
loriner  Straits  Settlement-,  see  title  Commonwealth  and  Depend¬ 
encies,  Vol  5.  p  634.  and,  as  to  Penang  and  Malacca,  see  the 

Official  Secrets  (Penang  and  Malacca!  Order  in  Council.  1960,  S  I. 

19S0  No  17791.  the  Official  Secrets  ( Jersey!  Order  in  Council, 
1952,  S.l  1952  No  1034 

An  Order  in  Council  dated  30th  June  1890,  as  to  the  Isle  Of 
Man,  made  under  the  Officia'  Secrets  Acr,  1889  (52  &  53  Viet,  c 
52)  (repealed),  is  probably  no  longer  effective 

8810  &  11  Geo.  5  c.  75 

99 Ibid.  s.  11  (1)  (a);  Indian  Independence  Act,  1947  (10  & 
11  Geo  c  c  30),  s.  18  (1).  Newfoundland  (Consequential  Pro 
visions)  Act.  1950  (14  Geo.  6  c.  5).  s  1  (7).  Schedule,  Pt.  M. 

99The  'unctions  of  the  Minister  of  Supp'y  under  the  Atomic 

Energy  Act,  1946  (9  &  10  Geo  6  c.  80),  were  transferred  to  the 

l  ord  President  of  the  Council  by  the  Transfer  of  Function:.  (Atomic 
Energy  end  Radioactive  Substances)  Order.  1953,  S.l  1953  No 
1673  The  Lord  President  may  not  withhold  consent  d  satisfied  that 
the  information  proposed  to  be  communicated  is  not  of  importance 
for  purposes  of  defence  (Atomic  Energy  Act,  1946  (9  &  10  Geo  6 
c.  80).  s  1 1  (2)) 

91  "Plant"  includes  any  machinery,  equipment  or  appliance 
whether  affixed  to  land  or  not  (Atomic  Energy  Act,  1946  (9  &  10 
C.eu  8  c  HO),  s  18  (1 )) 

9  ?  Atomic  energy'  meant  the  energy  released  from  atomic 
nuclei  .is  a  result  of  any  process,  including  the  fission  process,  but 
does  not  include  energy  released  in  any  process  of  natural  transmit 
tation  o'  radioactive  decay  which  is  not  accelerated  or  influenced 
try  external  means  {ibid..  %  18  (1)1  Any  reference  to  the  prodtir: 
lion  ut  use  of  atomic  energy  is  to  be  construed  as  including  a 
reference  to  the  carrying  out  of  any  process  preparatory  or  ancillary 
to  such  production  or  use  {thief ,  s  18  (4)) 

93 Atomic  Energy  Act.  1946  (9  &  10  Geo  6  c  80! ,  s  11  (1) 
The  Lord  Resident  of  the  Council  r'say  by  order  grant  exemption 
from  this  »«  non  »n  such  classes  of  casm.  and  to  such  extent  and 


subject  to  such  conditions,  as  may  be  specified  in  the  order  I  ibid.  s. 
11  (31).  Fo.  an  order  made  under  this  power,  see  the  Atomic 
Energy  (Disclosure  of  Information)  (No.  1)  Order  1947,  S.  R.  &  0. 
1947  No  100 

Atomic  Energy  A<  ?,  1946  (9  &  10  G^o.  6  c.  80),  s.  14  (1). 
Where  a  person  convicted  on  indictment  is  a  body  corporate,  the 
provision  limiting  the  amount  of  the  fine  does  not  apply,  and  a  fine 
may  be  imposed  on  the  body  corporate  of  such  amount  as  the 
court  thinks  fust  {ibid  r  s.  14  (2)).  Where  an  offence  has  been 
committed  by  a  body  corporate,  every  person  who  was  it  the  time 
a  director,  genora!  manage',  secretary  or  other  similar  officer  is 
daemed  to  be  guilty  of  the  offence,  unless  he  proves  that  the 
offence  was  committed  without  his  consent  or  connivance  and  that 
he  exarc’aed  all  such  diligence  to  prevent  the  commission  as  he 
ought  to  have  exercised  having  regard  to  the  nature  of  his  functions 
in  that  capacity  and  to  all  the  circumstances  {ibid.  s.  14  (3)). 
Proceedings  in  respect  of  on  offence  under  ibid ,  s.  11.  cannot  be 
instituted  in  F -.gland  except  by,  or  with  the  consent  of,  the  Direc 
tor  of  Pubhc  Prosecutions  {ibid.,  $.  14  (4)). 

"(bid.,  s  11  (1)  proviso. 
wlbid ,  11  (4) 

97Atomic  Energy  Authority  Act,  1954  (2  <k  3  Elit  2  c  321, 
».  6  (4).  Sch.  3. 

APPENDIX  D 

STATUTES  OF  THE  UNITED  STATES 

Volume  36 

CHAP.  226.—  An  Act  To  prevent  the  disclosure  of  national  defense 
secrets. 

Be  it  enacted  by  the  Senate  and  House  of  Representative  of  the 
United  States  of  America  in  Congress  assembled.  That  whoever,  for 
the  "urpose  of  obtaining  information  respecting  the  national 
defense,  to  which  he  is  not  lawfully  entitled,  goes  upon  any  vessel, 
or  enters  any  navy  yard,  naval  station,  fort,  battery,  torpedo  station, 
arsenal,  camp,  factory,  building,  office,  or  other  place  connected 
with  the  national  defense!,  owned  or  constructed  or  in  process  of 
construction  by  the  United  States,  or  in  the  possession  or  under  the 
control  of  the  Llnitcd  States  or  any  of  its  authorities  m  agents,  and 
whether  situated  within  the  United  States  or  in  any  place  non 
contiguous  to  but  subject  to  the  jurisdiction  thereof,  or  whoever 
when  lawfully  or  unlaw  fully  upon  any  vessel,  or  in  or  near  any  such 
plane,  without  proper  authority,  obtains,  takes,  or  makes,  or 
attempts  to  obtain,  take  or  make,  any  document,  sketch,  f>hoto 
graph,  photographic  negative,  plan,  model,  or  knowledge  of  any 
thing  connected  with  the  national  defense  to  which  he  is  net 
entitled,  or  whoever  without  proper  authority  receives  or  obtains, 
Of  under' -ik  ■  •,  or  aqtees  to  receive  or  obtain,  fror  any  person,  any 
such  document,  sketch,  pho?ogra[th,  photogra*  me  negative,  plan, 
model,  or  knowledge  of  anything  connected  with  the  national 
defense  to  which  he  is  no?  entitle*),  or  whoever,  without  proper 
authority  receives  nr  obtains,  or  under  takes  or  agrees  to  receive  or 
obtain,  from  any  (rerson.  any  such  document,  sketch,  photograph, 
photographic  negative,  plan,  model,  or  knowledge,  knowing  the 
same  to  have  lieen  m»  obtain**)  taken,  or  made  or  whoever,  having 
possession  of  or  control  irver  any  such  document,  sketch,  photo 
graph,  phoTographir  negative,  plan,  model,  or  knowledge,  willfully 
ami  without  proper  authority  romnumicatrs  or  attempts  to 
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communicate  the  <aine  to  any  person  not  entitled  to  receive  it,  or 
to  whom  the  same  ought  not,  in  the  inter ett  of  the  national 
defense,  be  communicated  at  that  time;  or  whoever,  being  lawfully 
intrusted  w'th  any  aucli  document,  sketch,  photograph,  photo 
graphic  negative,  plan,  model  or  knowledge,  willfully  and  in  breach 
of  hi*  fruit,  so  communicates  or  attempts  to  communicate  the 
seme,  shell  be  fined  no!  more  than  one  thousand  dollars,  or  impri¬ 
soned  not  more  then  one  year,  or  both. 

SEC.  2.  That  w hoover,  having  committed  any  offense  defined  in 
the  preceding  section,  communicates  or  attempts  to  communicate  to 
any  foreign  government,  or  to  any  agent  or  employee  thereof,  any 
document,  sketch,  photograph,  photographic  negative,  plan,  model, 
or  knowledge  so  obtained,  taken,  or  made,  or  so  intrusted  to  him, 
shall  be  imprisoned  not  more  than  ten  yams. 

SEC.  3  That  offenses  against  Ihe  provisions  of  this  Act  com 
mined  upon  the  high  seas  or  elsewhere  outside  of  a  judicial  district 
shall  be  cognisable  in  the  district  where  the  offender  is  found  or 
into  which  he  is  first  brought;  but  offenses  hereunder  committed 
within  the  Philippine  Islands  shall  be  cognisable  in  any  court  of  said 
islands  having  original  jurisdiction  of  criminal  cases,  with  the  same 
right  of  appeal  as  Is  given  in  other  criminal  cases  where  imprison 
ment  exceeding  one  year  forms  a  part  of  the  penalty,  and  jurisdic 
lion  is  hereby  conferred  upon  such  courts  for  such  purpose. 

Approved,  Maich  3.  1911. 
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GENERATION  OF  A  CLASSIFIED  DOCUMENT  COST  STUM 
BT 

EDWARD  J.  CASTRO 


I  wish  to  express  ny  appreciation  to 
Mr.  Daig.le  for  allowing  me  the  opportunity  to 
apeak  to  you  today  on  a  subject  which  I  feel 
is  of  interest  to  all  personnel  who  handle 
classified  documents.  Specifically,  the 
liMtiu r  in  which  to  compute  costs  involved  to 
generate  and  maintain  one  'Secret'  document. 

Many  of  ua,  I  am  eure,  are  not  fully 
aware  of  the  various  elements  ana  their  re¬ 
spective  costs  that  contribute,  in  one  way  or 
another,  with  the  costs  involved  to  generate 
and  maintain  one  Secret  document.  I  wish,  in 
the  next  few  minutes,  to  describe  for  you  the 
various  job  functions  and  equipment  which 
concern  t '-incisal ves  to  Secret  document  genera¬ 
tion  and  maintenance  and  the  method  in  which 
to  compute  these  costs  in  an  effort  to  arrive 
at  a  single  per  copy  cost. 

In  August  19&4,  Lockheed,  Sunnyvale  pub¬ 
lished  its  first  Classified  Document  Cost 
Study  -  a  study  designed  to  reveal  the  speci¬ 
fic  costs  involved  to  generate  and  maintain 
one  Secret  document.  Since  publication, 
however,  five  subsequent  revisions  have  been 
published,  each  refined  in  such  a  manner  to 
include  current  timings  and  cost  expendi¬ 
tures  for  each  calsgory  utilized.  The  Cost 
Study  is  concerned  with  Secret  documents 
only;  Top  Secret  and  lesser  classification 
categories  have  bean  omitted  since  their 
volume  and  attributable  work  efforts  are  not 
sufficient. 

A  Document  Cost  Study  is  a  compilation 
of  cost  expenditures  for  various  items  which, 
in  one  way  or  another,  are  involved  in  the 
generation  and  maintenance  of  Secret  docu¬ 
ments.  Examples  of  categories  which  concern 
themselves  to  Secret  documents  are  (1)  Repro¬ 
duction  Costs  -  the  percent  of  time  expanded 
by  Reproduction  Personnel  in  the  reproduction, 
collating  and  binding  of  Secret  documents; 

(2)  Classification  Management  Review  -  the  tim 
time  required  to  review  a  document  for  clas¬ 
sification  purposes;  (3)  Document  User  Re¬ 
sponsibilities  -  the  percent  of  time  attri¬ 
buted  to  the  safeguard  of  classified  informa¬ 
tion;  (4)  Transmission  Costs  -  the  percent 
of  time  attribute  1  by  company  furnished 
couriers  to  move  classified  documents  in¬ 


plant  from  one  building  to  another.  These  are 
only  four  of  the  25  total  categories  utilized 
in  our  study  ranging  from  Document  .Origination 
Responsibilities  to  the  costs  involved  for 
purchase  of  secnu’lty  desks,  locks  and  safes 
which  safeguard  classified  information.  The 
object  therefore  is  to  correlate  the  total  costs 
incurred  for  each  category  and  arrive  at  a 
single  coat  for  generating  and  maintaining  one 
Secret  document. 

To  arrive  at  a  single  per  copy  cost,  the 
study  is  divided  into  two  broad  cost  areas 
entitled  DIRECT  and  INDIRECT.  Direct  cost 
factors  consist  of  ail  processing  expenditures, 
such  as  Origination  Processing,  Secretary  Pro¬ 
cessing  and  Document  Control  Processing,  which 
have  an  intrinsic  attachment  to  a  document  as 
it  travels  from  the  originator  to  Document  Con¬ 
trol  for  entry  into  the  accountable  Document 
Control  System  and,  finally,  on  to  the  ultimate 
recipient.  The  premise  for  direct  costing  1b 
to  isolate  those  items  whose  costs  are  an 
integral  part  of  the  Document  Control  process 
and  to  exclude  supporting  security  costs  which, 
once  Incurred,  do  not  necessarily  vary  directly 
with  document  fluctuations. 

Indirect  coats  encompasses  all  other  con¬ 
tributing  expenditures,  such  03  Security  and 
Destruction  personnel.  Security  Education  and 
Clearance  Costs,  arid  Material  Costs  that  are 
related  in  one  way  or  another  with  Secret  docu¬ 
ments.  External  costs,  however,  3uch  as 
fencing  and  perimeter  patrols,  are  not  included 
in  the  indirect  cost  categories  since  they  are 
considered  normal  plant  protection  safegtiards . 

The  first  step  in  generating  a  Document 
Cost  Study  is  to  determine  the  items  which 
dirsctly,  or  indirectly,  are  involved  in  the 
generation  aid  maintenance  of  Secret  documents. 
Once  the  categories  'lave  been  determined,  the 
next  step  is  to  contact  the  respective  per¬ 
sonnel  involved  to  determine,  through  estimates 
or  actual  timings,  the  percent  of  time  they 
attribute  in  their  job  function  to  Secret 
document  generation  and  maintenance. 

Direct  costs,  which  consist  of  Originator, 
Processing,  Secretary  Processing,  Document 
Holder  Responsibilities,  Document  Control  Pro¬ 
cessing  and  Courier  functions,  alJ  play  an 
active  role  in  the  generation  ani  maintenance 
of  Secret  documents.  The  document  originator 
is  respon.il id •<  for  reviewing  classification 
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guidelines;  determining  the  correct  classi¬ 
fication  to  apply  to  the  paragraph  and  page; 
and  riqutt  *.n  clarification  or  assistance  on 
classification  matters  from  Classification 
Management. 

The  Secretary  responsible  for  preparing 
Secret  documents  in  final  type  is  concerned 
with  safeguarding  the  material  during  typing 
of  the  document;  stamping  the  appropriate 
classification  on  each  page;  obtaining  a  con¬ 
trol  number  from  Document  Control;  and  mis¬ 
cellaneous  time  expended  directly  pertaining 
to  the  generation  of  the  document. 

Document  Holders  are  responsible  for 
the  receipt,  verification  and  signature  of 
the  loo  un  it;  security  considerations  and 
safeguard  of  the  material  while  under  his 
custody;  and  dealings  with  Document  Control 
concerning  procedural  problems,  audita,  etc. 

Document  Control  Processing  is  concerned 
with  all  phases  of  document  generation  and 
maintam.uo#  -  from  reviewing  the  document 
upon  receipt  from  the  originator  for  com¬ 
pleteness  of  required  markings  and  entry 
into  the  accountable  Docunsat  Control 
System  to  destruction. 

The  Courier  function  of  moving  Secret 
documents  in-plant  from  one  bu-Uding  to 
another  is  somewhat  more  involved.  Not 
only  is  it  necessary  to  consider  the  time 
expended  in  moving  the  material  but  compu¬ 
tation  of  vehicle  utilization  -  its  monthly 
rental  and  maintenance  costs  -  must  be  con¬ 
sidered. 

Rates  of  pay  utilized  to  determine 
labor  charges  should  include  the  employees 
basic  pay,  cost-of-living  adjustments  and 
i’ringe  nf*i  t  ° . 

Computation  of  Direct  Costs  per  copy  is 
computed  by  multiplying  the  combined  total 
costs  incurred  for  each  category  by  the  per 
cent  of  original  and  reproduced  copio3  on 
hand  In  the  total  document  inventory. 

Indirect  Costs,  consisting  in  part  of 
personnel  i;  Puant  Protection,  Destruction, 
Classification  Management,  Reproduction, 
Security,  Document  Control  Supervision  and 
Miscellaneous  Supervision  actively  contribute 
to  the  costs  incurred  for  Secret  document 


generation  and  maintenance .  Their  concern  in¬ 
cludes,  but  is  not  limited  to,  the  safeguard  of 
Secret  documents  within  the  Company;  pickup  and 
destruction  of  outdated  material;  publication 
of  ciassin cation  guidance  ror  using  personnel; 
reproduction  of  documents;  adherence  to  securlt; 
and  Document  Control  procedures  and  security 
monitor  and  security  coordinator  responsibilit¬ 
ies. 

Security  Education  and  Clearance  Costs  are 
concerned  with  the  total  time  expended  in  basic 
orientation  relating  to  Secret  Document  gen¬ 
eration  and  maintenance;  preparation  and  re¬ 
view  of  PSQ's;  f 1 lgerprinting  and  miscellaneous 
recordkeeping. 

Material  Costs  consist  of  those  Items 
which  indirectly  assist  in  the  generation, 
transmission  and  safeguard  of  Secret  documenta¬ 
tion.  Document  Control  Manuals,  destruction 
equipment  and  EDP  equipment  are  utilized  by 
Document  Control  in  the  generation  process. 
StampB,  postage  and  forms  are  concerned  with 
transmitting  correspondence  either  in-plant  or 
to  an  out-of-company  facility.  Security  desks, 
file  cabinets,  vaults,  safes  a. id  lock3  are  all 
utilized  to  safeguard  classified  information. 

Each  item  in  the  Indirect  Cost  category 
is  based  on  a  percent  in  which  it  is  utilized 
for  Secret  documents  Again,  rates  of  pay 
utilized  to  determine  labor  charges  should 
include  the  employees  basic  pay,  co3t  of 
living  adjustments,  and  fringe  benefits.  In 
the  case  of  Material  Costs,  the  total  cost 
incurred  for  each  item  can  normally  bo  ob¬ 
tained  '■  trough  the  department  or  organization 
responsible  fo-  their  purchase  price  and 
quantity 

Computation  of  Indirect  costs  per  copy  is 
computed  bv  dividing  t.he  +  ntwiVior.  rtf'  n  r*  f  1  trr 

documents  in  the  Document  Control  System  into 
the  combined  annual  expenditure  for  each 
category. 

To  arrive  at  a  3ir.gle  per  copy  cost,  the 
totals  of  the  Direct  and  Indirect  Cost,  cate¬ 
gories  are  added  together. 

Throughout  the  past  eight  years,  since 
publication  of  our  first  classified  Document. 
Cost  Study,  we  have  found  this  publication  to 
be  an  excellent,  means  of  requesting  document 
originators  to  curtail  excessive  distribution 
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of  documents  by  citing  the  additive  costa  In¬ 
volved  for  additional  copies.  Along  tha  sane 
line,  the  classified  Document  Cost  Study  is 
vor/  useful  In  determining  monetary  savings 
realised  through  docuaent  processing  proce¬ 
dural  eliminations. 

If  you  elect  to  generate  a  Cost  Study  of 
your  own,  I  hope  you  will  find  it  as  useful 
as  we  have. 

To  aoeiet  you  in  the  publication  of  a 
Docuaent  Cost  Study  for  your  facility,  I  have 
prepared  an  outline  depicting  the  various 
categories  utilised  in  our  latest  jtudy  and 
the  method  in  which  each  category  is  computed. 
If  you  decide  to  generate  a  Cost  Study  for 
your  fioJllty,  feel  free  to  call  or  write  me 
for  clarification  or  asniotance.  tty  name  and 
uddrese  are  indicated  on  the  outline.  I  will 
be  more  than  happy  to  assist  you. 

Thank  you  for  your  attention. 
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EVOLUTION  AND  DEVELOPMENT  OF  C1.ASSIFICATION 
MANAGERS 

JAMES  C.  MARSH,,  SAND  LA  LABORATORIES _ 

The  Atomic  Energy  Act  of  as 

amended  In  19f>l*,  established  Atomic  Etoergy 
Commission  classification.  This  act  resulted 
in  a  classification  program  quite  different 
from  that  of  the  Department  of  Defense  where 
Executive  Orders  cover  classification  and 
security  procedures.  Perhaps  this  is  one  of 
the  reasons  vhy  the  A  EC  and  DOD  find  them¬ 
selves  at  odds  on  some  classification  matters. 
Perhaps  another  reason  for  the  difference  in 
attitude  or  philosophy  is  that  much  of  the 
Information  classified  by  the  Military  is 
operational  data  which  tend  to  be  fluid  or 
transient.  Most  of  the  information  classi¬ 
fied  under  the  Atomic  Energy  Act  is  technical 
design  information  of  a  more  permanent 
nature. 

Of  importance  to  AEC  classification 
management  people  la  the  fact  that  Restricted 
Itata  and  Formerly  Restricted  Data  are  exempt 
from  the  downgrading  and  declassification 
provisions  of  Executive  Order  11652. 

A  classification  determination  is  a 
quasi-legal  judgement  based  on  the  best 
available  relevant  technical  information  end 
supported  by  pertinent  classification  guidance 
derived  from  the  Atomic  Energy  Act  or  other 
authority.  Clasalf lcation  decisions  or 
judgements  frequently  impinge  on  security  and 
security  regulations.  When  the  classification 
analyst  decides  that  e  body  of  information 
(usually  technical)  requires  security  pro¬ 
tection  in  view  of  approved  local  or  program 
classification  guidance,  security  is  respon¬ 
sible  for  determining  the  means  required  to 
protect  this  information.  Note  the  two  dis¬ 
tinct  functions  and  responsibilities.  This 
difference  in  functions  and  responsibilities 
suggests  that  probably  it  is  unsound  to  have 
the  classification  organization  reporting  to 
the  security  director. 

This  being  the  case,  then  Just  what  place 
In  the  organizational  structure  should  the 
classification  official  occupy?  At  Sandla 
Laboratories,  the  Classification  Division, 
which  I  supervise,  reports  to  the  Technical 
Publication  and  Art  Department.  This  has 
proven  to  be  a  reasonable  base  from  >*iich  to 
operate.  The  Classification  Division  is  also 
staff  to  the  vice  president  who  serves  as 
Chairman  of  Sandio's  Classification  Board. 

This  vice  president  is  also  the  top  Laboratory 
authority  on  classification  matters.  In 
accordance  with  the  new  Executive  Order,  1 
also  serve  as  staff  to  the  Laboratories  Presi¬ 
dent  on  matters  relating  to  top  secret  authen¬ 
tication  and  control. 


Within  the  AEC  family,  including  con¬ 
tractors,  there  is  no  specific  organization 
slot  specified  for  the  classification  function. 
The  only  requirement  is  that  security  and 
classification  will  not  report  to  the  same 
administrative  head.  This  is  a  fundamental 
point.  Obviously,  it  would  be  most  undesirable 
to  have  the  production  acceptance  people  report 
to  the  production  manager,  or  vice  ■'•ersa.  No 
organizational  structure  should  allow  such  a 
potential  conflict  of  Interest.  However, 
being  too  rigid  is  not  rewarding  either. 

The  successful  classification  officer  must 
work  with  both  technical  and  administrative 
people  constantly,  and  as  harmoniously  as 
possible,  to  minimize  security  time  and 
dollar  costs.  This  is  particularly  true 
in  placing  classified  contracts. 

A  few  words  about  Sandla  laboratories 
will  help  make  clear  why  its  Classification 
Division  functions  as  it  does.  Sandla  was 
established  in  Albuquerque  in  19^5  as  a  part 
of  the  Los  Alamos  Scientific  Laboratory.  It 
was  intended  that  Sandla  would  handle  weapons 
development  engineering  and  bomb  assembly 
for  the  Manhattan  Engineering  District --a 
code  name  for  the  original  atomic  bomb  pro¬ 
ject.  The  University  of  California  operated 
Sandla  as  a  brunch  of  Los  Alamos  Scientific 
Laboratory  located  in  Los  Alamos,  New  Mexico, 
until  19l*9  when  the  University  requested  the 
AEC  to  be  relieved  of  nuclear  ordnance  engi¬ 
neering  responsibilities.  President  Truman 
asked  the  Bell  System  to  assume  responsibility 
for  operating  Sandla.  Sandia  Laboratories 
was  designated  as  a  subsidiary  of  Western 
Electric  Company,  the  manufacturing  branch 
of  the  Bell  System.  Western  Electric  manages 
the  Laboratories  under  a  no-profit ,  no-fee 
contract  us  a  service  to  the  U.S.  Atomic 
Energy  Commission. 

Sandio’s  principal  responsibility  lies 
In  research  and  development  in  nuclear  ord¬ 
nance  and  non-nuclear  aspects  of  nuclear 
bombs  and  warheads.  There  has  been  a  marked 
trend  in  Sandia  Laboratories  to  concentrate 
efforts  in  research  and  development.  As  a 
result  of  this  emphasis,  Sandla  has  acquired 
a  highly  qualified  scientific  and  engineering 
staff, 

Clnssl fleet  1  on  Division  personnel  are 
members  of  the  Laboratory  staff,  The  Job 
structure  consists  of  three  levels  of  ana¬ 
lysts  and  a  supervisor  designated  classifi¬ 
cation  ad  niritstrator .  Jobe  are  evaluated 
under  a  position  evaluation  plan  which 
establishes  the  relative  level  of  various 
administrative  positions.  Ratings  are  based 
on  job  knowledge,  problem  solving  anility, 
and  dollar  accountability.  Persons  with 
proper  Job  qualifications  can  enter  at  a  Job 
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level  commensurate  with  qualification*  and 
Job  experience.  Our  wage  administration 
people  rank  our  positions  high  in  both  Job 
knowledge  and  problem  solving  requirements. 
Hence  we  have  a  point  rating  which  allows 
us  to  have  a  good  salary  range.  Many  agencies 
do  themselves  a  great  disservice  by  sub¬ 
merging  the  classification  Job  in  the  security 
structure  reducing  its  importance  and  pay 
scale  or  OS  level.  The  AEC,  using  consid¬ 
erable  core  in  establishing  Job  requirements 
and  Job  descriptions,  has  established  a 
flexible  Job  structure  which  attracts  and 
retains  professional  level  people. 

Let  me  briefly  list  the  activities  per¬ 
formed  by  Sandia's  classification  Division. 

1,  Provide  advice,  counsel,  resolution 
on  classification  problems  and 
questions. 

?.  Prepare,  coordinate,  and  Justify 
new  and  revised  classification 
guidance, 

3.  Review  documents,  work  projects, 
material,  and  hardware  as  they  are 
generated. 

Conduct  classification  education 
programs,  on  both  general  and  specific 
subject  8. 

5.  Prepare  subcontractor/consultant 
guidance,  education,  and  liaison. 

6.  Review  older  documents  and  projects 
for  downgrading  or  declassification. 

7.  Carry  on  Intercontract or/agency 
communication. 

One  of  the  classification  administrator's 
inert  important  jobs  is  to  recruit  and  maintain 
a  capable  staff.  This  Is  a  challenge  In  view 
of  the  tight  doll.or  situation,  particularly 
in  a  laboratory  such  as  Sandia  which  is  stead¬ 
ily  reducing  the  ratio  of  administrative  staff 
to  technical  staff.  Through  l^i  years  of 
classification  management  work  I  have  hired 
about  a  dozen  classification  analysts  and 
interviewed  many  more.  What  I  have  looked 
for  in  an  applicant  is  a  broad  educational 
background  and  strength  in  pure  sciences  or 
engineering  areas.  It  is  most  important  that 
a  potential  analyst  conmunicate  well  both 
orally  and  with  the  written  word.  Age  is 
not  necessarily  a  consideration.  Hopefully, 
the  individual  should  hove  quani-legal  incli¬ 
nation  for  the  process  of  making  classifica¬ 
tions  determinations  is  somewhat  akin  to 
making  decisions  in  legal  processes. 

An  absolute  essential  in  a  Job  applicant 
is  patience  and  forbearance  in  dealing  with 
the  frustrations  of  classification.  It  1* 
difficult  to  really  assess  personal  charac¬ 
teristics  during  a  shert  ini n  view,  but  one 
can  usually  determine  how  the  candidate  would 
react  to  the  Job  situation. 


Another  characteristic  difficult  to 
evaluate  is  Judgement.  Obviously,  classifi¬ 
cation  managers  or  analysts  do  not  last  long 
if  their  Judgement  is  poor.  Hie  prime 
requisite  for  making  good  decisions  ia  a 
thorough  evaluation  of  all  relevant  informa¬ 
tion  before  making  the  Judgement.  Another 
factor  is  individual  motivation.  Today, 
whan  good  positions  are  hard  to  find,  many 
engineers  with  bachelor's  degrees  and  even 
master's  degrees  are  finding  it  hard  to 
compete  in  an  environment  which  favors  per¬ 
sons  with  PhD  degrees.  This,  with  the  grow¬ 
ing  professionalism  In  classification  manage¬ 
ment,  now  prompts  the  scientist  or  engineer 
to  consider  classification  more  seriously  as 
a  career  than  did  his  counterpart  in  years 
past.  Of  persons  I  have  interviewed,  the 
best  candidates  have  had  brood  educational 
backgrounds,  skill  in  technical  writing,  and 
the  ability  to  elicit  technical  information 
from  the  engineer  or  scientist.  Many  out¬ 
standing  candidates  for  classification  man¬ 
agement  positions  at  Sandie  Laboratories  have 
been  young  ex-military  men  who  have  been 
connected  with  the  former  Field  Command, 
Defense  Atomic  Support  Agency  Weapons  School. 
These  young  officers  generally  had  a  good 
technical  background  plus  a  basic  knowledge 
if  weapons,  which  cf  course  wns  of  great 
benefit  to  our  work.  The  AEC  requires  its 
classification  officers  to  have  technical 
degrees,  but  it  is  unsafe  to  feel  confident 
that  a  technical  degree  assures  either 
interest,  or  skill  at  classification. 

The  classification  manager,  to  be  most 
effective,  must  have  some  knowledge  and  under¬ 
standing  of  every  project  at:  hit  install¬ 
ation.  Obviously,  no  man  has  enough  in 
depth  technical  information  to  be  able  to 
answer  all  Inquiries.  Early  lri  my  career 
in  classifi cation  management  I  learned 
that  the  beat  way  to  survive  with  a  limited 
technical  background  vrs  to  obtain  informa¬ 
tion  from  qualified  individuals  by  asking 
questions  and  more  questions.  Experience 
has  shown  that,  most  technical  people  are 
glad  to  expound  on  their  areas  of  expertise 
if  you  ask  the  right  questions.  However, 
no  one  should  try  to  bluff  his  way  by 
attempting  to  give  the  impression  that  he 
understands  complicated  technical  problems. 

Once  you  have  hired  a  candidate  whom 
you  feel  will  make  a  top  flight  classifica¬ 
tion  analyst,  how  do  you  train  him  to 
optimize  his  capabilities  and  his  worth  to 
the  organization?  The  first,  few  months  in 
the  classification  business  arc  frustrating 
to  many  people  because  there  is  no  prescribed 
course  of  study.  Skill  in  decision  m»king 
ard  problem  solving  ia  learned  only  by 
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exposure  and  experience  over  a  lengthy 
period.  Slut,  there  are  a  good  many  things 
that  the  supervisor  can  do  to  make  the 
break-1 n  period  both  more  palatable  and 
more  useful.  Here  are  a  few  tools  and  a 
few  means  of  training  a  new  classification 
analyst . 

The  newcomer  should: 

1.  Acquire  a  knowledge  of  the  basic 
classification  policies  and  pro¬ 
cedures  of  the  AEC  or  DOD,  includ¬ 
ing  a  working  knowledge  of  the 
Atomic  Energy  Act  or  Executive 
Orders  which  set  bia  policies. 

2.  Have  or  acquire  a  general  knowledge 
of  all  programs  at  his  installation 
with  particular  emphasis  on  class¬ 
ified  activities. 

3.  Cooperate  and  meet  with  other 
organizations,  including  in  the 
case  of  the  ABC,  the  Operations 
Office  and  the  headquarters  people 
and  the  integrated  contractors. 

He  should  attend  working  sessions 
on  Joint  programs  with  various 
using  services  and  visit  contractors 
with  classified  subcontracts. 

4.  Try  to  attain  a  general  familiarity 
with  the  many  related  security 
regulations  such  as  clearances, 
mail  channels ,  and  report  marking. 
This  is  not  to  say  that  the  class¬ 
ification  analyst  should  presume 

to  make  himself  an  expert  in  security 
matters,  but  almost  Inevitably 
during  classification  orientation 
sessions,  questions  are  raised 
which  have  security  overtones. 
Sandia's  classification  organization 
la  being  drawn  more  and  more  into 
discussions  relating  to  security 
markings  as  well  as  security  matters. 
Some  recent  examples  of  this  have 
been  the  implementation  of  CNWDI, 
the  revision  of  A EC  Manual  Chapter 
210(3  on  weapon  data  reports,  re¬ 
tention  periods  as  they  relate  to 
the  AEC's  declassification  program, 
and  most  recently,  implementation 
of  Executive  Order  116^2. 

5.  Be  involved  in  face-to-face  office 
discussions  whenever  possible, 
attend  orientation  and  technical 
briefings,  and  as  soon  as  possible 
be  given  email  projects  under  the 
direction  of  n  senior  staff  person. 


6.  learn  to  use  available  tools  in  tne 
office — guides,  files,  manuals,  arid 
outside  agency  information.  He 
should  be  acquainted  with  the  draw¬ 
ing  files ,  the  central  technical 
files  and  their  contents,  and  the 
computer  facilities.  An  analyst 
with  some  programming  Bkill  will 
find  this  ability  useful. 

T.  Meet,  members  of  the  Laboratory’s 
classification  committee,  if  one 
existB,  At  Sandia,  the  Classifi¬ 
cation  Board  is  made  up  of  senior 
members  of  the  technical  staff  (the 
AEC  designates  them  as  Responsible 
Reviewers  with  individual  areas  of 
expertise)  who  are  available  to 
advise  on  clessificatior  matters. 

8.  Attend  and  participate  in  all 
classification  education  sessions 
conducted  by  the  division  including 
new  staff  briefings,  new  supervisor 
orientations,  secretarial  refreshers, 
and  special  topic  presentations. 

9.  Attend  meetings  of  AEC  weapons  con¬ 
tractors.  There  is  a  rather  unique 
group  known  as  Weapons  Contractors 
Classification  Conference  which 
includes  all  the  AEC  weapons  con¬ 
tractors  and  meets  three  or  four 
times  a  year.  At  these  conferences 
we  air  mutual  classification  prob¬ 
lems,  listen  to  technical  briefings, 
and  tour  various  AEC  contractor 
facilities.  It  is  useful  for  people 
new  in  the  profession  to  attend 
these  meetings  and  listen  to  the 
sometimes  heated  discussions.  It 

is  also  useful  for  new  personnel  to 
visit  other  contractors  for  a  general 
orientaJ  Lon  and  philosophical  dis¬ 
cussions.  We  welcome  visits  of  new 
classification  people  from  other 
contractor  and  government  offices. 

Already  emphasized  are  some  of  the  per¬ 
sonal  attributes,  skills,  and  education 
necessary  for  success  in  classification  man¬ 
agement.  Once  again  emphasis  is  placed  on 
the  importance  of  competence  in  oral  and 
written  communications.  Tarticularly  in 
classification,  any  rules  or  guidance  that 
can  be  misunderstood  probably  will  be  mis¬ 
understood.  Therefore,  it  must  be  a  primary 
aim  of  the  classification  manager  to  assure 
that  all  written  guidance  relay  what  the 
manager  intend,  and  be  received  by  all  users 
with  the  same  "eaning. 
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During  the  years  I  hare  been  associated 
with  classification,  T.  have  had  the  pleasure 
of  kneeing  many  fine  capable  people.  It  la 
fair  to  say,  at  least  as  far  as  the  ABC  Is 
concerned,  that  the  most  successful  classifi¬ 
cation  management  individuals  la  the  practical 
sense  have  been  those  nith  the  broe.d  technical 
background  end  an  outstanding  ability  to 
communicate.  Surprisingly  enough,  the  aost 
frequent  technical  background  of  ABC  complex 
analysts  has  been  and  la  chemistry. 

In  summary,  I  emphasize  that  classifica¬ 
tion  and  security  can  and  must  be  treated  ss 
two  separate  functions,  and  the  difference 
should  be  unde,  stood  by  management.  Classi¬ 
fication  and  security  should  be  eepereted  In 
the  organizational  structure,  further,  the 
Judgement  that  Information  (including  material) 
requires  protection  should  be  made  by  a  know¬ 
ledgeable  classifier  with  his  opinion  based 
on  competent  technical  evaluation,  as  well  as 
the  appropriate  classification  guidance.  It 
Is  not  clear  that  there  can  be  specific  rigid 
qualifications  listed  for  a  classification 
analyst ,  but  certainly  a  broad  educational 
background  with  emphaels  in  some  technical 
area  such  as  physics  or  chemistry  is  desir¬ 
able,  along  with  good  Judgement  and  the 
capability  to  ccxmninlcate  effectively. 

Alt hough  no  formni  academic  course  of  study 
Is  available  for  claaalficat ion  managers, 
any  organization  can  Improvise  ways  to  supply 
the  necessary  on-the-job  training. 


